
Lodged on behalf of the Applicant   Applicant contact: Jason Bosland 
   
Prepared by: Jason Bosland 
 
Wise Law  Telephone: 0421 193 711 
141A Como Parade East 
Parkdale Vic 3195  Email: JB@wiselaw.com.au 

ADMINISTRATIVE REVIEW TRIBUNAL 
MELBOURNE REGISTRY 
INTELLIGENCE AND SECURITY JURISDICTIONAL AREA  

ART 2025/4916 
 
 
BETWEEN 

FRASER TWEEDALE 
Applicant 

 
CEO, SERVICES AUSTRALIA 

Respondent 
 
 

 
 

AFFIDAVIT 
 
I, Fraser Tweedale of 29 Cape Street, Holland Park 4121, affirm: 

 
1. I hold a Bachelor of Engineering (Computer Systems Engineering) from the University of 

Queensland, and have worked as a software engineer since 2007. I am currently employed as 
a Principal Software Engineer at Red Hat, LLC, working on authentication and identity 
management solutions, a role I have held since 2014. I am involved in open source software 
development, both in my work and in a personal capacity. 
 

2. Unless otherwise stated, the facts set out in this affidavit are within my own knowledge. 
 
Background 
 

3. I have applied to the Administrative Review Tribunal (Tribunal) under s 57A of the Freedom of 
Information Act 1982 (Cth) (FOI Act) for review of a decision of Services Australia to refuse 
my request under the FOI Act for access to the source code of the Android version of the 
myGov Code Generator application (App). 
 

4. The App generates a six-digit, time-based one-time password (TOTP code) which users enter 
alongside their username and password when logging into their myGov account. A TOTP code 
is valid for 30 seconds and serves as a single-use authentication code. TOTP codes are 
derived from a secret, randomly generated seed value (the ‘TOTP shared secret’), which is 
possessed by the App (after the App has been enrolled) and by the myGov Service (where the 
unique shared secrets are associated with corresponding myGov user accounts). 
 

5. The respondent in the proceeding, the CEO of Services Australia, relies upon the ‘open’ and 
‘confidential’ affidavits of Mr Garrett McDonald, the Chief Information Security Officer of 
Services Australia. 
 

6. The respondent has applied to the Tribunal under s 70 of the Administrative Review Tribunal 
Act 2024 (Cth) (ART Act) for confidentiality orders prohibiting disclosure of Mr McDonald’s 
confidential affidavit (Confidential Affidavit) in its entirety. The terms of the proposed 
confidentiality orders would prevent disclosure to the applicant and his legal representatives. 
 

7. One matter critical to the making of the proposed confidentiality orders is whether information 
in the Confidential Affidavit is, in fact, confidential. To the extent that information in the 
Confidential Affidavit is in the public domain or can be readily ascertained through technical 
examination of the App, it cannot be regarded as confidential and cannot be the subject of a 
confidentiality order. 
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8. I make this affidavit to support my opposition to the respondent’s application for confidentiality 
orders over the Confidential Affidavit. The affidavit sets out and explains evidence concerning 
information about the App that is already in the public domain. 

 
GitHub 

 
9. There are two separate entries on the public platform, GitHub, which describe and/or replicate 

some details of the App. 
 

10. GitHub is a public source code hosting and collaboration service, currently owned and 
operated by Microsoft. Millions of developers and companies around the world use GitHub to 
host and collaborate on source code. Many projects and code ‘repositories’ are public (open 
source). 
 

11. GitHub is based on the ‘Git’ version control system and tracks changes to code repositories 
over time. GitHub includes an ‘issues’ feature, which allows users to report problems or 
request features in a repository, and a ‘pull requests’ feature that enables GitHub users to 
propose changes to the code in a repository (which can subsequently be merged or rejected 
by a repository maintainer). Both ‘issues’ and ‘pull requests’ features support discussions, 
where users can comment on the content of the issue or pull request. 
 

12. GitHub Gist is a service operated by GitHub for publishing ‘gists’, which are typically source 
code snippets, experiments, how-to guides, and proof-of-concept code. GitHub Gist web 
pages allow other Github users to leave comments on Gists. 
 

13. I have been an active GitHub user since 2012. 
 

mygov-totp-enroll repository 
 

14. On 11 April 2019, GitHub user, ‘abrasive’ (James Wah), published on GitHub the ‘mygov-totp-
enroll' repository (mygov-totp-enroll repository). 
 
Annexed hereto and marked ‘FT-1’ are screenshots of the landing page of the Github 
repository posted by user, ‘abrasive’, as at 1 July 2026: https://github.com/abrasive/mygov-
totp-enroll. 

 
15. The mygov-totp-enroll repository contained an alternative implementation of the myGov Code 

Generator enrollment workflow, serving as a functional substitute of the official App. In this 
workflow, a user performs an initial authentication to the official myGov Service using their 
account username and password, and the application requests a TOTP shared secret, and 
activates the TOTP two-factor authentication method for the user’s myGov account. The 
behaviour of the mygov-totp-enroll application which is contained in the GitHub repository 
diverges from the behaviour of the official App in what it does with the TOTP shared secret 
after retrieval. The official App stores it securely on the user's mobile device on which the App 
is running. In contrast, the mygov-totp-enroll application presents the TOTP shared secret in a 
form that enables the user to enroll the TOTP shared secret in their preferred TOTP 
authenticator app (for example, Google Authenticator). 

 
16. The source code contained in the ‘mygov-totp-enroll’ repository includes: 
 

16.1. Approximately 90 lines of HyperText Markup Language (HTML) code across two 
files, defining the user interface; 
 
Annexed hereto and marked ‘FT-2’ are screenshots of the two files containing the 
HTML code, as at 1 July 2026: https://github.com/abrasive/mygov-totp-
enroll/blob/master/instructions.html and https://github.com/abrasive/mygov-totp-
enroll/blob/master/ui.html.  
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16.2. Approximately 200 lines of application code written in the JavaScript programming 
language, in 1 file. Of this, approximately 90 lines implement the interactions with 
the myGov services, approximately 15 lines implement the presentation of the 
TOTP secret as a QR code, and the remainder deals with initialisation of the 
application and user interface and other “boilerplate”; 
 
Annexed hereto and marked ‘FT-3’ are screenshots of the code written in 
JavaScript programming language, as at 1 July 2026: 
https://github.com/abrasive/mygov-totp-enroll/blob/master/main.js.   

 
16.3. Invocations of behaviour provided by third party software packages related to 

network requests, data encoding and decoding, and QR code generation. 
 
17. Following the publication of the mygov-totp-enroll repository, a series of improvements and 

bug fixes were made to the repository by various contributors including the original author.  
 
18. GitHub users also filed problem reports or discussed proposed changes to this repository 

using the ‘issues’ and ‘pull request’ functions. It is evident from the issues and pull requests on 
the mygov-totp-enroll repository, and the associated discussions, that numerous people had 
success using the mygov-totp-enroll program to enable TOTP authentication on their myGov 
account. It follows that the implementation of the mygov-totp-enroll program, in respect of the 
TOTP enrollment protocol, its use of myGov Service Application Programming Interfaces 
(APIs), and its implementation and parameter selection for the TOTP algorithm, was correct 
such that it served as a functional substitute for the official myGov Code Generator mobile 
application. 
 
Annexed hereto and marked ‘FT-4’ are screenshots of the ‘issues’ and ‘pull request’ entries in 
which users discuss how to use the mygov-totp-enroll repository to enable TOTP 
authentication for their myGov account, as at 1 July 2026.  

 
19. Based on the information reproduced in FT-1, FT-2, FT-3 and FT-4, it can be concluded that 

the source code in the mygov-totp-enroll repository published on GitHub contains identical or 
functionally equivalent information about the myGov service domain names, authentication 
protocol, API “endpoints”, and payload formats that would be present in the source code of the 
official App. Therefore, I consider that this information about the App and its interaction with 
the myGov Service is in the public domain.  

 
mygov_totp_storage Gist 

 
20. On 27 April 2021, GitHub user, ‘hacker1024’ (Joshua Leivenzon), published on GitHub Gist a 

‘gist’ entitled ‘Information about TOTP token storage in the App, as well as token extraction 
instructions’ (hacker1024 gist). 
 
Annexed hereto and marked ‘FT-5’ are screenshots of the GitHub gist posted by hacker1024, 
including comments from other users as at 1 July 2026: 
https://gist.github.com/hacker1024/5d0845863e2dced27fd5eebc4ac95a39  
 
Annexed hereto and marked ‘FT-6’ are screenshots of subsequent revisions to the gist as at 1 
July 2026: 
https://gist.github.com/hacker1024/5d0845863e2dced27fd5eebc4ac95a39/revisions 

 
21. For the purposes of this affidavit, the term ‘hacker’ should be understood as someone with 

deep expertise in computer systems and who applies their skills enthusiastically to solve 
problems. The GitHub account name ‘hacker1024’ should therefore not be associated with 
malicious intent or nefarious activities. 
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22. The hacker1024 gist contained instructions for extracting the TOTP shared secret from the 
App's internal storage directory. These instructions include the following information about the 
App: 

 
22.1. Where and how the encrypted TOTP shared secret and associated encryption key 

are stored within the App’s internal storage directory; 
 

22.2. The encryption algorithms and parameters that the App uses to encrypt the TOTP 
shared secret; 

 
22.3. A ‘hard-coded’ (static) password which is used to decrypt the secondary encryption 

key, which in turn decrypts the TOTP shared secret; 
 

22.4. The TOTP algorithm parameters, particularly digest algorithm, number of digits, 
and time duration; 

 
22.5. The steps a user can follow to decrypt and decode the TOTP shared secret, and 

prepare it for use with other TOTP authenticator applications. 
 
23. As evident from the screenshot reproduced in FT-5 (pp 26 and 27), several users wrote 

comments indicating that, by following the instructions, they successfully extracted the TOTP 
seed secret from the App’s internal data storage. The publisher account, hacker1024, also 
posted a follow-up comment providing additional information about device requirements to 
successfully execute the instructions (FT-5, p 27). 

 
24. As a result of the hacker1024 gist and associated comments from users reproduced in FT-5, I 

consider that accurate information about the App and its implementation, in particular how the 
App stores the TOTP shared secret, is in the public domain. 

 
Reddit discussion 
 

25. A Reddit discussion initiated by Reddit user ‘j_l-w’ in the r/australia forum on April 12, 2019, 
entitled ‘for all the myGov fake 2FA haters’, discusses myGov’s two-factor authentication 
system (j_l-w discussion). The initial post in the discussion includes a link to the ‘mygov-totp-
enroll’ GitHub repository owned by the GitHub user ‘abrasive’ (James Wah). It is apparent 
from the text of the initial post, and the correspondence of the name ‘j_l-w’ to ‘James Wah’, 
that Reddit user ‘j_l-w’ and GitHub user ‘abrasive’ are one and the same person. 
 
Annexed hereto and marked ‘FT-7’ is the Reddit post by user ‘j_l-w’ in the r/Australia forum as 
at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/  
 

26. A Reddit user, ‘Thingface’, published two comments in the j_l-w discussion explaining how to 
intercept the network communications of the official App to read the TOTP shared secret, and 
an analysis of the protocol and intercepted message payloads (Thingface comments). 
 
Annexed hereto and marked ‘FT-8’ are screenshots of the two comments made by user, 
‘Thingface’, on the Reddit post as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
 

27. Reddit user ‘j_l-w’ posted a follow-up message in response to the Thingface comments that 
includes a statement that he took a similar approach to analysing the behaviour of the official 
App. 
 
Annexed hereto and marked ‘FT-9’ is a screenshot of the follow-up message by Reddit user 
‘j_l-w’ as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
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28. I consider that the information about the protocol and messages published on Reddit by user 
"Thingface" as captured in annexure FT-8 is in the public domain.  I also consider that any 
information about the protocol, message or payload content or formats, or service domain 
names and endpoint network addresses or locations, that could be revealed by applying the 
network traffic interception techniques discussed in annexures FT-8 and FT-9 to reveal 
information about the App or its interactions with myGov services, is in the public domain. 

 
 
 
 
Sworn by the deponent   ) 
Fraser Tweedale at Brisbane ) 
on 2 July 2026  )    ………………………………….. 
before me:   )               Signature of deponent 
 
 
 
………………………………………. 
Signature of witness 
 
Jason Bosland 
11 Oak Grove, Ripponlea, Victoria, 3000 
An Australian Legal Practitioner within  
the meaning of the Legal Profession  
Uniform Law (Victoria) 
 
This affidavit was witnessed electronically by audiovisual link in accordance with the 
Oaths and Affirmations Act 2018 (Vic). 
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ANNEXURE FT-1 
 

The following is the annexure marked FT-1 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure contains a screenshot of the landing page of the GitHub 
repository posted by user, ‘abrasive’, as at July 1 2026: https://github.com/abrasive/mygov-totp-enroll.  
 
 
 
 

....................................................................... 
Jason Bosland 

Australian Legal Practitioner 
Melbourne 
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ANNEXURE FT-2 
 

The following is the annexure marked FT-2 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure includes screenshots of the two files containing the HTML 
source code in the ‘mygov-totp-enroll’ GitHub repository as at July 1 2026 and available at: 
https://github.com/abrasive/mygov-totp-enroll/blob/master/instructions.html and 
https://github.com/abrasive/mygov-totp-enroll/blob/master/ui.html.  
 
 
 

....................................................................... 
Jason Bosland 

Australian Legal Practitioner 
Melbourne 
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ANNEXURE FT-3 
 

The following is the annexure marked FT-3 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure includes screenshots of the application code written in the 
JavaScript programming language published in the GitHub repository, ‘mygov-totp-enroll’, as at July 1 
2026: https://github.com/abrasive/mygov-totp-enroll/blob/master/main.js.   
 
 
 

....................................................................... 
Jason Bosland 

Australia Legal Practitioner 
Melbourne 
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ANNEXURE FT-4 
 

The following is the annexure marked FT-4 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure contains screenshots of the ‘issues’ and ‘pull request’ entries 
on the GitHub repository, ‘mygov-totp-enroll’, in which users discuss how to use the repository to 
enable TOTP authentication in the App, as at 1 July 2026: https://github.com/abrasive/mygov-totp-
enroll/issues/9; https://github.com/abrasive/mygov-totp-enroll/issues/11; 
https://github.com/abrasive/mygov-totp-enroll/pull/5; https://github.com/abrasive/mygov-totp-
enroll/issues/1     
 
 
 

....................................................................... 
Jason Bosland 

Australian Legal Practitioner 
Melbourne 
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ANNEXURE FT-5 
 

The following is the annexure marked FT-5 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure contains screenshots of the GitHub gist posted by 
hacker1024, including comments from other users as at July 1 2026: 
https://gist.github.com/hacker1024/5d0845863e2dced27fd5eebc4ac95a39.    
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ANNEXURE FT-6 
 

The following is the annexure marked FT-6 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure contains screenshots of the subsequent revisions made to 
the original gist published by hacker1024 as at July 1 2026: 
https://gist.github.com/hacker1024/5d0845863e2dced27fd5eebc4ac95a39/revisions.  
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Australian Legal Practitioner 
Melbourne 

 



 29 

 
 
 
 
 
 



 30 

 
 
 
 
 



 31 

 
 
 
 
 
 
 



 32 

ADMINISTRATIVE REVIEW TRIBUNAL 
MELBOURNE REGISTRY 
INTELLIGENCE AND SECURITY JURISDICTIONAL AREA 
 

2025/4916 
 

FRASER TWEEDALE 
Applicant 

 
CEO, SERVICES AUSTRALIA 

Respondent 
 
 
 

ANNEXURE FT-7 
 

The following is the annexure marked FT-7 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure contains a screenshot of the initial Reddit post by user ‘j_l-w’ 
in the r/Australia forum as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
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ANNEXURE FT-8 
 

The following is the annexure marked FT-8 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure contains a screenshot of the comments made by user, 
‘Thingface’, on the Reddit post of ‘j_l-w’ as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
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ANNEXURE FT-9 
 

The following is the annexure marked FT-9 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 2 July 2026. This annexure contains a screenshot of the follow-up comment made by 
Reddit user, ‘j_l-w’, on his post as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
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