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AFFIDAVIT 
 
I, Fraser Tweedale of 29 Cape Street, Holland Park 4121, affirm: 

 
1.​ I hold a Bachelor of Engineering (Computer Systems Engineering) from the University of 

Queensland, and have worked as a software engineer since 2008. I am currently employed as 
a Principal Software Engineer at Red Hat, LLC, working on authentication and identity 
management solutions, a role I have held since 2014. I am involved in open source software 
development, both in my work and in a personal capacity.​
 

2.​ Unless otherwise stated, the facts set out in this affidavit are within my own knowledge. 

Background 

 
3.​ I have applied to the Administrative Review Tribunal (Tribunal) under s 57A of the Freedom of 

Information Act 1982 (Cth) (FOI Act) for review of a decision of Services Australia to refuse 
my request under the FOI Act for access to the source code of the Android version of the 
myGov Code Generator application (App). 
 

4.​ The App generates a six-digit, time-based one-time password (TOTP code) which users enter 
alongside their username and password when logging into their myGov account. A TOTP 
code is valid for 30 seconds and serves as a single-use authentication code. TOTP codes are 
derived from a secret, randomly generated seed value (the ‘TOTP shared secret’), which is 
possessed by the App (after the App has been enrolled) and by the myGov Service (where the 
unique shared secrets are associated with corresponding myGov user accounts). 
 

5.​ The respondent in the proceeding, the CEO of Services Australia, relies upon the ‘open’ and 
‘confidential’ affidavits of Mr Garrett McDonald, the Chief Information Security Officer of 
Services Australia. 
 

6.​ I make this affidavit in support of my application for review of Services Australia’s decision to 
refuse my FOI application in the ART.​
 
 

Lodged on behalf of the Applicant ​ ​ Applicant contact: Jason Bosland 
​ ​  
Prepared by: Jason Bosland 
 
Wise Law​ ​ Telephone: 0421 193 711 
141A Como Parade East 
Parkdale Vic 3195​ ​ Email: JB@wiselaw.com.au 1



What is ‘source code’? 

 
7.​ Source code is the human-readable text that defines a computer program or part of a 

computer program. It is written in a ‘programming language’, of which there are many. The 
source code for a program may span multiple or many files, and may contain source code 
written in a variety of programming languages. Computer programmers write or modify the 
source code. Tools called ‘compilers’ or ‘interpreters’ transform the human readable source 
code into machine readable instructions (‘machine code’) and data that can be executed by a 
computer. The machine code and data in the executable program are typically not human 
readable or modifiable without the help of specialised tools.​
 

8.​ Source code is typically stored in a ‘version control system’ that tracks changes to the source 
code over time. Version control systems allow retrieval or reconstruction of the source code 
as it existed at a specified point in time.  The term ‘repository’ refers to the source code of an 
application or software project as stored by a version control system, including historical 
versioning data.​
 

9.​ When referring to the source code of a particular program or application (app), the term 
‘source code’ would ordinarily be taken to include:​
 

9.1.​The source code, written in one or more programming languages;​
 

9.2.​Source code written in specialised languages used to define the user interface of the 
application (if any), which are not necessarily programming languages;​
 

9.3.​Graphics, audio, or video assets that form part of the application - for example, 
graphical icons or ‘notification’ sounds;​
 

9.4.​Instructions for compiling and/or executing the program, which could be written using 
programming languages or other specialised languages or data formats; 
 

9.5.​Programs for testing the software, which could be defined using programming 
languages or other specialised languages or data formats, and test data used by the 
testing programs;​
 

9.6.​Any human-readable documentation stored alongside the source code in the 
repository;​
 

9.7.​The source code of any dependencies that has been included in the repository 
alongside the source code of the program or application itself (a practice referred to 
as “vendoring” or “bundling”), whether modified or unmodified;​
 

9.8.​Any other information which is stored in the repository and which is necessary for, or 
relevant to, the development, compilation, execution, testing, distribution, 
deployment, or maintenance of the application or software project.​
 

10.​All of the information described in the definition of ‘source code’ in the preceding paragraph is 
typically stored together in the repository for the software project.  A request for the ‘source 
code’ of an application at a particular time should be taken to refer to the ‘snapshot’ of all of 
the information in the repository as it existed at the specified time, excluding files that do not 
meet this definition of ‘source code’. 
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Open source software​
 

11.​ ‘Open source’ software is software distributed under a software licence (an ‘Open Source 
licence’) that grants access to the source code, permitting it to be studied and modified, and 
permitting redistribution of the software with or without modifications.  ‘Free software’, 
‘Free/libre software’ and ‘Free/libre open source software’ (FLOSS) are related terms with 
similar definitions; most ‘open source’ software is ‘free software’ and vice-versa.  ‘Free’ refers 
to freedom, not to cost; publishers may charge money for access to software that is provided 
under an Open Source licence.​
 

12.​Software may have its source code disclosed to the public (allowing study) without 
necessarily being open source i.e. not released under an Open Source licence that allows 
unrestricted use and modification. ‘Source available’ and ‘disclosed source’ are terms of art 
for such software. 
 

13.​My FOI request is for the source code of the App to be publicly disclosed. It is not a request 
for Services Australia to release the code under an Open Source licence that grants rights to 
modify the App or distributed modified versions.​
 

14.​Open Source software is widely used in industry.  This includes software components that are 
dependencies of larger software solutions used within or delivered by an organisation, and 
‘stand-alone’ software solutions that are provided under an Open Source licence and used ‘as 
is’ within an organisation. 

Open Source software and Red Hat​
 

15.​Red Hat, LLC is a leading provider of enterprise software infrastructure whose products 
include operating systems, cloud computing infrastructure, and automation solutions.  Annual 
revenue exceeds USD 7 billion.  Red Hat’s Australian subsidiary is Red Hat Asia Pacific Pty 
Ltd.​
 

16.​Almost all of Red Hat’s software products, including software delivered to customers, and 
software services operated by Red Hat for or on behalf of customers, are Open Source 
software.  That is, the source code is available to customers under Open Source licences.  
Practically speaking, the source code is also available to the public at large because Red Hat 
composes its software products from public repositories of Open Source software.​
 

17.​Services Australia, the Respondent, uses Red Hat software. A contract between Services 
Australia and Red Hat Asia Pacific Pty Ltd (Contract Notice CN4023201) for ‘Software 
Subscriptions and Services’ was executed on 29 June 2023 for an original value of AUD 
27,147,639.88 and subsequently extended and varied to the current contact value of AUD 
104,070,605.71.​
​
Annexed hereto and marked ‘FT-1’ is a screenshot of the details of Contract Notice 
CN4023201 from the AusTender website, accessed on 28 July 2026. 

Australian Government open source policy 

18.​The Digital Transformation Agency (DTA) is an Australian Government agency driving 
government digital transformation strategy and policy to deliver benefits to all Australians.  
Prior to October 2016 it was called the Digital Transformation Office (DTO).​
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19.​The DTA publishes the Digital Service Standard (DSS) which sets the requirements for 
designing and delivering high-quality digital government services and applies to all public 
facing government digital services. DSS version 2 is the current version, having come into 
effect for new services on 1 July 2024 and for existing services on 1 July 2025, and is 
available at: https://www.digital.gov.au/policy/digital-experience/digital-service-standard. ​
 

20.​The previous version of the DSS, version 1.0, was in effect from 6 May 2016 until version 2 
came into effect. It applied to all government agencies delivering public facing digital services 
with respect to those services. The myGov Service is one such public facing digital service. 
Services Australia was and is subject to the DSS with respect to the myGov Service.​
 

21.​Criterion 8 of DSS version 1.0 required agencies to ‘Make all new source code open by 
default’ (Criterion 8 v.1). One of the stated reasons why agencies must do this is that ‘[o]pen 
source helps to…increase transparency’. 
 
Annexed hereto and marked ‘FT-2’ are screenshots of the Digital Service Standard (DSS) 
version 1.0 published by the Digital Transformation Agency (DTA), as archived by the Internet 
Archive Wayback Machine on 26 February 2024 and accessed on 27 July 2026. 
 

22.​Two articles published by the DTA provide further context about open source code and advice 
to agencies regarding the implementation of Criterion 8. These articles are no longer 
published on the DTA website but are available in an archive of the old version of the website, 
and via the Internet Archive Wayback Machine.  The articles have also been released under 
the FOI Act following a request by me.​
 

23.​On or about 14 August 2015, the DTA published an article entitled ‘Open and secure’.  
 
Annexed hereto and marked ‘FT-3’ are screenshots of the article ‘Open and secure’ published 
on the DTA website on or about 14 August 2024, as archived by Internet Archive Wayback 
Machine on 25 June 2022 and accessed on 27 July 2026. 
 

24.​The article ‘Open and secure’ explains the DTA’s approach to releasing their own source code 
and their position that security and trust are enhanced, not harmed, by disclosing source 
code. It states (FT-3): 
 

We’ve all seen that security through obscurity doesn’t work. It leaves us in the dark 
on how our data is stored, protected and used. 
 
You shouldn’t have to take our word that our systems are secure, or that we fix our 
vulnerabilities - you should be able to see it in our designs, our code, our build and 
our operations. Being open invites trust - you should be able to trust us not because 
we tell you that you should, or because we’re the only supplier, but because we’ve 
earned it. 
 
… 
 
We think the good guys outweigh the bad 
 
A question you might be asking is: Why all this openness? Doesn’t it give the bad 
guys an advantage? We think it it gives the good guys a bigger one. Any user, or 
indeed any organisation, can look over the code for weaknesses. For example, we’re 
looking at using the codebase from GOV.UK as part of the basis for one of the DTO’s 
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work programs. We can look over the code, and if we find a bug, we can either report 
it or even fix it directly. If GOV.UK was closed, we’d pay to use the codebase and they 
may not ever find certain vulnerabilities (which doesn’t mean the bad guys haven’t 
found them), or never fix them if they do. 

 
25.​On or about 20 February 2017, the DTA published an article entitled ‘Making source code 

open’. 
 

Annexed hereto and marked ‘FT-4’ are screenshots of the article ‘Making source code open’ 
published on the DTA website on or about 20 February 2017, as archived by Internet Archive 
Wayback Machine on 17 March 2022 and accessed on 27 July 2026. 
 

26.​The article ‘Making source code open’ (FT-4) makes several important points, including that: 
disclosing source code is not the same as exposing user data; that source code should be 
separate from any secrets required for the operation of the application or service; and that 
disclosure of source code promotes reuse and financial accountability:​
 

Making your code open source is not giving away user data. 
 
Criterion 8 of the Digital Service Standard tells teams to be open by default, but this 
can be difficult for some teams. First timers can be unsure about what extra work 
going ‘open source’ will mean. Others feel that their code shouldn’t be open source 
because nobody else would want it. I’ve also heard that code can not be open 
sourced because of security reasons. These are all important considerations for 
teams. 

If you have secrets littered through your closed source code, someone will eventually 
find them. Anyone who views your site has access to your HTML and javascript at the 
click of a button. It’s not as simple for mobile and desktop apps, but still very 
achievable. Industry best practice tells us to separate our code from the secrets it 
uses. If you haven’t done this, it’s unlikely you’ll meet criterion 5 of the Digital Service 
Standard: Make it secure. 

Why would I? 
 
Government code should be available to others unless there is a compelling reason. 
Everyone in the public service benefits from being able to reuse code that others 
have developed. We all work for the taxpayer and they should be able to see and use 
what they’ve paid for. 

 
The article then emphasise that except for secrets like passwords and keys, source code can 
be shared and reused, and that brand protection concerns are not relevant to code developed 
by government: 
 

Once teams understand more about what open source is, and isn’t, they find they 
don’t usually have any reason not to be open. However, it is common for teams to be 
concerned about security. 

Security is a very valid reason, but you shouldn’t use it as an excuse to close 
everything. Keeping passwords and keys private helps to keep our user’s data private 
and secure. Not only is it good practice, it’s part of the obligation we have in serving 
the public. Code that doesn’t contain these secrets can be shared and reused by 
others. 
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There are lots of examples of world class security products that are open source. Talk 
with your department’s ITSA (Information Technology Security Advisor) for specific 
advice. 

Many private sector organisations close their code to maintain control of their brand 
and their user experience, in government, we don’t have those issues. 

27.​DSS version 2 removed the explicit Criterion 8 v.1. There is no evidence that security 
concerns were a factor in its removal. Through a series of FOI requests to the DTA, I sought 
access to internal and inter-agency information about the development of DSS v2 and, in 
particular, the removal of Criterion 8 v.1. There were no access refusal decisions and my 
requests turned up a variety of research, registers of consultation, feedback about draft 
versions, and similar. There were references to Criterion 8 v.1 in two of the documents I 
received.​
 

28.​The first document is a DTA Report entitled ‘Digital Service Standards and Measures’, 9 June 
2023, which presents research into what good digital service delivery looks like.   
 
Annexed hereto and marked ‘FT-5’ are pages 1-3 and 14-15 of the DTA Report, ‘Digital 
Service Standards and Measures’, dated 9 June 2023.  

 
29.​The DTA Report states (FT-5, pages 14 and 15): 

 
Research also identified 4 principles currently included in the Australian 
Government’s DSS which may be less relevant in 2023 or may not being resonating 
with all stakeholders. These include: 
… 

​ ​ Make the source code open: Some agencies have found this principle hard to 
achieve in practice, as it may not always be possible or appropriate to publish 
source code in the public domain.​
 

30.​The second document is entitled ‘Digital Service Standard — Feedback and Actions 
Register’. It contains two records of feedback related to the removal of the ‘Make source code 
open’ criterion, with associated comments.  
 
Annexed hereto and marked ‘FT-6’ is the DTA document ‘Digital Service Standard — 
Feedback and Actions Register’, (date unknown). 
 

31.​Page 4 records the following feedback (FT-6, page 4): 
 

(Via comment on slide 11) - Are we actively dropping the making 'source code open 
by default' principle? Is there a reason that we arent [sic] encouraging the share-back 
approach? 
 

The associated comment is (FT-6, page 4): 
 
Chris has highlighted a preference to move away from open source to open 
standards. It would be good to understand the two sides of this argument a bit further 
– we will schedule some time with you to discuss. 
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Page 19 records the following feedback (FT-6, page 19): 
 

(Via email) The rationale behind open-source vs open standards would be good to 
share. There is a very [sic] that the DTA has historically been a champion for use of 
open-source technologies. 

 
The associated comment is (FT-6, page 19): 
 

The CEO has highlighted a preference to move away from open source to open 
standards. It would be good to understand the two sides of this argument a bit further 
– we will schedule some time with you to discuss.​
 

32.​Chris Fechner is CEO of the DTA, currently and throughout the development of DSS v2. On  
9 July 2026, I contacted Mr Fechner by email to ask for further information about the removal 
of the ‘Make source code open’ criterion. He sent a response email to me on 17 July 2026.  
 
Annexed hereto and marked ‘FT-7’ is email correspondence between me and Mr Chris 
Fechner, CEO of the Digital Transformation Agency, dated 9 July 2026 (my email) and 17 July 
2026 (Mr Fechner’s response). 
 

33.​According to Mr Fechner, the driving factor behind the omission of Criterion 8 v.1 from the 
DSS v2 was to emphasise ‘open standards’ rather than ‘open source’ for digital services 
interoperability across government. He states in his email (FT-7): 
 

The removal of the specific criterion ‘Make source code open’ from the Digital Service 
Standard was not intended to signal opposition to open-source software. During the 
development of DSS v2, there was a deliberate effort to make the Standard more 
principles-based and applicable across a wider range of digital services and agency 
contexts. 
 
My view has always been that the Australian Government operates in a mixed 
technology environment, comprising both open-source and proprietary solutions. I do 
not oppose open source and recognise the significant value it can provide. However, I 
continue to be particularly conscious of the importance of interoperability across 
government, and of the role that open standards play in enabling that interoperability 
regardless of the underlying technology choices made by agencies. 
 
The references to open standards in the feedback register reflected this focus. 
Standards such as those developed by W3C, along with JSON, OData, OAuth, SAML 
and WCAG, help ensure systems can exchange information, integrate effectively and 
remain accessible and portable over time. The change was not a move away from 
open source, but rather an emphasis on the standards that allow diverse systems and 
technologies to work together across the Australian Government. 
 
Where government entities choose to use or develop open-source software, we 
continue to support open and transparent development practices, within appropriate 
security, privacy and other legislative requirements. 
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The ACSC / ASD ‘Shifting the Balance’ report 
 

34.​A report entitled ‘Shifting the Balance of Cybersecurity Risk: Principles and Approaches for 
Secure by Design Software’ (the Shifting the Balance Report) was published in October 
2023 by the Australian Cyber Security Centre (ACSC) - a department of the Australian 
Signals Directorate (ASD) - jointly with the apex cyber security agencies of USA, Canada, UK, 
Germany, Netherlands, Norway, New Zealand, Korea, Israel, Japan, Singapore, Czech 
Republic, and the Organization of American States (OAS).​
​
Annexed hereto and marked ‘FT-8’ is a copy of the Shifting the Balance Report.​
 

35.​The ‘Software Product Security Principles’ section of the Report lays out ‘three core principles 
to guide software manufacturers in building software security into their design…’ (FT-8, page 
10).  Principle 2 is ‘Embrace radial transparency and accountability’.  The explanation of this 
principle on (FT-8, page 20) of the report begins: 
 

Software manufacturers should pride themselves in delivering safe and secure 
products, as well as differentiating themselves from the rest of the manufacturer 
community based on their ability to do so.​
 
Let’s address a common concern about transparency. When practitioners discuss 
radical transparency, there is a tendency for the conversation to get bogged down 
in a concern that they are providing a ‘roadmap for attackers’. However, the 
overwhelming evidence is that attackers are doing just fine without such roadmaps, 
and such concerns should take a back seat to transparency that benefits direct 
customers, indirect customers, supply chains, and the entire software industry. 

The COVIDSafe app 
 

36.​A well-known example of an agency following Criterion 8 v.1 is the disclosure of the source 
code of the COVIDSafe contact tracing app (both the Android and Apple iOS variants). In 
2020, the DTA was tasked with developing and delivering a contract tracing app in response 
to the COVID-19 pandemic. COVIDSafe was the result. It was released in April 2020. On 8 
May 2020, the DTA publicly released the source code on the GitHub public code hosting and 
collaborative development platform. 
 
Annexed hereto and marked ‘FT-9’ are screenshots of the DTA’s post announcing the public 
release of the source code, entitled ‘DTA publicly releases COVIDSafe application source 
code’, published on 8 May 2020, as archived by Internet Archive Wayback Machine on 26 
October 2026 and accessed on 27 July 2026.​
 

37.​The announcement draws a distinction between the app source code, which was released, 
and the back-end service operated by the DTA (the ‘COVIDSafe National Information Storage 
System’), which was not released: 

 
Protecting the privacy of Australians downloading and using COVIDSafe is 
paramount. Prior to launching the application, the source code was reviewed by 
government security agencies, academics and industry specialists. We are releasing 
the app code, but to ensure the privacy of individuals and integrity of the overall 
system, the code that relates to the COVIDSafe National Information Storage System 
will not be released. 
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38.​A DTA blog post published on or about 7 September 2020 entitled ‘Key COVIDSafe 
improvements enhance and protect your privacy’ announced an update to the COVIDSafe 
app and other news and updates. 
 
Annexed hereto and marked ‘FT-10’ are screenshots of the DTA’s post entitled ‘Key 
COVIDSafe improvements enhance and protect your privacy’, published on or around 7 
September 2020, as archived by Internet Archive Wayback Machine on 17 June 2021 and 
accessed on 27 July 2026.​
​
The post also announced the public release of the full COVIDSafe Cryptography 
Specification: 

​
On 8 May 2020, we released the app’s source code to our GitHub repository 
(https://covidsafe.gov.au/app-code-terms-and-conditions.html). As part of our 
commitment to transparency, today we’re releasing the COVIDSafe Cryptography 
Specification (link). We have worked with government experts, academia, industry 
specialists and the tech community to make sure the best security and privacy 
protections possible for all COVIDSafe app users.​
 

The post also contains commentary on the improvement of the security of the COVIDSafe 
app and system since the initial release. 

​
Working with subject matter experts in industry and academia, we have improved the 
COVIDSafe code and design. We have enhanced privacy by adding an additional 
layer of encryption to the Bluetooth exchange.​
 
We also continue to work closely with government, industry, academia and members 
of the community – including software developers and researchers – to improve the 
security, privacy and usability of COVIDSafe. We would like to thank everyone for 
their feedback and recommendations, which continue to inform the development of 
the app. 

 
39.​The official website for COVIDSafe was hosted at https://covidsafe.gov.au/. This website is no 

longer available but archives of its content are available on the Internet Archive ‘Wayback 
Machine’. A page on this site entitled ‘Background to COVIDSafe’ gave a comprehensive 
overview of the system, its purpose and implementation. 
 
Annexed hereto and marked ‘FT-11’ are screenshots of the ‘Background to COVIDSafe’ 
website as archived by the Internet Archive Wayback Machine on 22 December 2022, which 
is the most recent capture prior to the site becoming unavailable, accessed on 27 July 2026. 
 

40.​The ‘Background to COVIDSafe’ website section ‘Australian Cyber Security Centre 
Assessment’ explains that the ACSC, a division of the Australian Signals Directorate (ASD), 
conducted security testing assessments and (FT-11):​
 

The ACSC has provided technical cyber security advice and assistance to the Digital 
Transformation Agency in relation to the security of COVIDSafe and its supporting 
infrastructure. This advice has been directed at ensuring that COVIDSafe is informed 
by best practice cyber security principles. 

​
The final paragraph in this section says, in relation to the publicly available source code 
(FT-11): 
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A number of independent app developers and cyber security experts have provided 
assurance in relation to the security of COVIDSafe through review of the publicly 
available mobile application source code. This feedback was provided to the Digital 
Transformation Agency to inform later releases. 

 
From this it can be inferred that the ACSC advice in relation to the cyber security of the 
COVIDSafe system either encouraged, or else was not at odds with, the disclosure of the 
source code of the COVIDSafe Android and iOS applications.​
 

41.​The COVIDSafe system deals with personal information of users including phone number, 
age range, postcode, and name (or pseudonym).  This information is stored in the 
COVIDSafe National Information Storage System backend when a user registers their device.  
Registered devices perform ‘digital handshakes’ when in proximity, i.e. they exchange unique 
identifiers over the Bluetooth wireless interface.  The network communication and protocol 
between the COVIDSafe app (on a user device) and the COVIDSafe National Information 
Storage Systems includes the registration procedure, and uploading recent ‘digital 
handshakes’ when the user has tested positive.​
 

42.​The COVIDSafe mobile app and the COVIDSafe system are similar to the myGov Code 
Generator app and myGov system in the following ways:​
 

42.1.​ The COVIDSafe app deals with sensitive, personally identifying information. 
 

42.2.​ The COVIDSafe app involves a registration procedure, and other interactions, 
that convey sensitive information to servers operated by a Government agency. 

 
42.3.​ The COVIDSafe app source code necessarily includes details about the network 

interactions and the locations of the servers, and details about the cryptographic 
and security mechanisms employed. 

 
42.4.​ The servers and backend systems operated by the agency store sensitive 

personal information and would be attractive targets for cyber threat actors, 
either to obtain access to the information stored on those systems, or to obtain 
access to those systems themselves, or to disrupt the operation of the system, or 
for other nefarious purposes. 

Open source policy and regulation in other jurisdictions 

 
43.​Besides the Australian Government, many other governments have official policies or 

legislative instruments encouraging or mandating their agencies to disclose the source code 
of software applications they develop.​
 

44.​The Digital Service Standards and Measures report (FT-5) includes a review of 16 
‘comparable jurisdictions’ digital service standards.  These included 9 national governments, 
5 Australian state governments, the Government of Ontario, and the Digital Standards policy 
of the United National Development Programme.  Jurisdictions were selected based on 
having ‘implemented digital service standards’ and being ‘considered leaders in online service 
delivery’. The table of jurisdictions and standards reviewed, and the selection criteria, are on 
pp 7-8 of the report (FT-5, pages 7-8).​
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45.​Nine of the 16 jurisdictions reviewed had a criterion similar or equivalent to Criterion 8 v.1 
(FT-5, Figure 5, page 11). These jurisdictions were: the USA, UK, Finland, New Zealand, the 
UN, and the states of New South Wales, Queensland, Western Australia and South Australia 
(FT-5, Figure 20, page 56). 

The UK Technology Code of Practice​
 

46.​The United Kingdom’s Technology Code of Practice (UK-TCoP) is the UK’s government-wide 
standard for all technology projects or programmes. The standard is developed by the 
Government Digital Service (GDS) and Central Digital and Data Office (CDDO). It is 
mandatory for agencies to consider all points of the UK-TCoP as part of the ‘Cabinet Office 
spend control process’ for project funding. 
 
Annexed hereto and marked ‘FT-12’ are screenshots of the UK-TCoP on the official website 
at https://www.gov.uk/guidance/the-technology-code-of-practice, accessed on 27 July 2026.​
 

47.​UK-TCoP point 3 is (FT-12): 
 

3. Be open and use open source 
Publish your code and use open source software to improve transparency, flexibility 
and accountability. 

 
48.​The GDS and CDDO have published a collection of guidance documents that explain why this 

point is important, how to comply with it, and what kinds of source code should or should not 
be open to the public. 
Annexed hereto and marked ‘FT-13’ are screenshots of the ‘Making source code open and 
reusable’ guidance document accessed on 27 July 2026 at 
https://www.gov.uk/service-manual/technology/making-source-code-open-and-reusable. 
 

49.​The GDS/CDDO guidance document ‘Making source code open and reusable’ explains that 
there are very few reasons not to publish source code, and cites code that relates to 
unannounced policy and code that protects against fraud as legitimate examples of source 
code that should not be disclosed: 
 

When it’s acceptable for code to be closed source 

There are very few examples of code that must not be published in the open. 

The main reason for code to be closed source is when it relates to policy that has not 
yet been announced. In this case, you must make the code open as soon as possible 
after the policy is published. 

You may also need to keep some code closed for security reasons, for example code 
that protects against fraud. Follow the guidance on code you should keep closed and 
security considerations for open code. 
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The same document distinguishes ‘code with a security-enforcing function’ from the fraud 
detection example and states that such ‘security-enforcing code’ does not need to be kept 
secret: 
 

Making code with a security-enforcing function open 

Code that contributes to your service’s security does not need to be kept closed. 

Many security-enforcing functions, such as cryptographic algorithms, are better when 
openly examined and understood while the keys are kept private. 

Most cryptographic standards are developed in the open by standards authorities. UK 
public sector services use cryptographic security that’s aligned with open, 
internationally recognised standards and guidance from the National Cyber Security 
Centre. 

50.​Another GDS/CDDO guidance document entitled ‘When code should be open or closed’ 
affirms the distinction between ‘security-enforcing code’ and ‘fraud detection algorithms’. It 
says that agencies ‘should’ keep algorithms used to detect fraud ‘closed’ (secret), and that: 
 

You should open all other code. This includes: 

●​ configuration code 
●​ database schema 
●​ security-enforcing code 

Annexed hereto and marked ‘FT-14’ are screenshots of the ‘When code should be open or 
closed’ guidance document accessed on 27 July 2026 at 
https://www.gov.uk/government/publications/open-source-guidance/when-code-should-be-ope
n-or-closed.  

51.​Another GDS/CDDO guidance document entitled ‘Security considerations when coding in the 
open’ explains that ‘security through obscurity’ is not a valid approach to software security, 
and that ‘Open code can be just as secure or more secure than closed code.’: 
 

Don’t rely on closed code as your only security measure 

You should use multiple countermeasures to keep your system secure, known as the 
‘defence in depth’ approach. You should not rely on keeping code closed to keep it 
secure. This is known as security through obscurity, which is considered insufficient 
by security experts. 

Attackers can still learn many details about your code when it is closed. By keeping 
your code closed, you can also introduce other risks and complications including: 

●​ deprioritisation of code review 
●​ additional costs and complexity of access controls 

The technology team at the Ministry of Justice has explained how it has considered 
the risks of keeping code closed and why it works in the open. 

Open code can be just as secure or more secure than closed code. For example, 
cryptographic algorithms are open and prove their robustness through peer review. 
You should consider which code should be opened. 
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Annexed hereto and marked ‘FT-15’ are screenshots of the ‘Security considerations when 
coding in the open’ guidance document accessed on 27 July 2026 at 
https://www.gov.uk/government/publications/open-source-guidance/security-considerations-w
hen-coding-in-the-open. 

52.​The ‘Security considerations when coding in the open’ guidance document (FT-15) references 
the UK Ministry of Justice (MoJ-UK) article ‘Why we code in the open’. That article details the 
MoJ-UK’s view on the benefits of publishing their source code and the security 
consequences.​
​
Annexed hereto and marked ‘FT-16’ are screenshots of the UK Ministry of Justice ‘Why we 
code in the open’ article accessed on 27 July 2026 at 
https://mojdigital.blog.gov.uk/2017/02/21/why-we-code-in-the-open/.​
 

53.​Among the benefits claimed by the MoJ-UK (FT-16) are reduced costs: 
​
Building technology and making it secure costs money. Whether it’s simply the time 
people spend discussing it, or in the security features or components used. 

Keeping code confidential can be complex, leading to additional cost and leaving less 
money available to use securing the data the service handles. 

The agency also refers to how source code transparency builds trust in government: 

Transparency and freedom of information are important priorities at the Ministry of 
Justice. So being more open about our code, and the processes which lead to coding 
decisions, are vital parts of building trust in government. 

54.​The MoJ-UK believes that access to source code gives ‘only a negligible advantage’ to cyber 
threat actors (FT-16): 
 

Doesn’t it give attackers an advantage? 

Although there’s a common concern that coding in the open could give an advantage 
to an attacker, we believe that only a negligible advantage exists. 

In fact there is no evidence to suggest that being open source makes software more 
susceptible to exploitation. 

For example, publishing code in the open, especially when using good security 
discipline, is no riskier than closed source software where the binaries (the 
executable version of the source code) are public. 

Lots of closed source software such as components, libraries and operating systems 
can be disassembled to reveal a similar level of detail to source code. 

If you look at all the bugs in closed source products, the people that find 
the bugs don't have the source, they have [disassembly tools], it's out 
there and it's going to work on open and closed source binaries — get 
over it.​
 —Dr. Ian Levy, Technical Director, NCSC, in an interview with ZDNet in 
2013 
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The NCSC is the National Cyber Security Centre (NCSC-UK), the UK’s apex cyber 
security agency which sits within the Government Communications Headquarters 
(GCHQ-UK) organisation. 

European Digital Identity Wallet 

 
55.​Some jurisdictions have legislated that software developed by the government must be open 

source. The European Union Regulation (EU) 910/2014, and Regulation (EU) 2024/1183 
which amends 910/2014, are particularly relevant to the present matter.​
 
Annexed hereto and marked ‘FT-17’ and ‘FT-18’ are the official English language versions of 
Regulation (EU) 910/2014 and Regulation (EU) 2024/1183, respectively.​
 

56.​Regulation (EU) 910/2014 is a legislative instrument of the European Parliament and the 
Council of the European Union, binding upon Member States, that seeks to (FT-17 at (2), 
page 257/73): 

 
This Regulation seeks to enhance trust in electronic transactions in the internal 
market by providing a common foundation for secure electronic interaction between 
citizens, businesses and public authorities, thereby increasing the effectiveness of 
public and private online services, electronic business and electronic commerce in 
the Union. 
 

In other words, it seeks to establish a digital identity framework for use throughout the EU.​
 

57.​Regulation (EU) 2024/1183 substantially amends 910/2014 to more precisely define the 
technical requirements of the digital identity framework and operational requirements for how 
member states participate in and deliver particular elements of the solution.  The ‘European 
Digital Identity Wallet’ is the central element in the updated regulation. The preamble to 
2024/1183 explains the role and purpose of the European Digital Identity Wallet (FT-18 at (7), 
page 2/56): 

​
A more harmonised approach to electronic identification should reduce the risks and 
costs of the current fragmentation due to the use of divergent national solutions or, in 
some Member States, the absence of such electronic identification solutions. Such an 
approach should strengthen the internal market by allowing Union citizens, residents 
in the Union, as defined by national law, and businesses to identify themselves and to 
provide authentication of their identity online and offline in a safe, trustworthy, 
user-friendly, convenient, accessible and harmonised way, across the Union. The 
European Digital Identity Wallet should provide natural and legal persons across 
the Union with a harmonised electronic identification means enabling authentication 
and the sharing of data linked to their identity. Everyone should be able to access 
public and private services securely, relying on an improved ecosystem for trust 
services and on verified proofs of identity and electronic attestations of attributes, 
such as academic qualifications, including university degrees, or other educational or 
professional entitlements. The European Digital Identity Framework is intended to 
achieve a shift from the reliance on national digital identity solutions only, to the 
provision of electronic attestations of attributes valid and legally recognised across 
the Union. Providers of electronic attestations of attributes should benefit from a clear 
and uniform set of rules, while public administrations should be able to rely on 
electronic documents in a given format.​
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58.​The European Digital Identity Wallet technical requirements include authentication of persons, 
verifiable electronic signatures by persons, and verifiable attestation of attributes of persons 
including, but not limited to: legal name; pseudonyms; address; age; gender; civil status; 
family composition; nationality or citizenship; educational and professional qualifications titles 
and licences; power and mandates to represent particular persons; public permits and 
licences; and for legal persons, financial and company data (FT-18 at ANNEX V, page 54/56; 
and ANNEX VI, page 55/56).​
 

59.​EU Member States are required to provide European Digital Identity Wallets implementations.  
2024/1183 inserts Article 5a(1) into 910/2014 which states (FT-18 at Article 1(5), page 18/56):​
 

For the purpose of ensuring that all natural and legal persons in the Union have 
secure, trusted and seamless cross-border access to public and private services, 
while having full control over their data, each Member State shall provide at least one 
European Digital Identity Wallet within 24 months of the date of entry into force of the 
implementing acts referred to in paragraph 23 of this Article and in Article 5c(6).​
 

60.​Member States are required to disclose the source code of their European Digital Identity 
Wallet implementations.  2024/1183, inserts Article 5a(3) into 910/2014 which states (FT-18 at 
Article 1(5), page 19/56):​
 

The source code of the application software components of European Digital Identity 
Wallets shall be open-source licensed. Member States may provide that, for duly 
justified reasons, the source code of specific components other than those installed 
on user devices shall not be disclosed. 
 

The preamble of 2024/1183 explains the motivation for this requirement (FT-18 at (33), page 
7/56): 
 

The transparency of European Digital Identity Wallets and the accountability of their 
providers are key elements to creating social trust and trigger acceptance of the 
framework. The functioning of European Digital Identity Wallets should therefore be 
transparent and, in particular, allow for verifiable processing of personal data. To 
achieve this, Member States should disclose the source code of the user application 
software components of European Digital Identity Wallets, including those that are 
related to processing of personal data and data of legal persons. The publication of 
this source code under an open-source licence should enable society, including users 
and developers, to understand its operation, audit and review the code. This would 
increase users’ trust in the ecosystem and contribute to the security of European 
Digital Identity Wallets by enabling anyone to report vulnerabilities and errors in the 
code. Overall, this should provide suppliers with an incentive to deliver and maintain a 
highly secure product. However, in certain cases, the disclosure of the source code 
for the libraries used, communication channel or other elements that are not hosted 
on the user device, could be limited by Member States, for duly justified reasons, 
especially for the purpose of public security. 

61.​Regulation (EU) 2024/1183 and Regulation (EU) 910/2014, as amended and currently in 
force, draw a distinction between components installed on user devices (the source code of 
which ‘shall be open-source licenced’) and components not installed on user devices (the 
source code which the Member State ‘may’ withhold if ‘duly justified’). It is apparent from the 
preamble and articles of 2024/1183 that the European Parliament and Council have paid 
careful attention to the security needs of the digital identity framework established by this 
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legislation and decided that, with respect to components installed on user devices, the 
security of the system is not compromised and the public interest is best served by mandating 
that the source code of those components be publicly disclosed under Open Source licences.​
 

62.​Fully open source reference implementations of the European Digital Identity Wallet system, 
including mobile applications for the Android and Apple iOS platforms, have been published 
by the European Commission at https://github.com/eu-digital-identity-wallet. 

Artificial Intelligence (AI)​
 

63.​On 22 June 2026 the Australian Cyber Security Centre (ACSC), a department of the 
Australian Signals Directorate (ASD) published jointly with the apex cyber security agencies 
of Canada, New Zealand, UK, and USA a statement entitled ‘Five Eyes cyber security 
agencies statement - The AI shift in cyber risk: why leaders must act now’ (the Five Eyes 
statement).  The opening paragraph declares the context and purpose of the statement: 

​
As the leaders of the Five Eyes cyber security agencies, we are united in our call to 
action: the evolving landscape of artificial intelligence (AI) is rapidly transforming 
cyber risk, and we must act swiftly to remain ahead.​
 

Annexed hereto and marked ‘FT-19’ is the Five Eyes statement published on 22 June 2026. 
 

64.​The Five Eyes statement clearly conveys that AI is a powerful tool for both attackers and 
defenders (FT-19, page 2): 

​
Use AI to strengthen defence​
 
Adversaries are already using AI to move faster and more effectively. Defenders must 
do the same. 
​
Organizations that integrate AI tools into their security operations can detect 
vulnerabilities earlier, improve software quality, monitor unusual behaviour, and 
respond faster to incidents – reducing both the cost and impact of incidents. 
​
Success will not come from having the most tools. It will come from getting the basics 
right, acting quickly, and integrating cyber security into core business strategy.​
 

65.​On 21 July 2026 OpenAI, a leading AI company, disclosed a security incident involving an 
OpenAI autonomous AI system (the AI system).  During an internal test to evaluate the 
performance of the system, it discovered and exploited vulnerabilities in OpenAI’s test 
environment, escaping it.  It then discovered and exploited vulnerabilities in the production 
services of another company, Hugging Face, Inc.  The AI system included both recent publicly 
available AI models, and not-yet-released AI models.​
 
Annexed hereto and marked ‘FT-20’ are screenshots of the 20 July 2026 OpenAI 
announcement entitled ‘OpenAI and Hugging Face partner to address security incident during 
model evaluation’.​
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66.​The OpenAI article emphasises that the AI system discovered and exploited the 
vulnerabilities without access to source code of the systems involved (FT-20):​
 

The incident also makes clear that advanced models can discover and exploit novel 
attack paths in real-world systems without source-code access. It highlights that 
advanced cyber capabilities must be developed alongside stronger safeguards and 
defensive tools. 

Information about the App that is in the public domain 

GitHub 

 
67.​There are two separate entries on the public platform, GitHub, which describe and/or replicate 

some details of the myGov Code Generator app (the App). 
 

68.​GitHub is a public source code hosting and collaboration service, currently owned and 
operated by Microsoft. Millions of developers and companies around the world use GitHub to 
host and collaborate on source code. Many projects and code ‘repositories’ are public (open 
source). 
 

69.​GitHub is based on the ‘Git’ version control system and tracks changes to code repositories 
over time. GitHub includes an ‘issues’ feature, which allows users to report problems or 
request features in a repository, and a ‘pull requests’ feature that enables GitHub users to 
propose changes to the code in a repository (which can subsequently be merged or rejected 
by a repository maintainer). Both of the ‘issues’ and ‘pull requests’ features support 
discussions, where users can comment on the content of the issue or pull request. 
 

70.​GitHub Gist is a service operated by GitHub for publishing ‘gists’, which are typically source 
code snippets, experiments, how-to guides, and proof-of-concept code. GitHub Gist web 
pages allow other Github users to leave comments on Gists. 
 

71.​ I have been an active GitHub user since 2012. 
 
mygov-totp-enroll repository 

 
72.​On 11 April 2019, GitHub user, ‘abrasive’ (James Wah), published on GitHub the 

‘mygov-totp-enroll' repository (mygov-totp-enroll repository). 
 
Annexed hereto and marked ‘FT-21’ are screenshots of the landing page of the Github 
repository posted by user, ‘abrasive’, as at 1 July 2026: 
https://github.com/abrasive/mygov-totp-enroll. 

 
73.​The mygov-totp-enroll repository contained an alternative implementation of the myGov Code 

Generator enrollment workflow, serving as a functional substitute of the official App. In this 
workflow, a user performs an initial authentication to the official myGov Service using their 
account username and password, and the application requests a TOTP shared secret, and 
activates the TOTP two-factor authentication method for the user’s myGov account. The 
behaviour of the mygov-totp-enroll application which is contained in the GitHub repository 
diverges from the behaviour of the official App in what it does with the TOTP shared secret 
after retrieval. The official App stores it securely on the user's mobile device on which the App 
is running. In contrast, the mygov-totp-enroll application presents the TOTP shared secret in a 
form that enables the user to enroll the TOTP shared secret in their preferred TOTP 
authenticator app (for example, Google Authenticator).  
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74.​The source code contained in the ‘mygov-totp-enroll’ repository includes: 
 

74.1.​ Approximately 90 lines of HyperText Markup Language (HTML) code across two 
files, defining the user interface; 
 
Annexed hereto and marked ‘FT-22’ are screenshots of the two files containing the 
HTML code, as at 1 July 2026: 
https://github.com/abrasive/mygov-totp-enroll/blob/master/instructions.html and 
https://github.com/abrasive/mygov-totp-enroll/blob/master/ui.html.  

 
74.2.​ Approximately 200 lines of application code written in the JavaScript programming 

language, in 1 file. Of this, approximately 90 lines implement the interactions with 
the myGov services, approximately 15 lines implement the presentation of the 
TOTP secret as a QR code, and the remainder deals with initialisation of the 
application and user interface and other ‘boilerplate’; 
 
Annexed hereto and marked ‘FT-23’ are screenshots of the code written in 
JavaScript programming language, as at 1 July 2026: 
https://github.com/abrasive/mygov-totp-enroll/blob/master/main.js.   

 
74.3.​ Invocations of behaviour provided by third party software packages related to 

network requests, data encoding and decoding, and QR code generation. 
 
75.​Following the publication of the mygov-totp-enroll repository, a series of improvements and 

bug fixes were made to the repository by various contributors including the original author.  
 
76.​GitHub users also filed problem reports or discussed proposed changes to this repository 

using the ‘issues’ and ‘pull request’ functions. It is evident from the issues and pull requests on 
the mygov-totp-enroll repository, and the associated discussions, that numerous people had 
success using the mygov-totp-enroll program to enable TOTP authentication on their myGov 
account. It follows that the implementation of the mygov-totp-enroll program, in respect of the 
TOTP enrollment protocol, its use of myGov Service Application Programming Interfaces 
(APIs), and its implementation and parameter selection for the TOTP algorithm, was correct 
such that it served as a functional substitute for the official myGov Code Generator mobile 
application. 
 
Annexed hereto and marked ‘FT-24’ are screenshots of the ‘issues’ and ‘pull request’ entries 
in which users discuss how to use the mygov-totp-enroll repository to enable TOTP 
authentication for their myGov account, as at 1 July 2026.  

 
77.​Based on the information reproduced in FT-21, FT-22, FT-23 and FT-24, it can be concluded 

that the source code in the mygov-totp-enroll repository published on GitHub contains identical 
or functionally equivalent information about the myGov service domain names, authentication 
protocol, API ‘endpoints’, and payload formats that would be present in the source code of the 
official App. Therefore, this information about the App and its interaction with the myGov 
Service is in the public domain.  

 
mygov_totp_storage Gist 

 
78.​On 27 April 2021, GitHub user, ‘hacker1024’ (Joshua Leivenzon), published on GitHub Gist a 

‘gist’ entitled ‘Information about TOTP token storage in the App, as well as token extraction 
instructions’ (hacker1024 gist). 
 
Annexed hereto and marked ‘FT-25’ are screenshots of the GitHub gist posted by hacker1024, 
including comments from other users as at 1 July 2026: 
https://gist.github.com/hacker1024/5d0845863e2dced27fd5eebc4ac95a39  
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79.​For the purposes of this affidavit, the term ‘hacker’ should be understood as someone with 
deep expertise in computer systems and who applies their skills enthusiastically to solve 
problems. The GitHub account name ‘hacker1024’ should therefore not be associated with 
malicious intent or nefarious activities. 
 

80.​The hacker1024 gist contained instructions for extracting the TOTP shared secret from the 
App's internal storage directory. These instructions include the following information about the 
App: 

 
80.1.​ Where and how the encrypted TOTP shared secret and associated encryption key 

are stored within the App’s internal storage directory; 
 

80.2.​ The encryption algorithms and parameters that the App uses to encrypt the TOTP 
shared secret; 

 
80.3.​ A ‘hard-coded’ (static) password which is used to decrypt the secondary encryption 

key, which in turn decrypts the TOTP shared secret; 
 

80.4.​ The TOTP algorithm parameters, particularly digest algorithm, number of digits, 
and time duration; 

 
80.5.​ The steps a user can follow to decrypt and decode the TOTP shared secret, and 

prepare it for use with other TOTP authenticator applications. 
 
81.​As evident from the screenshot reproduced in FT-25, several users wrote comments indicating 

that, by following the instructions, they successfully extracted the TOTP seed secret from the 
App’s internal data storage. The publisher account, hacker1024, also posted a follow-up 
comment providing additional information about device requirements to successfully execute 
the instructions (FT-25). 

 
82.​As a result of the hacker1024 gist and associated comments from users reproduced in FT-25, 

accurate information about the App and its implementation, in particular how the App stores 
the TOTP shared secret, is in the public domain. 

Reddit discussion 

 
83.​A Reddit discussion initiated by Reddit user ‘j_l-w’ in the r/australia forum on April 12, 2019, 

entitled ‘for all the myGov fake 2FA haters’, discusses myGov’s two-factor authentication 
system (j_l-w discussion). The initial post in the discussion includes a link to the 
‘mygov-totp-enroll’ GitHub repository owned by the GitHub user ‘abrasive’ (James Wah). It is 
apparent from the text of the initial post, and the correspondence of the name ‘j_l-w’ to ‘James 
Wah’, that Reddit user ‘j_l-w’ and GitHub user ‘abrasive’ are one and the same person. 
 
Annexed hereto and marked ‘FT-26’ is the Reddit post by user ‘j_l-w’ in the r/Australia forum 
as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/  
 

84.​A Reddit user, ‘Thingface’, published two comments in the j_l-w discussion explaining how to 
intercept the network communications of the official App to read the TOTP shared secret, and 
an analysis of the protocol and intercepted message payloads (Thingface comments). 
 
Annexed hereto and marked ‘FT-27’ are screenshots of the two comments made by user, 
‘Thingface’, on the Reddit post as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/​
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85.​Reddit user ‘j_l-w’ posted a follow-up message in response to the Thingface comments that 
includes a statement that he took a similar approach to analysing the behaviour of the official 
App. 
 
Annexed hereto and marked ‘FT-28’ is a screenshot of the follow-up message by Reddit user 
‘j_l-w’ as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
 

86.​The information about the protocol and messages published on Reddit by user ‘Thingface’ as 
captured in annexure FT-27 is in the public domain. 
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Executive Summary 
The Australian Government is considered a leader in digital service standards and was 

one of the first jurisdictions globally to establish one. The DTA’s Digital Service 

Standard (DSS) was published in 2016. Reviews of the DSS were completed in 2017 

and 2021, and in 2021 some work was completed towards a refresh but was not 

progressed past Beta. Assessments against the DSS are no longer consistently 

completed. 

Since 2016, much has changed in the landscape of digital government service delivery, 

and there is an opportunity to refresh the standard. Rapid advancements in technology 

have unlocked new opportunities to improve services and customers’ expectations for 

service delivery have risen exponentially. The government landscape has also evolved, 

as the Australian Government continues to target an ambitious forward-looking vision 

for customer centric service delivery. There has also been significant increase in overall 

digital maturity and familiarity with modern digital ways of working, meaning some 

principles may no longer resonate or be aligned to strategic objectives.  

Ensuring the DSS aligns to modern best practices will be important to achieving whole-

of-government (WofG) strategic objectives. It is a key part of the Australian Government 

Architecture (AGA) and sets expectations for what good service delivery looks like 

across WofG. It will help to achieve the Australian Government’s ambition for world 

class digital service delivery, as articulated in the 2023 Digital and Data Strategy, 

myGov User Audit and APS Review recommendations.  

In May 2023, The Boston Consulting Group (BCG) was engaged by the Australian 

Digital Transformation Agency (DTA) to conduct research into international and 

domestic digital service standards and how to measure what good service delivery 

looks like. This included desktop research into 17 comparable jurisdictions’ digital 

service standards and measurement approaches. It also included interviews with 14 

representatives from government digital service standards teams across 8 jurisdictions, 

and over 10+ subject matter experts in design across the public and private sectors to 

gain firsthand insights into lessons learned. 

This document contains findings on lessons learned across 6 focus areas: principles, 

services covered, compliance and adoption, supporting components, measuring 

performance and maintaining the standard. 

Research across the focus areas revealed several key findings which can be used to 

inform future updates to the DSS.  
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Governments globally are designing their digital service standards and principles to 

signal change and target areas of lower digital maturity. Most standards set 

expectations for both ways of working and service delivery outcomes to cater for 

variability in WofG digital maturity. Research provides insight on potential ideas to 

consider adding or de-emphasising, to account for new areas of interest and areas 

which may no longer be resonating.  

Most digital service standards are applied to new or renewed public-facing informational 

and transactional services, although 40 per cent of jurisdictions researched have 

expanded scope to include internal employee-facing services as well.   

To drive adoption and compliance of standards, many jurisdictions have implemented 

mandates, however not all are strongly enforced. Where standards are not mandated, 

they are published only as guidance to set a north star for service delivery. The degree 

of mandate and enforcement of standards is dependent on a jurisdiction’s culture, level 

of centralisation, political trade-offs, availability of resources and presence of powers to 

enforce consequences (e.g., funding controls, domain controls). Both approaches of 

enforcing mandates and publishing standards as guidance have potential to drive 

positive outcomes, but key success factors must be considered for each. 

Regardless of approach to compliance, leading governments drive adoption by making 

the standards useful through supporting manuals, playbooks, guides, reusable tools 

and design systems. They have also invested significantly in enabling teams through 

training, trusted advisory services, and communities of practice (CoPs). As digital 

maturity increases over time, governments must move from early-stage educator to 

mature advisor, to ensure the highest quality and consistency of services.  

Most jurisdictions encourage the measurement of service delivery performance through 

their digital service standards. Many governments include measurement principles, 

recommend metrics for measurement, provide detailed guidance to support teams in 

the selection of additional metrics, and advise teams in the use of data collected to 

improve services over time. Some governments have also endeavored to understand 

performance at a WofG level using these measurements or WofG analytics platforms.  

Lessons learned indicate that standards should be refreshed regularly and maintained 

centrally, while supporting components (guides, tools, design systems) should be 

continually updated with input from the broader government community to ensure they 

remain effective, useful and relevant. While many jurisdictions are not formally 

measuring the effectiveness of their standards, some governments rely on formal and 

informal feedback and other basic indicators (e.g. page downloads, number of 

assessments completed) to measure use and effectiveness of the standard. 
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1. Introduction 
The Australian Government is considered a leader in digital service standards and was 

one of the first jurisdictions globally to establish one.  

The DTA’s Digital Service Standard (DSS) was published in 2016. Reviews of the DSS 

were completed in 2017 and 2021, and in 2021 some work was completed towards a 

refresh but was not progressed past Beta. Assessments against the DSS are no longer 

consistently completed. 

Since 2016, much has changed in the landscape of digital government service delivery. 

Rapid advancements in technology have unlocked new opportunities to improve 

services, and customers’ expectations for service delivery have risen exponentially. 

Boston Consulting Group (BCG) research shows that 93 per cent of Australians expect 

digital government services to be as good as those provided by public and private 

sector leaders1 and approximately 90 per cent say digital customer experience impacts 

trust and confidence in government2. 

The government landscape for digital service delivery has also evolved. The Australian 

Government continues to have an ambitious forward-looking vision for customer centric 

service delivery, and there has been significant increase in overall digital maturity and 

familiarity with modern digital ways of working. For example, the Australian Government 

Digital Review identified that between 2018 and 2021, WofG digital maturity increased 

significantly, and most agencies are now considered advanced. As a result, some 

principles may no longer resonate. 

Ensuring the DSS remains current and aligns to modern best practices will be important 

to achieving WofG strategic objectives. It is a key part of the Australian Government 

Architecture (AGA) and sets expectations for what good service delivery looks like 

across WofG. It will also support the vision for customer centric service delivery as 

articulated in the Australian Government’s Data and Digital Government Strategy, the 

myGov User Audit and APS Review. The DSS will play a key role in improving 

accessibility and inclusion and enabling the delivery of simple and seamless digital 

services that foster trust.  

_____ 
1 BCG Citizen Satisfaction Survey 2022 
2 BCG and Salesforce Trust Imperative 2021 
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Digital Service Standards 
In May 2023, BCG was engaged by the Australian Digital Transformation Agency (DTA) 

to conduct research into global digital service standards and service delivery 

performance measures. The resulting findings will be used to inform a refresh of the 

Australian Government’s DSS, identify opportunities to promote compliance and 

adoption across agencies and provide considerations for the measurement of service 

delivery performance across WofG.  

Research included review of 17 comparable jurisdictions’ digital service standards and 

measurement approaches. It also included interviews with 14 representatives from 

government digital service standards teams across 8 jurisdictions and over 10+ subject 

matter experts in design across the public and private sectors.  

Figure 1: 17 jurisdictions selected for deep dive analysis 
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Jurisdictions were shortlisted for this research based on two criteria; they have 

implemented digital service standards or comparable policies, and they are considered 

leaders in online service delivery. For example, they rank highly on both the UN E-

Government Online Service Index and E-Government Development Index (if included in 

this index).  

Figure 2: UN E-Government Survey (2022) rankings  
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Common Characteristics 
Digital service standards are usually part of a broader digital government ecosystem. 

While the composition of this ecosystem varies by jurisdiction, they share some 

common characteristics or features. Almost universally, at the centre of digital service 

standards are principles aligned to broader digital service delivery strategy. These 

principles are supported by common components which vary by jurisdiction, but can 

include design manuals/playbooks/guides, design standards/requirements, design 

systems and communities of practice (CoPs). 

On a broader scale, these standards work alongside wider government policies and 

strategies (e.g. accessibility, privacy and security standards), core and common 

platforms (e.g. digital identity, payments, notifications, central WofG service delivery 

platforms), broader government reform agendas, and digital capability uplift and 

enablement programs.  

In Australia, the DSS forms a key part of the Australian Government Architecture 

(AGA); a decision-making and policy framework that helps agencies develop scalable, 

secure and resilient digital capabilities. Guides and Tools (e.g. requirements for 

Australian Government websites) related to the DSS also form part of this architecture. 

Figure 3: DSS within the Australian Government Architecture  
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Value Drivers 
Digital service standards set expectations for what good digital service delivery looks 

like across WofG. In doing so, they can be designed to maximise value across 5 key 

areas: aligning to WofG strategic objectives, improving customer and employee 

experience, increasing speed and ease of delivery of digital services, encouraging 

innovation and ethical use of technology, and driving efficiency and cost savings.   

Figure 4: 5 ways digital service standards deliver value for customers and government 

 

It is important to consider target objectives when designing or refreshing digital service 

standards. This is because the principles and supporting components required to 

achieve each objective will vary. For example, principles and tools can be designed to 

encourage the use of new and innovative technology, or design systems can be created 

to increase ease and speed of delivery. 

Focus Areas 
This document contains findings on approaches taken by other jurisdictions and 

lessons learned across 6 focus areas: 

1. Principles 

2. Services covered 

3. Compliance and adoption 

4. Supporting components 

5. Measuring performance 

6. Maintaining the standard 

Findings from research have been organised to align to these six focus areas, as 

presented in the sections of this report to follow. 
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2. Principles 
Principles Included 
Benchmarking of 16 governments’ digital service standard principles reveals strong 

commonality between the Australian Government’s existing 13 principles and those 

adopted across other jurisdictions. Figure 5 below presents these existing 13 principles 

and the number of jurisdictions which have adopted the same, or similar, principles. 

Figure 5: DTA Digital Service Standard principles compared to 16 other jurisdictions 
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This comparison reveals two main points of difference: 

1. Principle 13: Encourage everyone to use the digital service. 6 out of 16 

jurisdictions included the same, or a very similar principle. The United Kingdom (UK) 

Government originally included this principle but removed it in 2019, reflecting a 

shift in focus towards designing services that people want to use rather than 

encouraging people to use the service. Some governments, including the Victorian 

State Government, have also included principles which focus on ease of use to 

make digital the first choice for customers.  

2. Principle 4: Understand tools and systems. 7 out of 16 jurisdictions included a 

similar principle. Across these jurisdictions, there was significant variance in 

specificity relating to technology requirements. For example, some jurisdictions’ 

principles specify requirements for modern, flexible, composable and scalable 

architectures, whereas others focus on understanding technology and how it will be 

procured and managed. 

To identify additional ideas to consider for future iterations of the DSS, a mapping of 

principles included by other jurisdictions but not reflected in Australia’s current DSS was 

completed. This mapping identified 9 additional principles commonly adopted by other 

jurisdictions.  

Figure 6: Nine principles commonly adopted across jurisdictions

 

It should be noted that the frequency by which principles appeared across standards 

indicates what other jurisdictions have identified as relevant for their contexts but does 

not provide an indication of whether principles are effective at delivering outcomes.   
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To identify principles for consideration in the Australian Government context, individual 

jurisdictions’ unique principles were also analysed.  

Table 1 below provides an overview of additional principles adopted across 

jurisdictions. 

Table 1: Additional principles adopted across jurisdictions 

Jurisdiction Additional principles adopted 

US Federal 
Government 

• Structure budgets and contracts to support delivery 
• Choose a modern technology stack 
• Deploy in a flexible hosting environment 
• Automate testing and deployments 

UK Government • Provide a joined-up experience across all channels 

Finnish Government • We will cut unnecessary red tape 
• We will produce benefits for our customers quickly 
• We will ask for new information only once 

Danish Government • Simple clear language 
• Conventions for flow and functionality 
• Field validation 
• Personalisation 
• Compliance with agreed architectural standards 
• Solutions that must be on borger.dk and must comply with the portals' 

common design systems and integration process 

UAE Federal 
Government 

• Design easy and proactive government services 
• Government agencies should provide all their digital services through the 

unified 
digital platform 

• Government entities should request for information one-time and follow laws 
on data sharing 

German 
Government 

• Making things easy is hard work – challenge the status quo 

Singapore 
Government 

• Review services at least once every 3 years 
• Only build apps if necessary 
• Only display content govt content 
• A single website with.gov.sg domain 

New Zealand 
Government 

• Be inclusive, and provide ethical and equitable services 
• Be clear about what you are trying to change and why 
• Design for our unique constitutional and cultural environment 
• Use digital technologies to enhance service delivery 

United Nations 
Development 
Programme 

• Do no harm 
• (Perhaps) don't build it 

Government of 
Ontario 

• Ensure users succeed the first time 
• Continually improve, even after launch 
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Jurisdiction Additional principles adopted 

• Support those who need it 
• Only include elements that have a purpose 

Western Australian 
Government 

• Start with user needs, not government needs 
• Do less 
• Understand context 
• Build digital services not websites 
• Take a one-government approach 

New South Wales 
Government 

• Deliver outcomes for customers, before solutions for government 
• Measure and improve, don’t spin up and drop 

Victorian 
Government 

• Designed for mobile or tablet first 
• Fast: Quick to submit and provide efficient E2E service 
• Aware of history 
• Aware of user 
• Solve the right problem 
• Progress over perfection 
• Innovate with purpose 

Leveraging input from these additional principles and insight from expert interviews, 

additional ideas — beyond the 9 commonly adopted principles — were identified to 

consider for future iterations of the DSS. For example: 

• Ask for data only once 

• Collaborate widely 

• Have a modern technology stack  

• Build transparency, accountability  

and trust 

• Leverage data and technology 

ethically  

• Harness new technologies to deliver 

excellent services (e.g. AI) 

• Deliver joined-up services 

• Solve the right problem/clarity of 

objectives 

Research also identified 4 principles currently included in the Australian Government’s 

DSS which may be less relevant in 2023 or may not being resonating with all 

stakeholders. These include: 

• Multidisciplinary teaming: Potential that some departments/agencies with higher 

digital maturity may have already adopted the multi-disciplinary teaming approach. 

However, some agencies with lower digital maturity may still be working towards 

fully integrating new ways of working.  

• User centred and agile processes: Some agencies have historically found this 

principle harder to achieve, as traditional government funding and governance 

processes bias towards waterfall delivery approaches and up-front solutioning.  
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• Make the source code open: Some agencies have found this principle hard to 

achieve in practice, as it may not always be possible or appropriate to publish 

source code in the public domain. 

• Encourage people to use the service: Research identified a broader trend of 

shifting from a “Digital by Default” approach whereby customers are encouraged to 

use digital channels, towards designing digital services which customers want to 

use and are their first choice. 

Detailed mapping of principles across jurisdictions are include in Attachment A for 

reference. 

Emphasis on outcomes vs. inputs 
Digital service standard principles can be designed to define expectations for what good 

service delivery looks like from an or inputs/process, outputs or outcomes perspective: 

• Input/process-focused: Principles which are input/process-focused define 

expectations for processes and ways of working which drive better digital service 

delivery outputs and outcomes. Examples include understanding user needs, 

testing the service, or adopting agile/multidisciplinary teaming approaches.   

• Output-focused: Principles which are output-focused define expectations for 

tangible characteristics of digital services. Examples include using a standard 

domain, asking for data only once, using digital identity or hosting on a common 

platform. 

• Outcome-focused: Principles which are outcome-focused define the benefits that 

good services are expected to deliver for customers, users and government. 

Examples include meeting user needs, delivering secure services, operating reliable 

services, or making services accessible, simple and easy to use. 

Each approach delivers different benefits and may be appropriate for different 

scenarios: 

• Input/process-focused principles are effective when there is variable digital 

maturity across WofG and are intended to provide teams guidance on how to get  

to good service delivery outcomes. A key benefit is providing design teams with the 

authority to challenge the status quo and drive change by setting the expectation  

for ways of working.   

Rele
as

ed
 un

de
r F

OI A
ct

56



OFFICIAL: SENSITIVE 
 

Digital Service Standards and Measures Page 16 of 74 

• Output-focused principles are effective when there is a desire to drive high levels 

of consistency, and there is sufficient digital maturity across WofG to drive towards 

target output. Output-focused principles have the added benefit of being objective 

and easy to assess and provide flexibility on day-to-day delivery activities and 

approaches. 

• Outcome-focused principles are effective when there is high digital maturity 

across WofG. They increase focus on value delivery rather than process or meeting 

specific requirements and allow for maximum creativity and innovation by providing 

flexibility in how outcomes are delivered. They also allow for context to be applied 

where single output-focused requirements might not fit all scenarios. 

All jurisdictions included a mix of input/process, output and outcome-focused principles, 

with varying degree of emphasis. The main driver for this blended approach is to 

accommodate variability in digital maturity across WofG. 

Figure 7: Percentage of principles which are input/process, output and outcome-

focused 
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Structure of standards 
Even for outcome-focused principles, most jurisdictions provide guidance on 

inputs/processes in the supporting detail. While some jurisdictions house this 

information in guides (e.g. Victoria), others present it alongside principles (e.g. UK, 

Australia, Singapore, New South Wales). For example, a common structure adopted is 

presented in Figure 8. 

Figure 8: Common structure of standards3 

 

Case studies which provide an overview of how individual jurisdictions have structured 

their standards are included as Appendix B for reference.  

 

_____ 
3 Illustration does not reflect variability in where content is housed across jurisdictions (e.g. whether guides 
are separate or directly linked to and presented alongside principles) 
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Lessons learned 
Keep it short and simple: List of principles should be short, and principles themselves 

should simple, clear and understandable. They should reflect concepts design teams 

are passionate about, inspire them to deliver great services, and be easy to use and 

navigate. For example, the Estonian Government strived to have no more than 10 

principles, and the UK Government reduced their list of principles in 2015 (from 25 to 

18) and 2019 (from 18 to 14).  

Move the needle: The purpose of digital service standards is to raise the bar on digital 

service delivery. Principles should be designed to target areas across government 

which require capability uplift and not areas where capabilities have already been 

mastered.  

Balance aspiration with achievability: Whilst being aspirational, principles should 

also reflect the constraints teams are working within and be realistically achievable for 

design teams. For example, traditional government funding models tend to bias towards 

waterfall delivery, and publishing source code may not always be feasible.  

Include both outcome and process/input-focused principles: Principles should be 

designed to bring everyone up to standard. In environments where there is variable 

digital maturity, include principles which set expectations for ways of working 

(processes/inputs) which will lead to target outcomes.  

Avoid introducing barriers to delivery: Avoid principles which introduce unnecessary 

red tape or administrative burden e.g. Ontario found a principle which requires teams to 

test services with a minister and obtain sign off before go-live to be restrictive.  

Reflect broader strategic objectives: Best practice principles reflect overarching 

strategic objectives and provide clarity on how they support those objectives. This will 

be important to drive adoption across WofG.  

Accompany principles with guidance and support: Designers across government 

want to deliver good services in alignment with the standards. Provide support to teams 

so that they can achieve aspirations; supplement principles with guidance and 

capability uplift, which will empower teams to meet the requirements and deliver 

excellent services.  

Develop principles using a consultative approach: Generate buy-in by consulting 

widely to gain alignment on principles, target outcomes and ways of working. To do this, 

ground all standards refreshes in feedback from the WofG community and industry 

experts as appropriate.  
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3. Services Covered 
Common criteria 
Research indicates that when jurisdictions apply thresholds or criteria to define the 

scope of services covered by digital service standards, they tend to do so across 5 

dimensions:  

Table 2: Common criteria used to define scope of services covered  

Dimension Description 

User Base Customer facing services or internal services 

Purpose  Informational or transactional services 

Service Owner Services delivered by government or outsourced services 

Service Age New/refreshed services or high priority existing services 

Other High transaction volume, high cost or high impact (e.g. interdepartmental) services 

Approach taken varies by jurisdiction. Areas of greatest variance in approach across 

jurisdictions include user base and service age.  

• User Base: All jurisdictions apply digital service standards to customer facing 

services. Increasingly, jurisdictions are moving to expand scope to also include 

internal, government employee-facing services. 40 per cent of jurisdictions have 

already done this, and one additional jurisdiction interviewed identified this as a 

consideration for the future. The New Zealand Government includes both user 

bases, but limits scope of internal services to those which are interagency. 

• Purpose: All but one jurisdiction (UK Government) apply digital service standards to 

both informational and transactional services. 

• Service Owner: All jurisdictions apply digital service standards to services delivered 

by or under the direct control of government. One jurisdiction (New Zealand 

Government) also includes services outsourced to delivery partners. 

• Service Age: All jurisdictions apply digital service standards to new or refreshed 

services. Some jurisdictions also apply these standards to existing services 

(Australian Commonwealth Government, Finnish Government, Danish Government, 

UAE Federal Government, and Singapore Government). This criterion is sometimes 

qualified by additional thresholds such as services delivered after a specific date or 

existing high transaction volume services. 
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• Other: Some jurisdictions limit application of digital service standards to high 

transaction volume services, high-cost services or services included in specific 

WofG strategies (e.g. Denmark’s “Digital by Default” mandate). These criteria are 

most useful for defining which services will be subject to compliance activities for 

enforcement of standard. 

Approaches adopted across jurisdictions, including current approach adopted by the 

Australian Government, are depicted in Figure 9. Key trends identified include the 

expansion of scope to include internal services and a focus on new and renewed 

services. 

Figure 9: Comparison of services covered by digital service standards

 

It should be noted that while many governments indicate that the digital service 

standards are applicable across a wide scope of services, application of these 

standards is not necessarily always mandated, assured or enforced.  

More specifically, the scope of applicability and scope of compliance activities are  

not always linked. For example, the US Government, New Zealand Government and 

Finnish Government set criteria to define which digital services their standards cover 

but publish them as guidance only (refer to section 4 of this report for additional 

information on compliance approaches).  
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Lessons Learned 
Focus on new or refreshed services: Requiring services already delivered be brought 

up to standard can impose significant burden on agencies to upgrade services. Existing 

services will likely require additional funding to bring services in line with the standards. 

Include both transactional and informational services: Governments across all 

jurisdictions are designing digital service standards to set expectations for both 

informational and transactional service delivery. 

Apply it to everyone equally: Most jurisdictions apply digital service standards to all 

parties involved in delivering services delivered by or under the direct control of 

government. This includes 3rd parties designing and delivering digital services for 

government (i.e. system integrators, or services where ongoing management of 

technology solution is outsourced, but service delivery responsibility is under the direct 

control of government).  

Uplift experience for customers and internal users: Set expectations for good 

service delivery, regardless of user base and target uplift in customer and employee 

experience. Improving internal services which sit behind customer facing service 

delivery will equip customer service employees to better meet customer needs and 

increase efficiency and effectiveness whilst also improving employee engagement and 

retention. 

Focus on impact: While digital service standards may be written to be applicable to all 

types of new and refreshed services, thresholds can be applied for compliance activities 

to focus on highest impact areas; for example, services that are customer facing, high 

volume, cost or impact, or internal services that are interagency, support customer 

facing processes or have high user bases. Rele
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4. Compliance  
and Adoption 

Compliance archetypes 
Governments leverage a variety of mechanisms to drive compliance and adoption of 

their digital service standards. Broadly speaking, these can be categorised into three 

main archetypes, reflecting the degree to which digital service standards are mandated 

and enforced. The three models for compliance include: 

1. Centrally mandated and enforced: Compliance to standards is mandatory, 

assessments are completed to check compliance, and levers are applied to enforce 

compliance. 

2. Centrally mandated, but not enforced: Compliance to standards is mandatory, 

but execution of formal assurance processes and enforcement activities are limited 

or not conducted. 

3. Published as guidance only: Standards are developed as set of best practices 

only. Compliance is not mandatory or enforced. 

Figure 10: Benchmarking of jurisdictions’ compliance models across three archetypes 
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There are pros and cons for each of the three archetypes, and several reasons were 

identified as to why governments might take one approach over another. The main 

drivers included organisational culture, political window/opportunity, and availability of 

sufficient powers and resourcing to assess and enforce compliance. 

Archetype 1: Centrally mandated and enforced 

The centrally mandated and enforced approach can lead to faster adoption of the 

standard compared to non-enforced mandates and sends a strong signal for change to 

the government community. It provides a mechanism to intervene in failing projects and 

avoid negative service delivery outcomes (e.g. through de-risking project, or halting 

delivery). It can also be quite effective as a lever to drive change by giving delivery 

teams across WofG the authority to challenge the status quo and push for adoption of 

new ways of working. Overseas, it has also proven to be an effective signal for change 

to the market (system integrators).  

Challenges associated with this approach include that there are political trade-offs, 

especially in highly de-centralised or federated delivery environments. Compliance 

activities such as staged assessments also have the potential to be resource intensive 

and may introduce administrative burden to both the assessment team and delivery 

teams. If assessment activities are not fully integrated, they can also fail to drive real 

change (e.g. assessment at the start of a project only assesses intent). Another 

challenge other jurisdictions have tackled include that some aspects of the standards by 

necessity are not prescriptive, and may be perceived as subjective, and lead to 

ambiguity in assessments. 

Jurisdictions typically this approach when: 
• The central digital office has sufficient powers to enforce consequences for non-

compliance including spend controls or domain controls 
• The organisational culture favors top-down mandates or executive orders to drive 

change. 
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Archetype 2: Centrally mandated, but not enforced 

When standards are centrally mandated, but not enforced there is still potential to send 

a signal for change across government. In addition, teams across WofG are still 

provided the authority to challenge the status quo and push for adoption of new ways of 

working; without significant resourcing required for compliance activities.  

A key challenge with this approach is that mandating without consequences or levers to 

enforce can undermine authority in the long term. In addition, adoption is likely to be 

slower than centrally mandated and enforced standards, unless paired with useful 

supporting components and enablement techniques which make using the standard 

easier than any other delivery approach (e.g. reusable tools with compliance out-of-the 

box).  

Jurisdictions typically this approach when: 
• Mandate obtained, but central digital agency lacks powers to enforce 

consequences, or resources to conduct assessments 
• The organisational culture favors top-down mandates or executive orders to drive 

change 
 

Archetype 3: Published as Guidance Only 

When standards are published as guidance only, they can also be very effective at 

driving adoption of best practices, but only if paired with useful supporting components 

and bolstered by enablement and awareness activities.  

The upside of taking this approach is that there are less political trade-offs. However, 

this approach is also less likely to send a strong signal for change and there is potential 

for only some agencies or teams to adopt the standards, which can lead to pockets of 

excellence and widening the maturity gap and service quality differential across 

government. The guidance-only approach will not provide teams with the same level of 

authority to challenge the status quo and drive change within the agencies. 

Jurisdictions typically this approach when: 
• The government is highly de-centralised from either a delivery model or 

organisational culture perspective  
• They favor other mechanisms to drive change (e.g. legislation) 
• Active choice to focus on empowering agencies to deliver outcomes through 

capability uplift and enablement, rather than enforcement 
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Both archetypes 1 and 3 have the potential to drive good outcomes in service delivery, 

as long as key success factors are considered for each compliance model. The best 

approach to gaining compliance is to either move to the right or the left on the scale of 

enforcement to avoid undermining authority with a mandate that is not enforced. Key 

success factors for both archetypes are included in Figure 11 below. 

Figure 11: Key success factors for best approaches to compliance 

 

Figure 12 below provides additional detail as to how each jurisdiction governs 

compliance to digital service standards.  

Figure 12: Detailed comparison of jurisdictions’ compliance mechanisms 

 

Case studies for three of the government jurisdictions which mandate and enforce 

compliance to digital service standards are included as follows: 
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Case Study | Rapid assessments conducted for projects <$5m to check 
alignment to NSW Design Standards 

What they did:  

3 main assessment mechanisms are implemented in NSW for digital projects:  

• Rapid Assessments completed on projects <$5M delivered through 
Restart Fund (specifically assesses alignment to NSW Design 
Standards): This includes mostly small seed and scale projects and is 

conducted at 3 points in project delivery to assess compliance to NSW 

Design Standards. Assessments are not mandatory unless something is 

identified to be failing and include attending ceremonies and reviewing 

project backlog over a few days. 

• Assurance for all projects funded through the Digital Restart Fund: 
Project assurance and assessment for alignment to Digital Service 

Standards is conducted at various stages throughout delivery. These 

assessments do not specifically assess alignment to NSW Design 

Standards. 

• Assurance through the wider Gateway Review Process: Health checks 

completed across project delivery lifecycle; however focus is broader and not 

directly linked to compliance against the NSW Design Standards. 

Lessons learned on key success factors: 

• Digital Restart Fund provides strong levers for enforcement to standards, and 

has been important to enabling NSWs approach 

• Rapid assessments are funded through $15k charge back model, providing 

more sustainability to resourcing approach   

• Assessments to date specifically against the NSW Design Standards have 

focused on lower value/risk projects. Conducting assurance at scale for 

larger projects specifically against these standards will require increased 

integration with WofG digital assurance processes. 
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Case Study | UK Service Standard mandated and enforced through spend 
controls and domain controls   

What they did:  

Assessments are conducted throughout project lifecycle, at defined stages in the 

delivery process. They are run by a panel of 4-5 experienced specialists from the 

digital government community and take approximately 4 hours to complete. 

Agenda includes: 

1. 10 Mins: Overview of service including problem statement, target users, user 

needs, and work done to understand users' wider journey 

2. 20 mins: Walkthrough of user journey and what has been 

3. 2-3 hours: Questions from the panel on decisions made and process for 

building service. These questions change based on where the project is in 

the delivery cycle 

Service is assessed as ‘met’ or ‘not met,’ and outcomes are published. 

Lessons learned on key success factors: 

• Domain Control: Power to prevent services from being published to any 

GOV.UK domain if they do not meet requirements 

• Spend Controls: Mandate to prevent release of funding to projects during 

delivery, which were not meeting standards 

• Peer Review Model: Experts seconded from across WofG to perform 

assessments, reducing resource intensiveness. Participation in this process 

viewed as a “corporate responsibility” 

• Published Results: Publicly publishing results of assessment provides 

incentives to align with standards 

• Lightweight Assessment Process: Assessment process not intended to 

drive creation of new content or large time dedication; limited to half day 

activity 
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Case Study | Ontario Government moved to mandate and enforce service 
standards over time  

What they did: 

Where they began: Started journey by developing a helpful best practice 

standard without a mandate or compliance mechanism and then began to 

integrate into assurance processes over time. Before mandate established, they 

achieved buy-in by socialising the standard with the CIOs of each agency and 

establishing credibility through a realistic yet aspirational and useful set of 

principles and supporting components. Focus was largely on enablement and 

included providing services to support agencies to deliver (e.g. trusted delivery 

partner/advisor services out to government). Assessments were optional and 

self-completed. 

Where they are now: Over time they increased mandate and implemented a 

team to conduct more formalised compliance and assurance activities. Today 

more than 150 assessments are conducted per year. They built increased 

authority through: 

• Embedding requirement to comply with standards and use design system in 

broader government directives and legislation 

• Working with Treasury to embed into the budget process, with treasury 

directing projects to conduct assessments 

• Over time working with various boards across WofG to integrate into broader 

WofG ecosystem  

When completed, assessments receive “pass/course correct/halt” 

recommendation and advice on how to course correct. Focus is still largely on 

enablement through leveraging assessments to identify projects that need help, 

and then providing support, advice and delivery partner services. 

Lessons learned on key success factors: 

• Ontario was able to successfully increase authority over time, by first building 

robustness in standards and credibility 

• Assessments are framed as an opportunity to receive support, rather than 

enforcement an activity focused on consequences  

• Dedicated assessment team with strong capability and capacity drives 

compliance and adoption activities 
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Common challenges 
As shown in Figure 12 previously, while most jurisdictions have instated mandates, 

many are not enforced in practice. Many jurisdictions, including the Australian 

Government, are experiencing similar challenges with mandates that make them 

difficult to enforce in practice, for example:  

• Lack of enforcement levers: It is difficult to drive alignment to the standards 

without levers to enforce consequences. For example, in the UK the central digital 

agency has the right to refusal for publishing services on the central government 

platform (domain control) and spend controls for WofG digital services (through 

recommendation to His Majesty’s Treasury). Similarly, the NSW Government Digital 

Restart Fund provides spend control levers for projects delivered through the fund 

and the Government of Ontario can recommend interventions, or for projects to halt. 

• Resource intensity: Regular checks throughout the project lifecycle can require 

significant time and resource investment. Depending on the number of services in 

scope, a dedicated team of assessors may be needed to conduct assessments 

regularly. The UK government has overcome this challenge through leveraging 

resource capacity from across WofG, in the form of secondments to perform 

assessments (see previous case study). 

• Subjectivity of process-based criteria: Certain principles and criteria have 

historically proven to be difficult to assess against, especially those that set 

expectations for processes and ways of working. A review of New Zealands’ Digital 

Service Design Standard in 2019 found it would be difficult to provide an 

assessment and reporting framework without specific points to assess and report. 

Recommendations included the addition of specific measurable, assessable and 

reportable outcomes to each principle of the standard 

• Ineffective to assess intent only: Some jurisdictions assess alignment to 

standards during the funding approval process only. When compliance checks 

occur at the start of projects, they only assess intent. Reviewing the project plan 

only at the onset leaves room for deviation during delivery.  
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Assessments across project lifecycle 
Most jurisdictions that enforce standards through assessments conduct checks at 

various stages in the project lifecycle. Figure 12 presented previously illustrates the 

points at which jurisdictions are currently implementing assessments.  

There are benefits to reviewing projects at each stage in the lifecycle: assessing up 

front provides the opportunity to set the program up for success, assessing during 

delivery provides the opportunity to intervene early or recommend changes, and 

assessing before go-live provide quality assurance.  

The most successful models assess projects at each of these points—not just at the 

start or before go-live—to avoid only assessing intent or reviewing projects too late in 

the process once the service has already been built and failure to comply can mean it is 

not feasible to influence change, as compliance may require significant rework  

and investment. 

Figure 13: Options for cadence of assessments throughout the project lifecycle 

 

Driving compliance without mandates 
Jurisdictions without strong central mandates and powers are successfully driving 

adoption and compliance through focusing on making the standards useful. They are 

doing this through building service manuals, playbooks, guides, reusable tools, and 

design systems, to increase usefulness for design teams, drive adoption and enable 

compliance. They are also focusing on enablement (e.g. training), to drive best 

practices across WofG, and increase alignment to standards. Additional details on 

approaches other jurisdictions have taken to build useful supporting components is 

included in section 5 of this report. 
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Lessons Learned 
Begin with establishing necessary levers: The mandate and enforce approach is 

most effective once the foundational controls are in place - compliance activities without 

levers to enforce can undermine authority. Enforcement mechanisms could include 

funding levers, control over publishing to the central platform, or the ability to 

recommend project halts. Assessments should also be integrated into WofG assurance 

processes to give the standards additional credence from the top-down. 

Make meeting the standard measurable: In defining what it means to achieve 

objectives, clear, measurable criteria should be established to objectively assess 

achievement.  

Include assessments across project lifecycle: Assessing services at all stages of the 

project lifecycle is the most effective compliance approach as it provides the ability to 

set projects up for success at the start, intervene early, and conduct quality assurance 

along the way.  

Have a lightweight assessment process: Design assessments to be light weight such 

that they do not drive creation of significant new content and limit time and resources 

required. Avoid uncontrolled addition of new requirements over time, as doing so can 

create additional bureaucracy and resource intensity as the list of criteria grows.  

Leverage peer assessments: Using experts seconded from across government to 

conduct peer assessments can help to create an environment where assessments are 

viewed as constructive learning opportunities rather than audits and also provides the 

benefit of leveraging resource capacity to avoid needing a dedicated assessment team. 

Have a transition plan: Enforcement of mandates can be progressively phased in over 

time to drive familiarity with the processes involved and understanding of target 

outcomes. A transition plan defines which services will need to comply and when, 

prioritising higher impact services first. For example, Queensland Government has 

developed a detailed transition plan which defines requirements across 3 phases. 

Recommendations from the review of New Zealand’s Digital Service Design Standard in 

2019 included phasing in mandatory assessment and reporting over a 2-year period to 

provide agencies with adequate preparation time. 
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5. Supporting 
Components 

Regardless of degree of enforcement used, research showed that all jurisdictions aim to 

drive compliance and adoption by making the standards useful through easy-to-use 

guides, tools, and reusable components that teams want to use because they make 

their jobs easier and uplift capabilities required to deliver good services. 

Guides, design systems and tools 
Many government jurisdictions have built service manuals, playbooks, guides, reusable 

tools, and design systems to increase usefulness for design teams and drive adoption. 

Service manuals, playbooks and guides 

This includes easily accessible and digestible guidance that supports teams to deliver 

great digital services by providing thought leadership and direction on key topics. The 

intention of these materials is to target capabilities that require uplift and focus on 

enabling teams through development of specific skillsets. 

Case Studies | Guidance supports teams to align with service standards 

NSW Government has published detailed guides that are housed in their digital 

service toolkit to build delivery team capabilities across a range of topics relevant to 

good service delivery. Topics include agile delivery, user research, testing and 

continuous improvement, technology and tools, accessibility. 

UK Government provides thorough guidance on how to meet accessibility 

requirements in the “accessibility and assisted digital” section of their service 

manual. Content includes advice on designing and setting up assisted digital 

support, but also provides detailed explanation on how to navigate related 

government processes such as accessibility audits. 

Victorian Government publishes 23 digital guides covering a range of topics 

including accessibility, producing multilingual content, making projects open 

source, researching user experience, deciding if a mobile app is needed, 

measuring how content performs, and understanding API design principles. 
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Design systems 

Design systems are a collection of reusable components, patterns, and style elements 

which can be used out-of-the-box by design teams delivering digital services. They aim 

to increase ease and speed of delivery and consistency and quality of digital services.   

  

Case Studies | Design systems enable delivery of services that consistently 
meet service standards requirements, at speed and scale and with ease 

The Danish Government has built a design system to serve as a free resource for 

teams across WofG to achieve compliance and target outcomes without having to 

invest resources and time themselves. Aspects of the standard such as 

accessibility are built into components so that teams who leverage the design 

system automatically comply with standards. 

The US Federal Government Web Design System (previously the US Web 

Design Standards) is a library of design components that can help government 

developers quickly make trustworthy, accessible, and consistent digital government 

services. The Design System was originally developed collaboratively by the US 

Digital Service (USDS) and 18F. It is open source and free for agencies to use; it 

includes buttons, tables, navigation, typography, forms and colour. The 18F team 

provides training to federal agency teams on how to implement the Design System 

or build custom design elements to meet an agency’s specific needs. 

The UK Governments’ Design System², ³ was launched in 2018 to drive 

consistency and accessibility and includes styles, components and patterns. In 

2020 it was reported that the code base was found in more than 300 services on 

GOV.UK, and it was estimated to have saved the government £17 million annually. 

It is maintained by a team at the UK Government Digital Service (UK GDS). 

1. 18F Website 

2. GOV.UK (GDS Blog)  

3. GOV.UK Design System Webpage  
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Other reusable tools 

This includes helpful toolkits, templates, method cards, and analytics platforms that 

enable teams to incorporate approved methods into their delivery processes. These 

tools help to increase ease and speed of delivery and reinforce good practices in areas 

where additional support is needed. 

 

 

 

 

 

Case Studies increase ease of delivery 

Queensland Government has a widely used Human Centred Design (HCD) 

toolkit that includes case studies, checklists, method cards, templates, interview 

guides and key questions to help teams put people at the centre of the design 

process. Not only do these tools help to build critical design skillsets, but they also 

help to streamline the research and design processes with ready-made materials 

and resources. 

The Government of Ontario provides a toolkit on inclusive design. It includes 

posters, design cards, guidance on questions to identify communication barriers in 

delivery, and a detailed guide on how to meet requirements. 

Singapore Government offers a low cost WofG web analytics tool (that supports 

their digital service standard by enabling agencies to integrate measurement 

capabilities into their services. It couples with reusable components which 

agencies can use to collect customer feedback, and also provides 

recommendations and self-assessment functionality to identify areas for 

improvement (e.g. accessibility). 
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Comparison across jurisdictions 

All jurisdictions researched have some combination of these components to support 

their digital service standards. There are several common themes across these 

supporting components, but level of maturity and areas of focus vary. Figure 14 

illustrates the topics covered and relative maturity (represented by Harvey-balls) for 

each jurisdiction’s guides, design systems, and other tools.  

Figure 14: Benchmarking of supporting components by jurisdiction 

 

This comparison reveals 3 key insights: 

• The UK, Victorian and NSW Governments provide the most mature sets of 

guides, manuals and playbooks, with detailed guidance across a range of topics 

including but not limited to user research, agile delivery, accessibility, testing, 

measurement and branding. 

• 9 out of 15 jurisdictions have a design system, and both New Zealand and 

Queensland are currently in the process of developing them. 

• Wide variety of other reusable tools provided, with Design Toolkits, and awareness 

tools being the most common. 

Research into private sector design practices revealed a trend towards reusability over 

time. More specifically, most private sector organisations started their journey by 

establishing design principles and basic standards on brand or iconography. As digital 

maturity increased, companies shifted towards more comprehensive digital service 

standards, useful guidelines, and design systems. This indicates a preference towards 

reusability and usefulness once foundational digital capabilities are in place. 
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Enablement and awareness 
Increases in digital maturity have necessitated the move from early-stage educator to 

mature advisor to ensure the highest quality and consistency in services. In addition to 

useful guides and tools, governments are providing enablement and awareness 

activities to drive adoption of their digital service standards.  

More specifically, they are investing heavily in enabling teams to use the standards 

through training on critical digital capabilities, enablement/trusted advisory services, 

vibrant CoPs, and promotion of the standards and their value proposition. Interviews 

identified that other jurisdictions view these activities as critical to the success of the 

standards.  

Training 

This includes e-learning modules, in-person trainings, and informal knowledge sharing 

to create a common understanding of the standards and how to implement them in 

practice. Additionally, trainings can be provided to build the digital capabilities needed 

to deliver the requirements of the standards, covering topics such as inclusive design, 

agile methodologies, and others. 

Enablement 

Expert practitioners and members of the government community advise and support 

delivery teams at various stages of the project lifecycle to augment capabilities where 

gaps are identified and to drive alignment to standards. 

Communities of Practice 

Teams of expert practitioners and topic enthusiasts that convene to share best 

practices and lessons learned and, in some cases, maintain a body of knowledge or 

thought leadership relevant to the implementation of the digital service standards. CoPs 

serve as a mechanism to provide teams with guidance and support and drive uptake of 

standards across the WofG community.  

Awareness and Visibility 

Materials intended for promotional and awareness purposes, including outreach 

materials to publicise the standards and the value they deliver. Posters, stickers, 

printable Kanban boards, and infographics can help to align the government community 

and increase awareness of the core tenants of the standards. 
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Case Studies | Governments globally are investing in enablement and 
awareness to drive the success of digital service standards 

UK Government provides free training and certifications through the Civil Service 

Learning platform. This includes a 45-minute overview of the UK Government’s 

Service Standard, aimed at individuals working in multi-disciplinary teams that are 

developing digital services. The training is intended to educate teams on the 

purpose and use of the standard so that they know how to implement it in practice.  

Government of Ontario has a team of experts in service delivery that are 

available to provide design assistance to delivery teams across agencies when 

requested. The central team serves as a trusted delivery partner and advisor to 

address capability gaps and focus on the most challenging areas within the 

standard.  

Victorian Government has several well-established CoPs made up of subject 

matter experts that develop, own and maintain a robust set of how-to guides to 

provide practical support for service delivery. The CoPs regularly provide feedback 

on, and review and update the guides to reflect the latest advancements in service 

delivery and ensure that they are living documents.  

Singapore Government has created infographics and published them publicly to 

generate awareness of the standard and provide them in an easily consumable 

format for quick reference.  
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What others are finding most useful 
When interviewed, government practitioners indicated that some of these supporting 

components are regarded as especially useful by their stakeholders. Table 3 below 

highlights the supporting components deemed most useful across jurisdictions 

interviewed. 

Table 3: Most useful supporting components in jurisdictions interviewed 

Jurisdiction Additional principles adopted 

UK Government • Service Standard 
• Service Manual 
• Design System 

Danish Government • Accessibility out of the box (through the Design System) 

Queensland 
Government 

• Guidance on testing 
• Guidance on measures 
• Reusable toolkits 
• Design Systems (under development, seeing high demand) 

Victorian 
Government 

• Human Centred Design Toolkit 
• Guides (in general) 
• Design and Architecture CoPs 

New South Wales 
Government 

• Reusable patterns for websites 

Government of 
Ontario 

• Reusable patterns 
• Style guides, headers, footers, fonts 
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Lessons Learned 
Above all else, focus on making the standards useful: Make the standard more 

useful, and drive adoption and compliance by investing in building supporting 

components such as guides, playbooks and reusable tools and components that 

improve speed of delivery for design teams, making their jobs easier. 

Create useful packages: Package materials in way that makes it easy for practitioners 

to apply the standards. For example, this could include grouping materials by topic or 

creating bundles of minimum requirements that clearly define which requirements 

design teams (or delivery partners) must meet. 

Avoid reinventing the wheel: Use open-source resources where possible and avoid 

investing effort into developing content which already exists or is easily accessible 

externally (e.g. link to guidance provided by other jurisdictions). 

Be practical: Reduce barriers to adopting central tools and guides by making them 

easy to find and use. Take a journeys-based approach to the standards themselves that 

considers what practitioners actually need at various phases in the design process. 

Provide practical guidance on what it means to apply the standards, accounting for links 

to broader government processes. 

Enable people: Provide training and support to build capabilities that enable 

practitioners to meet the minimum requirements of the standard. Deliver support to 

ensure they are confident in using the standard itself. 

Build strong Communities of Practice: Bring together design and architecture 

experts from across government to actively share learnings and contribute to and 

champion WofG digital service design best practices and thought leadership, and drive 

awareness and adoption of the standard. 

Align with your purpose: Prioritise investment in components that support strategic 

objectives most. For example, digital service standards can drive high consistency and 

speed to delivery, while guides and playbooks can uplift digital capability. 

Drive awareness: Communicate the value and purpose of your standards and drive 

awareness of and familiarity with the content, processes and requirements. This will 

generate buy-in and increased adoption and compliance. For example, the Danish 

Government promotes their Design System as a free resource for agencies that 

enables faster delivery and provides accessibility out-of-the-box.
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6. Measuring 
Performance 

Digital service standards aim to raise the bar on service delivery and governments are 

interested in understanding how services are performing against this ambition. 

Research focused on two key questions to determine how governments are measuring 

performance: What are other governments including in their standards about 

measurement and how are they approaching measurement of service delivery at the 

WofG level?   

Review of other jurisdictions found that governments are including principles on 

performance measurement, recommending metrics, providing guidance on selection of 

additional context-specific metrics and building reusable tools to enable measurement 

of individual services. Few are measuring performance at the WofG level, but those that 

do are mandating core metrics, establishing central reporting mechanisms, and building 

WofG analytics platforms. 

Recommended metrics 
Across jurisdictions analysed, approximately 85 per cent provided suggestions on 

metrics which can be used to measure performance for individual services. Figure 15 

below depicts the 6 most commonly recommended metrics. 

Figure 15: Benchmarks on recommended metrics 
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Error! Not a valid bookmark self-reference. below provides a list of other metrics 

suggested within the Australian Government’s DSS and additional metrics 

recommended by other jurisdictions. All metrics listed were recommended by between 1 

and 3 jurisdictions included in this analysis. 

Table 4: Additional metrics recommended across jurisdictions, aligned to 5 categories 

Category 
Metrics recommended by Australian 
Government 

Additional metrics recommended by other 
jurisdictions 

Usage • % audience reached • Page visits 
• Page visit duration 
• Page referral 
• Transaction volume 
• Concurrent users 
• Context (platform, device, country) 
• Popular pages 
• Active users (daily, weekly, monthly) 
• Search referral 

Usability • Readability 
• Scroll depth 
• Search bar use 

• Conversion rate 
• User error in completion 
• Bounce rate 
• Accessibility score 
• SEO Score 
• Sessions with search 
• Cycle time 
• # users who reach step/drop off 
• Search click throughs 
• Search click order 
• Findability 
• Sessions with search 
• Start points 

Satisfaction  • Voice of Customer (VOC) feedback (Pain 
Points, Helpfulness) 

• Ease of completion 
• User confidence 
• New vs. returning users 
• Rate of escalation in complaints 
• Alignment with user expectations 

Reliability and 
Efficiency 

• Uptime 
• Error rates 
• Response time 
• Repeatability 

• System level resource utilisation 
• Latency 
• Throughput 
• Performance Score 

Value • Return on investment 
• User outcomes/benefits 

• Social outcomes/benefits 
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Many jurisdictions provided a distinction between strongly recommended metrics and 

additional suggested metrics to be considered when selecting context-specific 

measures. Some jurisdictions also provided differentiated guidance on approach to 

selecting good metrics for informational or transactional services 

Mandated metrics 
It should be noted that only 1 out of the 12 jurisdictions included in this analysis4 

mandate any specific metrics or central reporting thereof (UK Government). Across 

other jurisdictions, measurement of metrics is recommended or encouraged but not 

formally required.  

  

_____ 
4 Analysis of mandated and recommended metrics includes a subset of jurisdictions. UAE Federal 
Government, German Government, and Estonian Government digital service standards not included in this 
analysis due to lack of publicly available information on metrics 

Case Study | Victorian Government structures guidance on selecting metrics 
around type of service 

Victorian Government provides separate recommendations and suggested metrics 

for informational and transactional services. For example, digital guides stipulate 

that agencies should measure user satisfaction, value and discoverability for 

informational services, and completion rate and cost per transaction for 

transactional services. Additional suggested metrics and recommended 

measurement tools are also provided based on type of service. For example, the 

guide recommends average time on page for informational services and 

percentage of user errors for each field/task for transactional services (using an 

analytics tool). 

Case Studies | UK Government mandates 4 core metrics and provides 
additional suggestions for optional metrics 

UK Government mandates the measurement of customer satisfaction, completion 

rate, digital take up and cost per transaction for all transactional services. 

Additional metrics referenced in guidance include completion time, user error in 

completion, alignment with user expectations, ease of completion and user 

confidence. 
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Measuring WofG performance 
Most often, governments are recommending measurement of these metrics to inform 

future service improvement at an agency level only, but there are three jurisdictions 

where measurement is occurring at the WofG level. For example: 

 

Singapore Government: A WofG analytics platform (WOGAA) is used to 

provide insight into 6 key metrics across WofG: customer satisfaction, 

completion rate, uptime, search engine optimisation (SEO) score, 

accessibility score, and page load time. The tool enables automated 

collection and central reporting of these metrics. It is also used to measure 

website traffic, page visit duration, and user feedback and ratings. Targets 

are set for the 6 key metrics, and in the future, alerts may be provided when 

metrics consistently fall below targets. Dashboard also provides 

benchmarks against WofG averages, recommendations to improve site 

performance, and ability to run self-assessments to identify improvement 

opportunities. The tool is maintained centrally and provided at very low cost 

for agencies to use if desired. 

 

Estonian Government: Approach includes leveraging a platform for 

central reporting of key metrics across government. Metrics include 

customer satisfaction, cost per transaction, completion rate and time or 

money saved. It is not mandated that agencies report metrics centrally, but 

agencies are encouraged to measure these metrics through funding 

mechanisms and performance is published publicly. 

 

UK Government: Approach includes mandatory central reporting of 4 core 

metrics, and until 2021 these were publicly reported via a Performance 

Dashboard. Before its retirement, the Performance Dashboard also 

displayed page load times and uptimes for services across WofG. 

Operational data is currently collected on some services across WofG such 

as number of users and enquiries submitted and displayed publicly on the 

Great.Gov.UK Performance Dashboard. 
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Some jurisdictions with WofG platforms have been able to go further to measure more 

granular metrics for services delivered through these platforms using unified 

dashboards. Examples are included as follows: 

 

Service New South Wales: Leverages unified dashboard to provide real-

time information on service delivery performance across channels, 

accessible only internally. The public-facing Performance Dashboard 

publishes key service delivery metrics across channels for services delivered 

by Service NSW (SNSW) as the WofG central service delivery agency. 

Metrics include calls answered, customer satisfaction, service centre 

customer visits, SNSW personal accounts, SNSW business accounts, active 

mobile app users, and key statistics by service (e.g. drivers licence). Services 

delivered by other agencies not included. 

 

Service Oklahoma: Developed unified dashboards to monitor platform 

performance and service resolution times across channels (including non-

digital). Includes metrics such as service time variability, wait time variability, 

monthly service time standard deviation, on-site customer satisfaction, 

metrics on contact centre performance, and metrics on specific service 

performance (e.g. productivity). Dashboards include metrics for services 

delivered by Service Oklahoma only and do not include data for other 

agencies across WofG. 
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Additional Guidance and Tools 
Beyond recommended metrics, 7 out of 12 jurisdictions also provide additional 

guidance and support on how to use metric data to improve services once collected. 

Highlighted examples include: 

 

Victorian Government: Provides guidance on recommended actions if not 

meeting minimum performance threshold (e.g. update or retire services with 

less than 1000 session per year or low customer satisfaction) 

 

UK Government: Provides guidance on how to choose analytics tools and 

how to complete usability benchmarking for a website or transactional 

service 

 

New Zealand Government: Advises teams to identify unusual patterns 

using analytics and performance measurement tools, make changes to 

services based on the results of analysis, and further use analytics to 

measure the success of changes 

 

New South Wales Government: Recommends setting up an ongoing 

monitoring process throughout the life of the service and identifying triggers 

(e.g. set amounts of time, drops in technical performance, defined increases 

or decreases in metrics) to signal the need for improvements or fixes to the 

service 

Multiple jurisdictions are also providing access to useful tools such as Google Analytics 

360 suite, other WofG analytics platforms, and reusable components to capture 

customer satisfaction to make it easier for design teams to measure performance. 

Figure 16: Performance Measurement Tools and Reusable Components 
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Lessons Learned 
Get everyone to measure the basics: Encourage teams to measure the 4 core 

metrics at minimum: customer satisfaction, digital uptake, completion rate, cost per 

transaction. This provides a baseline to compare individual service performance over 

time, and potentially can be used to compare performance to benchmarks or WofG 

targets 

Provide guidance on how to select good metrics beyond this: Provide guidance on 

the process for selecting metrics that align with the context of individual services (e.g. 

user base or type of service).  

Put the data in context: Set high-level targets for the core metrics and provide 

guidance to put the metrics in context. For example, the Singapore Government sets 

targets for 6 key metrics and provides visibility of WofG averages/benchmarks through 

the WofG analytics platform.  

Provide support to make the data actionable: Expand upon measurement guidance 

to provide suggestions for how to use the data collected, including for continuous 

improvement. Also provide guidance on what actions might be appropriate if 

performance is low, and where to find additional support to address recommended 

actions. For example, Victorian Government provides guidance to update or retire 

services with less than 1000 session per year or low customer satisfaction. 

Provide reusable WofG tools: Provide access to reusable tools that can be embedded 

into services to help teams measure performance easily. For example, some central 

digital agencies provide reusable components to capture customer satisfaction and 

feedback such as ready-made sentiment checkers that can be embedded into service. 

WofG tools and analytics platforms can also be useful in providing detailed information 

about service performance and highlighting areas requiring improvement.  

Measure performance across WofG: Provide central reporting mechanism for teams 

to report on core metrics to give an indication of WofG progress towards customer 

centric service delivery goals. This can be in the form of central reporting platforms or 

automatic capture and transmission of data through web analytics platforms. 
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7. Maintaining the 
Standard 

Refreshing the standard 
Most jurisdictions researched have reviewed and refreshed their standards at some 

point since development in order to keep them relevant, up-to-date, and useful for 

stakeholders. However, few have established a regular cadence for review and refresh 

with the exception of the South Australian Government, which reviews its standards 

every 2 years, and the Singapore Government, which conducts twice-yearly reviews.  

Figure 17: Benchmarking of digital service standards refreshes across jurisdictions 

 

In jurisdictions where multiple reviews have occurred, refreshes have been prompted by 

changes in strategic objectives (e.g. release of new WofG digital strategy), digital 

maturity or practitioner needs. Case studies for 3 of the government jurisdictions with 

frequent refreshes are included as follows.  
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Case Studies | Governments have refreshed standards to address changes 
in strategic objectives and practitioner needs 

UK Government refreshed standards to better meet design team needs: UK 

Government first updated its standard in 2015 to consolidate the original 25 

principles down to 18, focusing on the points that required most capability uplift 

based on understanding of practitioner needs. A second refresh occurred in 2019 

to further reduce the number of principles down to 14. This refresh also removed 

“digital” from the title of the standard to emphasise the importance of solving the 

whole user problem.  

Danish Government refreshed standards to reflect changes in strategic 
objectives: The Danish Government refreshed its standard in 2015 to align with 

the objectives articulated in newly released digital government strategy, shifting 

focus from “digital by default” to citizen centric service delivery. At this stage, the 

government released new design principles and started on their journey to build a 

common design system. Currently, the Danish digital service standard is under 

review with a focus on inclusivity and accessibility.  

New South Wales Government refreshed standards to better meet design 
team needs: NSW Government completed Beta testing of its standard in 2019, 

which generated feedback on usability of the standards. Based on the findings 

from Beta testing, the standard was published in two separate formats to meet the 

needs of different audiences—a holistic view of principles for policymakers, 

executives and communications professionals and a project checklist view for 

product managers and delivery teams. In 2022, the standard was again refreshed 

to better serve practitioner needs by streamlining the principles, revising the 

structure to be more practical for day-to-day work and streamlining content to fit 

more seamlessly into existing processes. 
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Refreshes to the standards and principles themselves are often centrally driven, with 

dedicated teams managing reviews, consultations, and the resulting changes. However, 

some jurisdictions leverage a de-centralised model to update and maintain the standard 

and supporting components. For example:  

• Principles, guides, and manuals are most commonly maintained by a central team, 

but the United States and Ontario use GitHub to solicit input from the broader 

community. Public input is then reviewed and approved by government before being 

integrated.  

• The Victorian Government’s Digital Guides are developed, owned and updated by 

its CoPs rather than a central team. Design systems, on the other hand, are 

typically open source or community driven, allowing for more frequent updates and 

distribution of resource utlisation.  

Figure 18 below illustrates three common models for maintenance and ownership of 

standards, guides and design systems.  

Figure 18: Benchmarking of ownership models for digital service standard components 
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One potential model for ownership of the digital service standard components is 

depicted in Figure 19. In practice, this model might comprise of the following 

approaches:   

1. Principles: centrally owned and maintained with significant input from WofG 

stakeholders through broad consultation; principles reviewed every 2-3 years on a 

regular cadence to align with broader refreshes to the digital strategy and account 

for any major shifts in government and stakeholder needs. 

2. Guides and Manuals: WofG community driven, leveraging expertise from 

government practitioners with potential to also incorporate input from industry and 

private sector experts; materials continuously updated to reflect the latest 

advancements in digital service delivery. 

3. Design Systems: WofG community driven, leveraging expertise from government 

practitioners and design experts, with potential to solicit feedback from the broader 

community of design experts outside of government through open-source platforms 

(e.g. GitHub). Design systems continuously updated to keep templates and patterns 

useful and relevant and to fix bugs as they appear.  

Figure 19: Degree of centralisation for ownership of standards components 

 

Expert interviews suggest that this model could deliver benefits with respect to 

overcoming resource constraints, in that it distributes the workload across WofG rather 

than relying solely on a central team. The approach could also generate greater buy-in, 

ownership, awareness and adoption of the standard and supporting components and 

create confidence in the content by incorporating collective expertise and peer review. 

This approach can also enable more frequent updates to ensure continuous alignment 

to best practices and rapid adaptation to meet changing agency and practitioner needs 

(e.g. due to rapid advancements in technology 
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Measuring effectiveness 
Analysis of research and interviews determined that few governments have robust 

methodologies in place to measure the effectiveness of the standards. Generally, this 

was regarded as a challenge, as there is no clear proxy which isolates the impact of the 

standard. Metrics such as customer satisfaction, digital take-up and digital service 

indices are influenced by a number of other factors.  

Instead, most jurisdictions currently rely on informal feedback, formal surveys and basic 

indicators such as number of page visits or downloads of materials to measure the 

effectiveness of standards:  

 

Victorian Government: Leverages ongoing discussions within CoPs to 

provide a continual feedback loop and an understanding of how the 

standard is being used and which parts are most effective. In addition, the 

government conducts trainings on the standard and relevant service 

delivery topics, which are followed by surveys to collect feedback from the 

users of the standard. Indicators such as page views/downloads are also 

referenced to understand which digital guides are used most frequently. 

 

Danish Government: Currently planning a cross-government survey to 

determine if and how the standards and design system are being used. 

Review is specifically intended to understand the current degree of 

awareness and helpfulness to inform future updates. 

 

UK Government: Dedicated cross-government heads of profession 

convene CoPs that hold brainstorming sessions to elicit input and 

feedback on the standard, helping to identify gaps or areas for future 

development of content. These communities also use collaboration tools 

and forums (e.g. Slack) to informally gather feedback on content from the 

broader government community and users of the standards. 

 

Singapore Government: Centrally owned and managed WofG analytics 

platform provides capabilities to assess services against key requirements 

of the standard and provide technical scores and recommendations for 

improvement (e.g. accessibility score). Effectiveness of tool itself as a 

supporting component to standard is measured through comparison of 

assessment results before/after implementing recommendations. 
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Lessons Learned 
Review standards regularly: Establish a regular review cycle (e.g. every 2-3 years in 

alignment with digital strategy refreshes) and make updates to account for changes in 

digital maturity, technology, government strategic priorities, and practitioner needs. For 

example, the New South Wales Government has tested the usability of its standards 

with stakeholders and updated the structure and format several times to address 

practitioner needs.   

Avoid conducting refreshes in a silo: Centralise ownership of principles but consult 

widely during refreshes. Principles should be owned and managed by a central team 

but updated using input and feedback from the broader community through CoPs, 

surveys, collaboration platforms or formal consultation. 

Continuously improve supporting components: Guides, manuals and other tools 

should be seen as living artifacts that are continually updated to capture the latest 

advancements in service delivery   

Harness capacity and expertise from WofG community: Leverage the WofG 

community and external experts to build robustness into guides and materials and 

ensure that they align with capability needs. Use a distributed or open-source model for 

guides and design systems where practical.  

Measure effectiveness: Understand how the standard is being used and identify areas 

for improvement through basic indicators (e.g. page downloads, number of 

assessments completed) and formal and informal feedback. Leverage CoPs to provide 

an ongoing feedback loop and conduct regular surveys to inform refreshes.  
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8. Conclusion 
Research across the focus areas revealed several key findings which can be used to 

inform future updates to the DSS. 

Governments globally are designing their digital service standards and principles to 

signal change and target areas of lower digital maturity. Most standards set 

expectations for both ways of working and service delivery outcomes to cater for 

variability in WofG digital maturity. Research provides insight on themes to consider 

integrating into DTA’s DSS when it is refreshed. Findings also include opportunities to 

potentially de-emphasise some areas which may no longer be resonating or where 

modern ways of working are already being established across WofG.  

When designing standards to be used in service delivery, governments must determine 

which services are within the scope of the standard. Across jurisdictions researched, 

most apply standards to new or renewed (i.e. rebuilt or undergoing significant updates) 

informational and transactional services that are public facing. Many governments are 

expanding the scope of standards to also include internal employee-facing services, 

specifically those that are high impact, cross agency or connected to front-end services.   

While governments all have the common objective of driving compliance and adoption 

of their digital service standards, there are several approaches to achieving this goal. 

Three main archetypes can be used to define the various models for assessing and 

enforcing compliance to standards, each with pros and cons. These include standards 

which are centrally mandated and enforced, those that are centrally mandated, but not 

enforced, and those that are published as guidance only. The selection of approach to 

compliance is dependent on a jurisdiction’s culture and preferred levers for driving 

change, level of centralisation of delivery models, political trade-offs, availability of 

resources, and presence of powers to enforce consequences (e.g. funding controls, 

domain controls). Both approaches of enforcing mandates and publishing standards as 

guidance have potential to drive positive outcomes, but key success factors must be 

considered for each. When choosing the enforcement approach, it is critical that the 

necessary levers are in place to derive compliance. When publishing standards as 

guidance only, governments must provide support and enable teams to build the 

capabilities needed to deliver good services.  

Regardless of degree of enforcement used, all jurisdictions aim to drive compliance and 

adoption by making the standards useful through supporting components. Governments 
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can promote use of the standards by accompanying them with service manuals, 

playbooks, guides, reusable tools and design systems that people want to use because 

they help make their jobs easier. They can also increase compliance by building 

capabilities and enabling teams through the training and support that designers and 

developers need most to be successful. 

Increases in digital maturity have necessitated the move from early-stage educator to 

mature advisor to ensure the highest quality and consistency of services. Leading 

governments have invested significantly in enabling teams to use the standards by 

delivering training to increase digital capabilities, providing trusted advisory services to 

agencies, cultivating vibrant CoPs, and creating awareness of the standards and their 

value proposition for customers and government.  

Most jurisdictions researched use their digital service standards as a way to encourage 

teams to measure service delivery outcomes. Almost 80 per cent include a principle 

within their standards on measuring performance of services, and 90 per cent provide 

both recommended metrics for measurement and detailed guidance to support teams in 

the selection of additional metrics. Many also provide suggestions for ways to use the 

data collected to improve services moving forward. Often governments have 

recommended measurement of 4 core metrics: customer satisfaction, digital take-up, 

cost per transaction, and completion rate. Three government jurisdictions measure 

performance against core metrics at a whole-of-government level. Some also provide 

teams with access to WofG analytics platforms to enable more granular measurement 

and benchmarking of performance across WofG. 

Lessons learned indicate that standards should be refreshed regularly (e.g. every 2-3 

years) and supporting components should be continually maintained. Some jurisdictions 

are leveraging the broader government community to drive development and 

maintenance of guides, tools and other supporting components. While many 

jurisdictions are not formally measuring the effectiveness of their standards, many rely 

on formal and informal feedback (e.g. surveys and feedback from CoPs) and other 

basic indicators (e.g. page downloads, assessments completed) to understand how the 

standard is used.
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9. List of abbreviations 
Acronym Definition 

AGA Australian Government Architecture 

AUS Australian Commonwealth Government 

APS Australian Public Service 

BCG Boston Consulting Group 

CoP Communities of Practice 

DEN Danish Government 

DSS Australian Government Digital Service Standard 

DTA Australian Digital Transformation Agency 

FIN Finnish Government 

GER Federal Government of Germany 

Govt Government 

HCD Human Centered Design 

NSW State Government of New South Wales 

NZ New Zealand Government 

ONT Government of Ontario 

QLD State Government of Queensland 

SA State Government of South Australia 

SEO Search Engine Optimisation 

SIN Singapore Government 

UAE UAE Federal Government 

UK UK Government 

UK GDS United Kingdom Government Digital Service 

UNDP United Nations Development Programme 

US United States Federal Government 

USDS U.S. Digital Service 

VOC Voice of Customer 

VIC State Government of Victoria 

WA State Government of Western Australia 

WofG Whole-of-Government 
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Appendix A: Principles 
Figure 20: Comparison of Australian Govt DSS principles to other jurisdictions

 

Source: BCG research and analysis; relevant standards information and guidance published on agency websites as at 24 May 2023 (Australia, US, UK, Finland, Denmark, UAE, 

Singapore, New Zealand, UNDP, Ontario, Western Australia, South Australia , Queensland, New South Wales, Victoria); Germany Service Standard
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Figure 21: Digital service standard principles adopted across jurisdictions (1 of 2) 

 

Note: Australia, South Australia and Queensland included in total count but not shown. Source: BCG research and analysis; relevant standards information and guidance published on 

agency websites as at 24 May 2023 (US, UK, Finland, Denmark, UAE, Singapore, New Zealand, UNDP, Ontario, Western Australia, South Australia , Queensland, New South Wales, 

Victoria) 
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Figure 22: Digital service standard principles adopted across jurisdictions (2 of 2)  

Note: Australia, South Australia and Queensland included in total count but not shown. Source: BCG research and analysis; relevant standards information and guidance published on 

agency websites as at 24 May 2023 (US, UK, Finland, Denmark, UAE, Singapore, New Zealand, UNDP, Ontario, Western Australia, South Australia , Queensland, New South Wales, 

Victoria
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Australian Commonwealth Government 
Table 5: Australian Commonwealth Government 13 Digital Service Standard Principles 

# Principle 

1 Understand user needs 

2 Have a multidisciplinary team 

3 Agile and user centred process 

4 Understand tools and systems 

5 Make it secure 

6 Consistent and responsive design 

7 Use open standards and common platforms 

8 Make source code open 

9 Make it accessible 

10 Test the service 

11 Measure performance 

12 Don’t forget the non-digital experience 

13 Encourage everyone to use the digital service 

Source: DTA Digital Service Standards as at 24 May 2023  
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US Federal Government 
Table 6: US Federal Government Digital Services Playbook Principles 

# Principle 

1 Understand what people need 

2 Address the whole experience, from start to finish 

3 Make it simple and intuitive 

4 Build the service using agile and iterative practices 

5 Structure budgets and contracts to support delivery 

6 Assign one leader and hold that person accountable 

7 Bring in experienced teams 

8 Choose a modern technology stack 

9 Deploy in a flexible hosting environment 

10 Automate testing and deployments 

11 Manage security and privacy through reusable processes 

12 Use data to drive decisions 

13 Default to open 

Source: Digital Services Playbook as at 24 May 2023  

Rele
as

ed
 un

de
r F

OI A
ct

101



OFFICIAL: SENSITIVE 

Digital Service Standards and Measures Page 61 of 74 

 
UK Government 
Table 7: UK Service Standard Principles 

# Principle 

1 Understand users and their needs 

2 Solve a whole problem for users 

3 Provide a joined-up experience across all channels 

4 Make the service simple to use 

5 Make sure everyone can use the service 

6 Have a multidisciplinary team 

7 Use agile ways of working 

8 Iterate and improve frequently 

9 Create a secure service which protects users’ privacy 

10 Define what success looks like and publish performance data 

11 Choose the right tools and technology 

12 Make new source code open 

13 Use and contribute to open standards, common components and patterns 

14 Operate a reliable service 

Source: Service Standard as at 24 May 2023 

UAE Federal Government 
Table 8: UAE Federal Government Customer and Digital Government Services Policy 

Principles 

# Principle 

1 Design easy and proactive government services 

2 Government entities should request for information one-time and follow laws and regulations on  
data sharing or exchange 

3 Government agencies should provide all their digital services through the unified  
digital platform 

4 Government entities should raise awareness and promote their shared digital services and  
bundles to ensure their use 

Source: Digital Customer and Digital Government Service Policy as at 24 May 2023 
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Finnish Government 
Table 9: Finnish Government Principles of Digitalisation 

# Principle 

1 We will provide services based on customers’ needs 

2 We will cut unnecessary red tape 

3 We will build easy-to-use and secure services 

4 We will produce benefits for our customers quickly 

5 We will also serve in case of disruptions 

6 We will ask for new information only once 

7 We will make full use of the existing public and private online services 

8 We will provide open data, open access to information and open interfaces for businesses and citizens 

9 We will designate an owner for every service and its implementation 

Source: Principles of Digitalisation as at 24 May 2023 

 

German Government 
Table 10: German Government User Experience Portal Guide Principles 

# Principle 

1 Start with the user need 

2 One for all and less is more 

3 Decide based on data 

4 Making things easy is hard work 

5 Context of the use comes first, not device 

6 Be consistent but not uniform 

Source: User Experience Portal Guide version 1.0 (no longer published on agency website)  
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Danish Government 
Table 11: Danish Government Common Requirements for Digital Services 

# Principle 

1 Early user involvement 

2 Language 

3 Conventions for flow and functionality 

4 Field validation 

5 Personalisation 

6 Support for operating systems and browsers 

7 Support of screen sizes 

8 Pass the joint public user test 

9 Collection of knowledge about users' use of digital solutions 

10 Use of infrastructure components and other components  

11 Reuse of data sources 

12 Compliance with agreed architectural standards 

13 Solutions that must be on borger.dk and Virk must comply with the portals' common design systems 
and integration process. 

Table 12: Danish Government Common Requirements for Digital Services – External 

Requirements 

# Requirement 

1 The Administration Act 

2 Security Legislation 

3 Single Digital Gateway (YourEurope Portal) 

4 Connection to Danish eID-Gateway 

5 Web Accessibility 

Source: Common Requirements for Digital Services as at 24 May 2023 
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Singapore Government 
Table 13: Singapore Digital Service Standards Principles 

# Principle 

1 To stay relevant and effective with changes in user needs and technology, digital services shall be 
reviewed at least once every three years and terminated as soon as they are irrelevant or ineffective 

2 To reduce duplication and wastage of resources, mobile applications shall be implemented only if the 
same objectives cannot be met with web-based digital services 

3 To avoid being seen as endorsing products or services of private-sector organisations, digital services 
shall display only content that is owned by, or under the control of, Agency or other Agencies. The 
digital service shall indicate clearly if the Agency has partial or full ownership of the content 

4 To help the public identify legitimate government digital services and to enable Agencies to streamline 
their websites, a single website with gov.sg domain shall be used for each Agency (e.g. 
www.agency.gov.sg), except for Agencies in the area of education which may use the.edu.sg domain 

5 To allow individuals and business to transact with the Government digitally from start to finish, digital 
services shall provide end-to-end services (except for those with physical or legal restrictions) including 
digital alternatives to wet ink signatures 

6 To ensure that individuals and businesses can easily interact with the Government digitally, digital 
services must be well-designed to be: 
1. Intuitive and usable: 

• Identify, access and navigate a service easily 
• Track and monitor transactions more efficiently 
• Complete a transaction or interaction more effortlessly 

2. Accessible and inclusive: 
• Perceivable: Ensure contents are available in forms such as speech, large print, or 

Braille 
• Operable: Ensure functions are accessible through a keyboard, mouse or other assistive 

devices 
• Understandable: Clear, concise content that avoids jargon 
• Robust: Service can be accessed across devices 

3. Relevant to the needs of users and provide a consistent experience across the Government 
• Adopt common design elements such as a standard masthead for a consistent user 

experience 
• Conduct regular reviews to ensure contents and services are up to date 
• Provide clear and relevant content 

Source: Design Principles as at 24 May 2023 
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New Zealand Government 
Table 14: NZ Government Digital Service Design Standards Principles 

# Principle 

1 Identify your users and understand their ongoing needs 

2 Be clear about what you are trying to change and why 

3 Integrate security and privacy proportionate to risk from the outset 

4 Be inclusive, and provide ethical and equitable services 

5 Design and resource for the full lifetime of the service 

6 Create and empower an interdisciplinary team 

7 Work in the open 

8 Collaborate widely, reuse and enable reuse by others 

9 Design for our unique constitutional and cultural environment 

10 Use digital technologies to enhance service delivery 

11 Be a good data and information steward 

12 Be transparent and accountable to the public 

Source: Digital Services Design Standard as at 24 May 2023 
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UN Development Programme (UNDP) 
Table 15: UNDP Digital Standards Principles 

# Principle 

1 Plan for the long term  

2 Default to open 

3 Follow The UNDP Data Principles 

4 Measure what matters 

5 Form the right team 

6 Do no harm 

7 (Perhaps) Don’t build it 

8 Test early and often 

9 Bridge the digital divide 

10 Start with the need 

Source: UNDP Digital Standards as at 24 May 2023  
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Government of Ontario 
Table 16: Government of Ontario Digital Service Standard Principles 

# Principle 

1 Understand users and their needs 

2 Establish the right team 

3 Be consistent 

4 Design the service from start to finish 

5 Ensure users succeed the first time 

6 Test the end-to-end service 

7 Make it accessible and inclusive 

8 Be agile and user centred 

9 Use open standards and common platforms 

10 Embed privacy and security by design 

11 Support those who need it 

12 Measure performance 

13 Be good data stewards 

Table 17: Government of Ontario Design System Principles 

# Principle 

1 Understand users and their needs 

2 Only include elements that have a purpose 

3 Be consistent 

4 Design for everyone 

5 Ensure users succeed the first time 

6 Start simple 

7 Continually test and improve – even after launch 

Source: Digital Service Standard, Design System as at 24 May 2023 
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Western Australian Government 
Table 18: WA Government Digital Service Design Standard Principles 

# Principle 

1 Start with needs: user needs, not government needs 

2 Do less 

3 Design with data 

4 Do the hard work to make it simple 

5 Iterate. Then iterate again. 

6 This is for everyone 

7 Understand context 

8 Build digital services, not websites 

9 Be consistent, not uniform 

10 Make things open: it makes things better 

11 Take a one government approach 

Source: Digital Service Design Principles as at 24 May 2023 

New South Wales Government 
Table 19: NSW Government Design Standard Principles 

# Principle 

1 Work in a flexible, iterative way 

2 Plan and protect users’ privacy 

3 Look to reuse and make reusable 

4 Make it safe and secure from the start 

5 Measure and improve, don’t spin up and drop 

6 Have a multidisciplinary team 

7 Build in the open 

8 Make it for everyone 

9 Choose the right tech and tools 

10 Deliver outcomes for customers, before solutions for government 

Source: Design Standards as at 24 May 2023 
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Queensland Government 
Table 20: QLD Government of Digital Service Standard Principles 

# Principle 

1 Understand user needs 

2 Have a sustainable multidisciplinary team 

3 Use agile and customer-centred processes 

4 Understand the tools and systems required 

5 Make digital services secure 

6 Build consistent and responsive design 

7 Use open standards and/or common platforms  

8 Make source code open by default 

9 Make digital services accessible 

10 Test the digital service 

11 Measure the performance and improve 

12 Don't forget the non-digital experience 

13 Encourage a shift to the digital channel 

Source: Digital Service Standard as at 24 May 2023 
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Victorian Government 
Table 21: Victorian Government Digital Design Principles 

# Principle 

1 Easy to use: Make digital the first choice for our customers 

2 Simple: Leads directly to the most used services and information 

3 Available: 24/7 access 

4 Useful: Designed to solve problems 

5 Consistent: Works the same way for common functions, like data collection 

6 Joined together: Integrated between agencies 

7 Mobile: Designed for mobile and tablet first 

8 Complete: Support customers to complete activities online, without manual steps 

9 Clear: Use clear, active language 

10 Fast: Quick to submit, and provide an efficient end-to-end service 

11 Aware of history: Able to provide a record of past interactions where appropriate 

12 Aware of user: Able to use known information from previous interactions with government 

Table 22: Victorian Government Design Principles 

# Principle 

1 Focus on the customer 

2 Solve the right problem 

3 Make it simple 

4 Build on the standard 

5 Progress over perfection 

6 Trusted by design 

7 Connect and partner 

8 Innovate with purpose 

Source: Digital Design Principles; Design Principles as at 24 May 2023 
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Appendix B: Structure 
Figure 23: Singapore's standard is structured around outcome-focused principles, supported by output requirements
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Figure 24: NSW Design Standard's structure provides guidance for each principle, mainly focused on inputs, process and outputs 
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Figure 25: New Zealand's Digital Services Design Standard covers both process and outcomes through a clear, repeatable structure 
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Figure 26: Victorian Government's Digital Design Principles are supported by detailed guides and standards 
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Official: Sensitive 

Official: Sensitive 

• What exactly does the exemption mean, 
is it merely a deadline extension? 

 taken  
(Via comment on slide 6) ‘clarify your objectives’ – 
may want to clarify what our definitions of success 
are for the service  

No action taken  We consider this is incorporated as part of 
criteria 9 and 10. We also note that the DSS 
should not be applied in a linear way and 
therefore it will be applied consistently 
throughout the project lifecycle. We will make 
sure the guidance reflects this.  

(Via comment on slide 6) ‘Do you understand the 
policy lever this service is trying to address? The 
impact to the citizen?’ 

Added policy as part of the following dot point: 
 
Understand how your service supports delivery 
of policy and strategic government initiatives 
such as the Data and Digital Government 
Strategy.  

Agreed. We have updated the text accordingly.  

(Via comment on slide 6) If we are removing the 
'Don’t forget the non-digital experience' should we 
be encouraging at this stage to also identify how 
the service can be accessed outside of the scope of 
digital to keep the services in alignment at least? 

Added a dot point to refer back to Services 
Australia’s Customer Experience Standard.  
 
Consider the non-digital experience through 
Service Australia’s Customer Experience 
Standard 

We have been working with Services Australia 
on their multi-channel Customer Experience 
Standard, so have referred to this as the 
appropriate angle for considering the non-
digital experience.  

(Via comment on slide 7) – There is a train of 
thought around Personas being dead, and a shift to 
mindsets. May be worth considering if we want to 
articulate that explicitly. 
 
https://www.nsw.gov.au/onecx/blog/designing-
content-for-customer-mindsets 
 
https://govservicedesign.net/programme/mindsets-
vs-personas 
 

No action taken We do not have a lot of detail about this 
concept. Lisa will reach out to Andrew to discuss 
further.  
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https://codefor.ca/blog/goodbye-personas-how-
mindsets-can-help-you-build-empathy-and-reduce-
bias 
(Via comment on slide 8) It may be also worth 
around digital inclusivity also around bandwidth, 
device (mobile vs desktop), connectivity (poor or 
sporadic internet availability) 

Updated to incorporate language from the 
DDGS around digital inclusion on Slide 8.   
 
Consider the non-digital experience through 
Service Australia’s Customer Experience 
Standard 

We have been working with Services Australia 
on their multi-channel Customer Experience 
Standard, so have referred to this as the 
appropriate angle for considering the non-
digital experience and those with poor 
connectivity. 

(Via comment on slide 8) Should we call out explicit 
standards such as the Flesch-Kincaid readability 
test, and factor that into the AGA as a standard? 

Have included a reference to the Australian 
Government Style Manual.  
 
Use plain English to support people to 
understand what they need to do, through the 
Australian Government Style Manual. 

We have referred back to the Australian 
Government Style Manual to support alignment 
with Government requirements. We could 
connect to the other resources mentioned in 
the criteria’s resource section (once built out).   

(Via comment on slide 9) - Would we also activity 
encourage engagement with states and local for a 
true-joined up experience? So 'For Bonus Points - 
join up with the states!'  

Updated slide 9 to include: 
 
Consider how you can link-up with existing state 
and territory digital services, where appropriate. 

 

(Via comment on slide 9) - Not only ask for it once, 
but from the outside, architect what you must have, 
and what is nice to have. What will you do with the 
data from a cybersecurity perspective? Only use it 
for the transaction and then discard it? Keep it 
ongoing? Will you make that data available to other 
services or systems? 

No action taken.  We consider this is addressed in criteria 7.  

(Via comment on slide 9) - Also support 
interoperability between sharing common datasets 
(open data) 

Updated slide 9 to include: 

Encourage interoperability between sharing 
common datasets (open data). 

 

(Via comment on slide 10) – Should we be also 
encouraging to seek out during this stage what are 
the security requirements, or breach notification 

Updated slide 10 to  include the following dot 
point: 
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requirements? The Cybersecurity theme may not be 
strong enough in this message 

Consider the cyber security requirements 
needed to support your service.  

(Via comment on slide 11) - Are we actively 
dropping the making 'source code open by default' 
principle? Is there a reason that we arent 
encouraging the share-back approach? 

Noted.  Chris has highlighted a preference to move away 
from open source to open standards. It would 
be good to understand the two sides of this 
argument a bit further – we will schedule some 
time with you to discuss.   

(Via comment on slide 11) - Could we make this 
stronger to help understand at this point what the 
spectrum of reuse may be? The service they are 
designing could be anywhere on the spectrum of  
1. Re-use of documentation/process (business case, 
architecture, operating models, procurement 
approaches) 
2. Re-use of the system (make the system 
modular/configurable so that it is relatively easy to 
provide a copy of the service or solution to 
someone else to build upon/extend your solution or 
change it slightly) 
3. Is it a candidate for a white-label service (or 
components of your service)? What components 
could you white-label to allow others to use in real-
time also? (an API gateway to a service, a dataset). 
What costs or operating model should be 
considered? 
 
I think this is an important piece, as it really goes to 
re-use. Reuse doesn’t have to be the whole system, 
but we should try to articulate what parts could be 
re-used. 

Updated Slide 11 to include: 
 
Understand what processes or documentation 
could be re-used.  
 
 
 

  

(Via comment on slide 12) - Including data lifecycle 
and retention management. Do you need to store 
it? What is the risk of capturing it and being able to 

Updated slide 12 with the following dot point:  
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Organisation, personnel, collective training, major 
systems, supplies, facilities, support, command and 
management. Obviously not all relevant but they go 
to considering all elements of success are 
considered and not overlooked. A good example I 
have found was where a focus was on building a 
plane but everyone forgot about alterations to the 
runway. If you are joining up services they need to 
design in consideration for not only users but those 
integrating with the service. 
 
Design for everyone is implied but might need more 
detail 

Consider the fundamental inputs and 
integration required for your service.  

(Via comment in slide 8)- people may consider from 
only a UX perspective rather than a back-end 
perspective 

Noted.    

(Via comment in slide 9) - Can reference AGA on 
reusable technology 

No action taken.  This is reflected on slide 11 – criteria 6.  

(Via comment in slide 10)- There could be a missing 
piece around POCs and pilots to build trust through 
testing and design. smaller investments over large 
big bang approach that try's to do too much but 
then doesn't deliver. 

Noted.   We will build on this throughout the detailed 
DSS document and guidance.  

(Via comment in slide 12)- Consider adding in a 
reference to check AGA for the latest advice and 
guidance, 

No action taken.  We consider this is covered on slide 11 under 
criteria 6.  

(Via comment in slide 14)- Agree there should be 
something about establishing a what good looks 
like before you even start and understanding 
desired end state and mapping out how you PLAN 
to get there. Metrics should be set around success 
milestones ie if your not adding value along the way 

Noted.  While we understand your point, the DSS should 
not be applied in a linear way and therefore it 
will be applied consistently throughout the 
project lifecycle. We will make sure the 
guidance and detailed documentation reflects 
this. 
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https://www.accessibility.sa.gov.au/policy/south-
australian-government/online-accessibility-policy 
(Via comment on slide 5) - Working in State 
Government, this was the single point of failure for 
the old/current standard. The Digital Service 
Standard was quoted as a reason why internal 
solutions were not being made accessible (out of 
scope) when teams redevelop internal facing 
solutions such as intranets, learning management 
systems, records management etc. In general APS 
and State Gov staff are trying to do the right thing 
but just having the scope as public facing seems at 
odds with the quoted move to increase 
employment opportunities for people with 
disability in the APS (if internal solutions are not 
being made accessible, how are we going to attract 
and keep staff with visible and hidden disability?). 
 
For an example of internal facing see scope at: 
https://www.accessibility.sa.gov.au/policy/south-
australian-government/online-accessibility-policy 

Updated slide 5 to include the following dot 
point: 
 
Internal to government (staff facing) services, 
such as: 

• Intranets 
• Learning management systems 
• Records management system 

We may reach out to you to understand this one 
further and how we can build out the definition 
in the detailed DSS document.   

(Via comment in slide 5)- Why just ‘high volume’? 
Shouldn't this be setting the standard required 
from/expected by government for all digital 
channels whether public facing or staff facing? APS 
as the employer of choice etc. 
 
SAGOV experienced the same issue when 
redesigning their policies, when should the new 
policy apply, as in it's not feasible or realistic to 
retrofit existing/old solutions  
 

Noted. Updated to remove ‘high volume’ as 
language could be confused with ‘existing high 
volume services’.  
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deliver the product or service. Whether this takes 
on the old 'discover, alpha, beta, live' or possibly a 
re-arrangement of the 10 principles to articulate 
the importance of a staged approach. 
How are we considering the non-digital 
experience/channels? It's important to draw 
attention that digital or one channel is unlikely in 
any service and that designers, researcher and 
developers need to consider the integration to 
deliver a seamless experience. This should consider 
things like digital literacy or experience overlaps. 

Added a dot point to refer back to Services 
Australia’s Customer Experience Standard.  
 
Consider the non-digital experience through 
Service Australia’s Customer Experience 
Standard 

We have been working with Services Australia 
on their multi-channel Customer Experience 
Standard, so have referred to this as the 
appropriate angle for considering the non-
digital experience.  

Slide 7 - User researchers prefer "behavioural 
archetypes" or "user types" which may have been 
mentioned in slide 6 by other commenters. There is 
an ongoing debate in this space and the language 
may shift over time, but there is a preference for 
this language currently over "personas". The first 
article you provided to the group when seeking 
feedback also outlined the reasons for this 
language. 

Updated to include the below dot point: 
 
Identify your user groups and any behavioural 
archetypes that need consideration.  
 

 

Slide 18 - There are a number of external forums 
that this can be tested with.  This includes the “Data 
and Digital Professions members' community” run 
by APSC Digital Profession. 

Noted. We are running a session with the Digital 
Profession community in 2 weeks to take them 
through this.  

(Via email) It's worth considering how these 
guidelines will be used by non-government 
designers, researchers, product managers, and 
developers as a signpost for best practice.  It is 
extremely valuable to have something with gravitas 
to point to when you are working in the private 
sector.  To this end, it might be beneficial to reach 
out to private sector users for feedback about 
accessing the standard and any additional 

Noted. If you have any suggested private sector 
partners that we could engage with, we would 
appreciate you passing on their details.  Rele
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digital solution and the current users are not 
offered a digital option. It may need to be refined to 
guide the initial user consultation and exploration 
of available digital technologies to support user 
needs. Further, a point about involving users in the 
development, build, and testing of the initial design. 

Involve users in the development, build and 
testing of the service. 

should not be applied in a linear way, so 
agencies will be using it at different points.  

(Via email on slide 8)– this seems to overlap with 
the previous element and might need to consider 
the cultural diversity within the Australian citizen 
base. There are over 3 million migrants and about 
30% of citizens that were born overseas and English 
is not their first language (in some regions up to 
60% of citizens are born overseas). In addition, 
there are different levels of digital literacy, provision 
of internet connectivity, and barriers to access such 
as those with disabilities, and other vulnerable 
groups within the population  (e.g., prisoners, 
domestic violence, refugees, etc.). 

Noted.  Based on feedback from stakeholders, we 
consider that it is important to keep criteria 2 
and 3 separate. Criteria 3 is very much about 
increasing accessibility and inclusion in digital 
services. In the detailed DSS documentation, we 
will be sure to draw out the differences 
between 2 and 3 in a more clear way.  

(Via email on slide 9)– the more commonly used 
digital systems term could be ‘connected’ rather 
than ‘joined-up’. An issue that is often raised 
around connected services is the limitations of 
citizen consent and the obligations under the 
Privacy Act, especially in relation to the use of 
personal or sensitive information. 

Updated criteria 4 to reflect the DDGS language 
of ‘connected’. 

 

(Via email on slide 10)– it may be beneficial to 
consider the selection of providers and their sub-
contractors within this element. It could also be 
helpful to reference alignment with the whole-of-
government Hosting Strategy and compliance with 
the Hosting Certification Framework requirements 
for providers that host government data. In 
addition, a point about budgeting to seek expert 

Updated slide 10 to include the following dot 
point: 
 
Understand how your service will align to the 
Whole of Government Hosting Strategy and the 
Hosting Certification Framework.  
 

We will build out the broader guidance on this 
as part of the detailed DSS document.  Rele
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advice for the legal, security, and other aspects of 
the design. Another important consideration could 
be having a mechanism for users to report bugs, 
security issues, lodge a compliant and escalate, if 
needed. 
(Via email on slide 11)– I’m not sure if using an & 
and dropping the ‘of’ is appropriate for a standard. 
There are digital government systems that are used 
by Australian citizens located offshore (e.g., DFAT, 
Defence, born overseas, on holiday) It could be 
good to add a point about any relevant 
international standards and requirements such as 
the need to process international payments. 
Another consideration is sector specific standards 
and patterns such as the Fast Healthcare 
Interoperability Resources (FHIR) standard for 
exchanging digital health data for use in a variety of 
settings and systems. 

Noted. We will build out the broader guidance on this 
as part of the detailed DSS document.  

(Via email on slide 12)– some data has legislated 
retention obligations that may need to be 
considered, such as those within the National 
Archives Act. There are also requirements under the 
Privacy Act that may need to be considered around 
the collection, use and storage of different types of 
information. Some specific uses and sectors have 
additional ethical and legal obligations such as 
ethics for medical research or specific legislation for 
systems such as the My Health Record Act and 
Rules. 

Noted.  We will build out the broader guidance on this 
as part of the detailed DSS document.  

(Via email on slide 13)– perhaps another 
consideration is the need to balance the use of new 
technology with the rate of user adoption, user 
expectations and perceptions (may not want the 

Updated slide 13 to include the following dot 
point: 
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government to be leading edge)  and trust of the 
technology. It also requires funding a significant 
change management effort to train citizen or APS 
users. 

Understand the rate of adoption of new 
technologies and if users would want to see it in 
a government service. 
 

(Via email on slide 14)– it may be relevant to refer 
to the whole-of-government Digital and ICT Benefits 
Management Policy, noting that it is voluntary but 
offers policy standards, assessment criteria and 
guidance on measuring the benefits of a new digital 
solution. Another consideration would be 
transparent reporting of the appropriate 
measurements of the success and user satisfaction 
with the solution. The Benefits Management Policy 
could also be flagged in the first element ‘clarify 
your objectives’ as best practice is to consider the 
metrics that will be used and/or reported to 
demonstrate the objectives have been achieved. 

Updated slide 14 to include the following dot 
point: 
 
Consider and apply the Whole of Government 
Digital and ICT Benefit Management Policy  

We consider that the transparency piece fits 
best in criteria 10 (as it currently sits).  

(Via email on slide 15)– it could be valuable to 
consider a broad range of stakeholder and user 
feedback for continuous improvement. For 
example, global trends, consultation across 
government with service owners of similar 
solutions, following online relevant technical and 
user forums, etc. I suggest the regular user research 
and observations point may belong here too. the 
service owner may also want to understand and 
schedule regular meetings with providers to have 
input into the technology roadmap for the solution. 
For example, what are the technology providers 
plans to improve or release new versions and what 
is the duration of the support for the version in use. 
Another consideration may be incorporating a 

Noted. We consider this is included as part of criteria 2. 
We will be sure to link back to it as part of the 
more detailed DSS document.  

Rele
as

ed
 un

de
r F

OI A
ct

132



 

 

Official: Sensitive 

Official: Sensitive 

mechanism for users to provide immediate 
feedback on the user experience. 
(Via email) Does the proposed scope of the new 
Digital Service Standard meet your expectations? 
What is your overall impression of the proposed 
scope of the Digital Services Standard? 
The draft has a good coverage of the generic scope 
of a new digital service. There are some 
opportunities for minor refinements that are 
outlined above. I also agree with the comments 
Andrew Morrison has added to the slide deck. I’m 
not an expert on usability and accessibility 
standards that have been referenced by Cliff 
Edwards. 

Noted. Have updated accordingly.  

(Via email) Do any statements stand out more than 
others? I was a bit unsure of the difference 
between ‘understand user needs’ and ‘design for 
everyone’. 

Noted.  As highlighted above, based on feedback from 
stakeholders, we consider that it is important to 
keep criteria 2 and 3 separate. Criteria 3 is very 
much about increasing accessibility and 
inclusion in digital services. In the detailed DSS 
documentation, we will be sure to draw out the 
differences between 2 and 3 in a clearer way.  

(Via email) Are any statements obsolete/ 
redundant? Which, if any, statement may be 
obsolete or redundant? 
I wonder if the ‘Understand User Needs’ and ‘ 
Design for Everyone’ statements could be 
combined. 

Noted As above.  

(Via email) Are any statements unattainable? 
Which, if any, statements are unattainable? 
I’m not sure if all service owners would have 
sufficient and current data to make ‘data-driven 
decisions”. Perhaps ‘evidence-based decisions’ 
could more achievable. 

Noted. We will consider this as we build out the 
detailed DSS documentation and guidance.  
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(Via email) Is there anything that you think that we 
have missed? What’s missing? 
I think there are other Australian and International 
standards, policies, and frameworks that could be 
relevant (see above). Some guidance on considering 
sector-specific requirements may also be helpful. 
There are also government targets for SME, Net 
Zero Emissions, Indigenous Participation, etc. that 
may need to be factored into the Standard. 

Noted. We will incorporate these as part of the detailed 
DSS documentation.  

(Via email) Is there anything that you consider 
needs more emphasis in the Standard? What needs 
more emphasis? 
Its not entirely clear if the use of the Standard is 
mandatory and if any reporting, assurance checks, 
etc. may be required. 

Updated slide 3 to include the following dot 
point: 
 
Better enforce the use of the Standard across 
agencies.  

 

(Via email) How could we enforce the DSS to ensure 
it meets its intended purpose? 
In addition to the answer to the question above, I 
wonder if the approach required to foster use of 
the Standard is enforcement or education and 
awareness through the provision of additional 
guidance materials such as templates, links, 
resources, etc. 

Noted. We are currently putting together a list of 
guidance materials and resources that we can 
connect agencies to. We would love any 
suggestions you may have in this space. 

(Via email) Could anything be done to improve/ 
drive sentiment/ commitment? What could be 
done to improve or drive sentiment and 
commitment to the applying the Standard? 
There are only two resources referenced at the start 
of this presentation and both are non-government 
sources. I’m not sure if this is demonstrating 
sufficient research and consultation was conducted 
to develop/improve this version of the Standard. It 
could be good to state the problem that this version 

Noted. This is an early draft and we have a plan to 
engage heavily across government over the 
coming months commencing week of 14 
August. We have also already commenced 
informal engagement with agencies.  Rele
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this argument a bit further – we will schedule 
some time with you to discuss.   

(Via email) The team is keen to see how the 
underlying execution, processes and assessment 
will work.  DSS is currently considered as part of the 
existing DCAP processes so this will result in some 
changes in this space. 

Noted.  We will continue to engage with you over the 
coming months about how we can support the 
Contestability role and what guidance is 
required.  

(Via email) As communicated in the session, 
Agencies routinely express concern with the 
quantity of data the DTA already asks for as part of 
Wave and other data collection mechanisms. 

Noted. We are looking into how we can reuse existing 
data collection mechanisms to reduce burden 
on agencies. We would be interest in discussing 
this further with you to understand where the 
pain points are.  

(Via email) The DSS content aligns with the AGA in 
specific areas such as re-use, so it is worth noting 
that Contestability is working with the AGA team to 
align processes and understand the re-use mandate 
and its enforceability.  Our interest is in ensuring 
that agencies are consulted, aware of their 
obligations, and are provided with sufficient tools to 
successfully comply.  This extends to understanding 
Contestability’s’ role in any assessment or 
enforcement activities. 

Noted.  We will continue to engage with you over the 
coming months about how we can support the 
Contestability role and what guidance is 
required. 
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OVERVIEW:
VULNERABLE BY DESIGN 
Technology is integrated into nearly every facet of daily life, as internet-facing systems 
increasingly connect us to critical systems that directly impact our economic prosperity, 
livelihoods, and even health, ranging from personal identity management to medical care. 
One example of the disadvantage of such conveniences are the global cyber breaches 
resulting in hospitals canceling surgeries and diverting patient care. Insecure technology 
and vulnerabilities in critical systems may invite malicious cyber intrusions, leading to 
potential safety1 risks.
As a result, it is crucial for software manufacturers to make secure by design and secure 
by default the focal points of product design and development processes. Some vendors 
have made great strides driving the industry forward in software assurance, while others 
continue to lag behind. The authoring organizations strongly encourage every technology 
manufacturer to build their products based on reducing the burden of cybersecurity on 
customers, including preventing them from having to constantly perform monitoring, 
routine updates, and damage control on their systems to mitigate cyber intrusions. We 
also urge the software manufacturers to build their products in a way that facilitates 
automation of configuration, monitoring, and routine updates. Manufacturers are 
encouraged to take ownership of improving the security outcomes of their customers. 
Historically, software manufacturers have relied on fixing vulnerabilities found after the 
customers have deployed the products, requiring the customers to apply those patches 
at their own expense. Only by incorporating secure by design practices will we break the 
vicious cycle of constantly creating and applying fixes. Note: The term “secure by design” 
encompasses both secure by design and secure by default.
To accomplish this high standard of software security, the authoring organizations 
encourage manufacturers to prioritize the integration of product security as a critical 
prerequisite to features and speed to market. Over time, engineering teams will be able 
to establish a new steady-state rhythm where security is truly designed-in and takes less 
effort to maintain.
Reflecting this perspective, the European Union reinforces the importance of product 
security in the Cyber Resilience Act, emphasizing that manufacturers should implement 
security throughout a product‘s life-cycle in order to prevent manufacturers from 
introducing vulnerable products into the market.

1 �The authoring organizations recognize that the term “safety” has multiple meanings depending on the context. For the purposes 
of this guide, “safety” will refer to raising technology security standards to protect customers from malicious cyber activity.
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To create a future where technology and associated products are safer for customers, 
the authoring organizations urge manufacturers to revamp their design and development 
programs to only permit the shipping of products secure by design and default. Well 
before development, products that are secure by design are conceptualized with the 
security of customers as a core business goal, not just a technical feature. Secure by 
design products start with that goal before development starts. Existing products can 
evolve to a secure by design state over multiple iterations. Secure by default products 
are those that are secure to use “out of the box” with little to no configuration changes 
necessary, and security features available without additional cost. Together, these 
two philosophies move much of the burden of staying secure to manufacturers and 
reduce the chances that customers will fall victim to security incidents resulting from 
misconfigurations, insufficiently fast customer patching, or many other common issues.

The Cybersecurity and Infrastructure Security Agency (CISA), National Security Agency 
(NSA), Federal Bureau of Investigation (FBI) and the following international partners2  
provide the recommendations in this guide as a roadmap for software manufacturers to 
ensure security of their products:

	» Australian Cyber Security Centre (ACSC)

	» Canadian Centre for Cyber Security (CCCS)

	» United Kingdom’s National Cyber Security Centre (NCSC-UK)

	» Germany’s Federal Office for Information Security (BSI)

	» Netherlands’ National Cyber Security Centre (NCSC-NL)

	» Norway’s National Cyber Security Center (NCSC-NO)

	» Computer Emergency Response Team New Zealand (CERT NZ) and New Zealand’s National 
Cyber Security Centre (NCSC-NZ)

	» Korea Internet & Security Agency (KISA)

	» Israel’s National Cyber Directorate (INCD)

	» Japan’s National Center of Incident Readiness and Strategy for Cybersecurity (NISC) and 
Japan Computer Emergency Response Team Coordination Center (JPCERT/CC)

	» OAS/CICTE Network of Government Cyber Incident Response Teams (CSIRT) Americas 

	» Cyber Security Agency of Singapore (CSA)

	» Czech Republic’s National Cyber and Information Security Agency (NÚKIB)

The authoring organizations recognize the contributions by many private sector partners 
in advancing security by design and security by default. This product is intended to 
progress an international conversation about key priorities, investments, and decisions 
necessary to achieve a future where technology is safe, secure, and resilient by design 
and default. To that end, the authoring organizations seek feedback on this product from 
interested parties and intend to convene a series of listening sessions to further refine, 
specify, and advance our guidance to achieve our shared goals.

For more information on the importance of product safety, see CISA’s article, The Cost of 
Unsafe Technology and What We Can Do About It.

2 �Hereafter referred to as the “authoring organizations.”
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The initial publication of this report generated a significant amount of conversation within 
the software industry. Daily news of organizations and individuals being compromised 
highlights the need for more conversation regarding how to address chronic and systemic 
problems in software products.

After the release in April 2023, the authoring organizations (henceforth referred to as “we” 
and “our”) received thoughtful feedback from hundreds of individuals, companies, and 
trade associations. The most common request in the feedback was to provide more detail 
on the three principles as they apply to both software manufacturers and their customers. 
In this document, we expand on the original report and touch on other themes such as 
manufacturer and customer size, customer maturity, and the scope of the principles.

Software is everywhere and no single report will be able to adequately cover the entire 
range of software systems, development of software products, customer deployment and 
maintenance, and integration with other systems. For guidance below that does not clearly 
map to a particular environment, we look forward to hearing from the community how the 
practices described in this paper led to particular security improvements.

This report applies to manufacturers of artificial intelligence (AI) software systems and 
models as well. While they might differ from traditional forms of software, fundamental 
security practices still apply to AI systems and models. Some secure by design practices 
may need modification to account for AI-specific considerations, but the three overarching 
secure by design principles apply to all AI systems.

We recognize that transforming a software development lifecycle (SDLC) to align with 
these secure by design principles is not a simple task and may take time. Further, smaller 
software manufacturers may struggle to implement many of these suggestions. We believe 
that the software industry needs to make widely available the tools and procedures that 
make products safer. As more people and organizations focus their attention on software 
security improvements, we believe there is room for innovations that will narrow the gap 
between larger and smaller software manufacturers to the benefit of all customers. 

This update to the original secure by design report is part of our commitment to build 
partnerships with the many interconnected stakeholder communities that underpin 
our technological ecosystem. It is the result of feedback from many parts of that 
ecosystem, and we will continue to listen and learn from perspectives. Although there 
are many challenges ahead, we are incredibly optimistic as we learn more about people 
and organizations that have  already adopted a secure by design philosophy, often with 
success.

WHAT’S NEW 

TLP:CLEAR
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HOW TO USE THIS DOCUMENT
 
We urge software manufacturers to adhere to the principles within this 
document. Software manufacturers can demonstrate their commitment by 
publicly documenting their actions taken, in line with the steps listed below. 
We encourage software manufacturers to find tactics that meet the spirit of 
these principles and to create artifacts that will build a compelling case to even 
skeptical current and potential customers that they are embodying the secure 
by design philosophy.
In addition to actions software manufacturers should take, customers can 
also leverage this document. Companies buying software should ask hard 
questions of their vendors, drawing inspiration from the examples of adhering 
to the principles listed in this document. In doing so, customers can help to 
shift the market towards products that are more secure by design. An example 
of questions customers can ask of vendors is given in CISA’s Guidance for K-12 
Technology Acquisitions.
We encourage enterprise customers to incorporate these practices into 
procurement processes, vendor due diligence assessments, enterprise 
risk acceptance decisions, and other steps taken when evaluating vendors. 
Customers should also push their vendors to publicly document the secure by 
design actions each vendor takes. Collectively, this can create a strong demand 
signal for security, which can encourage and enable software manufacturers to 
take steps towards greater security. In other words, just as we seek to create a 
pervasive secure by design philosophy within software manufacturers, we need 
to create a “secure by demand” culture with their customers.
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n “Secure by design” means that technology products are built in a way 
that reasonably protects against malicious cyber actors successfully 
gaining access to devices, data, and connected infrastructure. Software 
manufacturers should perform a risk assessment to identify and enumerate 
prevalent cyber threats to critical systems, and then include protections in 
product blueprints that account for the evolving cyber threat landscape.

Secure information technology (IT) development practices and multiple 
layers of defense— known as defense-in-depth—are also recommended 
to prevent malicious actors from compromising systems or obtaining 
unauthorized access to sensitive data. The authoring organizations further 
recommend manufacturers use a tailored threat model during the product 
development stage to address all potential threats to a system and account 
for each system’s deployment process.

The authoring organizations urge manufacturers to take a holistic security 
approach for their products and platforms. Secure by design development 
requires the strategic investment of dedicated resources by software 
manufacturers at each layer of the product design and development 
process that cannot be “bolted on” later. It requires strong leadership by 
the manufacturer’s top business executives to make security a business 
priority, not just a technical feature. This collaboration between business 
leaders and technical teams extends from the preliminary stages of design 
and development, through customer deployment and maintenance. 
Manufacturers are encouraged to make hard tradeoffs and investments, 
including those that will be “invisible” to the customers (e.g., migrating to 
programming languages that eliminate widespread vulnerabilities). They 
should prioritize the features, mechanisms, and implementation of tools 
that protect customers rather than product features that seem appealing 
but enlarge the attack surface.

There is no single solution to end the persistent threat of malicious 
cyber actors exploiting technology vulnerabilities, and products that are 
“secure by design” will continue to suffer vulnerabilities; however, a large 
set of vulnerabilities are due to a relatively small subset of root causes. 
Manufacturers should develop written roadmaps to align their existing 
product portfolios with more secure by design practices, ensuring to only 
deviate in exceptional situations.

The authoring organizations acknowledge that taking ownership of the 
security outcomes for customers and ensuring this level of customer 
security may increase development costs. However, investing in secure 
by design practices while developing innovative technology products and 
maintaining existing ones can substantially improve the security posture 
of customers and reduce the likelihood of compromise. Secure by design 
principles not only strengthen the security posture for customers and 
brand reputation for developers but the practice also lowers maintenance 
and patching costs for manufacturers in the long term.

The Recommendations for Software Manufacturers section listed 
below provides a list of product development practices and policies for 
manufacturers to consider.

TLP:CLEAR
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RECOMMENDATIONS FOR SOFTWARE MANUFACTURERS
This joint guide provides recommendations to manufacturers for developing 
a written roadmap to implement and ensure IT security. The authoring 
organizations recommend software manufacturers implement the strategies 
outlined in the sections below to take ownership of the security outcomes of 
their customers through secure by design and default principles.

“Secure by default” means products are resilient against prevalent 
exploitation techniques out of the box without added charge. These 
products protect against the most prevalent threats and vulnerabilities 
without end-users having to take additional steps to secure them. Secure 
by default products are designed to make customers acutely aware that 
when they deviate from safe defaults, they are increasing the likelihood 
of compromise unless they implement additional compensatory controls. 
Secure by default is a form of secure by design.

	» A secure configuration should be the default baseline. Secure by default 
products automatically enable the most important security controls 
needed to protect enterprises from malicious cyber actors, as well as 
supply the ability to use and further configure security controls at no 
additional cost.

	» The complexity of security configuration should not be a customer problem. 
Organizational IT staff are frequently overloaded with security and 
operational responsibilities, thus resulting in limited time to understand 
and implement the security implications and mitigations required for a 
robust cybersecurity posture. Manufacturers can aid their customers by 
optimizing secure product configuration—securing the “default path”—
ensuring their products are manufactured, distributed, and used securely 
in accordance with “secure by default” standards.

Manufacturers of products that are “secure by default” do not charge 
extra for implementing added security configurations. Instead, they 
include them in the base product like seatbelts are included in all new cars.
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Security should not be a luxury option, but 
should be considered a right customers receive 
without negotiating or paying more.
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Take ownership of customer security outcomes and evolve products 
accordingly. The burden of security should not fall solely on the customer.

Embrace radical transparency and accountability.
Software manufacturers should pride themselves in delivering safe and secure 
products, as well as differentiating themselves from the rest of the manufacturer 
community based on their ability to do so. This may include sharing information they 
learn from their customer deployments, such as the uptake of strong authentication 
mechanisms by default. It also includes a strong commitment to ensure vulnerability 
advisories and associated common vulnerability and exposure (CVE) records are 
complete and accurate. However, beware of the temptation to count CVEs as a negative 
metric, since such numbers are also a sign of a healthy code analysis and testing 
community.

Build organizational structure and leadership to achieve these goals.
While technical subject matter expertise is critical to product security, senior executives 
are the primary decision makers for implementing change in an organization. 
Executives need to prioritize security as a critical element of product development 
across the organization, and in partnership with customers.

SOFTWARE PRODUCT SECURITY 
PRINCIPLES

1

2

3

Software manufacturers are encouraged to adopt a strategic focus that prioritizes software security. 
The authoring organizations developed the following three core principles to guide software 
manufacturers in building software security into their design processes prior to development, 
configuration, and shipment of their products.
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To enable these three principles, manufacturers should consider several operational 
tactics to evolve their development processes.

Convene routine meetings with company executive leadership to drive the importance 
of secure by design and secure by default within the organization. Policies and 
procedures should be established to reward production teams that develop products 
adhering to these principles, which could include awards for implementing outstanding 
software security practices or incentives for job ladders and promotion criteria.

Operate around the importance of software security to business success. For example, 
consider assigning a “software security leader” or a “software security team” that 
upholds business and IT practices that directly link software security standards 
and manufacturer accountability. Manufacturers should ensure they have robust, 
independent product security assessment and evaluation programs for their products.

Use a tailored threat model during resource allocation and development to prioritize 
the most critical and high-impact features. Threat models consider a product’s specific 
use-case and enable development teams to fortify products. Finally, senior leadership 
should hold teams accountable for delivering secure products as a key element of 
product excellence and quality.

As part of the October 2023 update to this guidance, these three principles are 
expanded upon through the following explanations, demonstrations, and evidence.

PRINCIPLE 1: Take Ownership of 
Customer Security Outcomes
EXPLANATION
Modern best practices dictate that software manufacturers invest in product 
security efforts that include application hardening, application features, and 
application default settings. 
Software manufacturers need to implement application hardening by using 
processes and technologies that raise the cost for a malicious actor wishing to 
compromise applications. Application hardening protocols and procedures help 
products resist attacks by intelligent malicious actors. Terms like hardening, product 
security, and resilience are all closely related to product quality. The idea is that 
security must be “baked in,” and not “bolted on.” [1] By baking in security, software 
manufacturers can not only increase their customers’ security but also increase 
their products’ quality. Sample tactics include ensuring user input is validated 
and sanitized, and isn’t entered directly into code (i.e., by using parameterized 
queries instead), using a memory safe programming language, rigorous software 
development life cycle (SDLC) management, and using hardware-backed 
cryptographic key management.
Applications need to support application features that relate to cybersecurity. 
Sometimes called “capabilities,” these features extend the functionality of a product 
or service in ways that help maintain or increase the security posture of a customer. 

TLP:CLEAR
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Sample security-related features include supporting transport layer security (TLS) for all 
network connections, single sign on (SSO) support, multi-factor authentication (MFA) 
support, security event audit logging, role-based access control (RBAC), and attribute-
based access control (ABAC).
Some of these product features are configurable allowing customers to more 
easily integrate the product into their existing environments and workflows. Those 
configurations mean applications must have default settings set until customers 
configure them. Those default settings need to be set securely “out of the box” so that 
customers expend fewer resources to make their stack of technology products more 
secure.
Each of these elements – application hardening, application security features, and 
application default settings – plays a role in the security of the application, and the 
resulting security posture of the customer. Software manufacturers should think about 
each of these elements and how they relate to each other.  Manufacturers should 
think about more than just their investments to incorporate these elements into their 
products. Manufacturers should take it a step further and consider how those elements 
change the real-world security posture of their customers, for better or for worse. 
Manufacturers should take ownership of their customers’ security outcomes rather than 
measuring themselves solely on their efforts and investments. The responsibility should 
be placed upstream, with the manufacturers, where it has the greatest likelihood of 
reducing the chances of compromise.
Unfortunately, that’s not the case today. Too many manufacturers place the burden of 
security on the customer rather than investing in comprehensive application hardening. 
For example, when the manufacturer patches one vulnerability, we often see similar 
vulnerabilities exposed because they addressed the symptom rather than the root cause 
of that defect. The product might implement different mitigations in various parts of the 
code base for the same class of vulnerability. As a case in point, after the manufacturer 
fixed one input sanitization vulnerability, researchers or attackers found code paths that 
did not benefit from the improved input sanitization. The manufacturer applied fixes one 
at a time rather than unifying the codebase to eliminate that class of vulnerability across 
the entire application.
Application features can create both benefits and risk for customers. Features that 
allow integration points with many external systems and versions can greatly increase 
the value of a product. And yet supporting features without a retirement plan, like a 
networking protocol, can leave customers vulnerable if they lack an understanding of the 
implications of ongoing use of that feature. For example, some products continue to use 
networking protocols that have their origins in the 1990s or 2000s and are now known 
to be unsafe. There are numerous factors that can slow how fast customers upgrade 
and deploy modern security measures. They may use products that integrate with the 
rest of the organization’s network, but lack modern security measures, preventing the IT 
team from modernizing. Still, software manufacturers can factor these patterns into their 
planning process to encourage customers to stay current.
Application default settings are an added area of potential risk for customers. 
Manufacturers often choose certain default settings, making it easier for customers 
to use the application features they want. The downside is that this practice increases 
the attack surface for customers who may not need certain features and protocols that 
are enabled by default. Additionally, many security controls are toggled off by default or 
require customers to take time to configure their settings to increase security. Explicit 
threat modeling is a tactic that may help inform the decision of which features should be 
on by default or which settings are needed to be secure by default. Another tactic is to 
investigate ways to make features more discoverable for the administrator.

152



1 3
C I S A  |  N S A  |  F B I  |  A C S C  |  C C C S  |  C E R T  N Z  |  N C S C - N Z  |  N C S C - U K  |  B S I  |  N C S C - N L
N C S C - N O  |  N Ú K I B  |  I N C D  |  K I S A  |  N I S C - J P  |  J P C E R T / C C  |  C S A  |  C S I R T A M E R I C A S

TLP:CLEAR

TLP:CLEAR

The software industry needs more secure 
products, not more security products. Software 
manufacturers should lead that transformation.

Some manufacturers ship products with defaults that can create risk for some or all their 
customers. Rather than set safer defaults, they often opt to produce a hardening guide 
that customers must implement at their own expense. Hardening guides suffer from several 
common problems. Some hardening guides are hard to find and are not well supported. 
Others are complex to implement, occasionally requiring software development to write an 
extension module. Still, others assume the reader has extensive cybersecurity experience 
to understand the ways in which various settings change the attack surface. Practitioners 
who have an incomplete understanding of the ways in which attackers work may fail to 
properly implement hardening guide instructions, especially if the instructions do not make 
the trade offs clear. Further, not all hardening guides are written by engineers who are 
intimately familiar with attacker tactics and economics, causing them to create hardening 
guides that are ineffective even if faithfully implemented. Millions of customers are taking 
on the responsibility to harden multiple instances of software or systems, often in resource-
constrained environments. Relying on hardening guides simply doesn’t scale. 
An application’s settings should be continuously evaluated whether the settings were the 
default or set by the customer, against the manufacturer’s current understanding of the 
threat landscape. Applications should be made with clear indicators about the potential 
risks that may result from those settings and should make those indicators known. Just like 
a modern car has an indicator about seatbelts and expresses that indicator by sounding 
an alert if you try to drive without buckling up, software should express indicators about 
the state of security of a system. If an application is configured to not require MFA for 
administrator accounts, it should make the administrators regularly aware that they and 
their entire organization are in danger if they do not configure MFA. Additionally, if an 
application is configured to support older protocols that are now known to implement weak 
cryptography, it should regularly make it clear to the administrators that the organization 
is in danger and provide resources to resolve the situation. We urge manufacturers 
to implement routine nudges that are built into the product rather than relying on 
administrators to have the time, expertise, and awareness to interpret hardening guides. 
Opportunities clearly exist for innovation to balance security and usability considerations. 
Each of the above elements creates an untenable situation in which customers need 
to research, fund, purchase, staff, deploy, and monitor additional security products to 
reduce the chance of compromise. Small and medium sized organizations (SMOs) are 
generally unable to facilitate these options. They face scarcity in expertise, funding, and 
time which taxes bandwidth and function, forcing security to a lower priority, and, in the 
aggregate, exacerbates collective risk. Conversely, security investments by the relative 
few manufacturers will scale. A common phrase that summarizes the problem is that the 
software industry needs more secure products, not more security products. Software 
manufacturers should lead that transformation.
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Today, we sometimes read comments from manufacturers explaining that a customer 
was compromised due to not enabling a particular security feature or following specific 
hardening guidance. Instead, after a compromise, manufacturers should explain whether 
a particular security feature or specific hardening guidance would have prevented the 
compromise and consider making it the default at no charge. In those cases where the 
product itself was not sufficiently hardened in the design and implementation phases, the 
manufacturer should explain how they are working to eliminate that class of vulnerability 
from their product lines. 
Software manufacturers have a responsibility to ensure that their products are designed 
and developed with security as a top priority. To that end, they should objectively measure 
the results of their efforts in the field. We call on manufacturers to not just focus on 
their internal efforts, but to objectively measure and regularly report the results and 
effectiveness of a product’s security efforts and configurations, and to build a feedback 
loop that creates changes in the SDLC that lead to measurable improvements in customer 
safety and more secure products. Reporting should include anonymized data that the 
academic and security research community could use to track high-level trends and 
measure progress ecosystem wide.

DEMONSTRATING THIS PRINCIPLE

Software manufacturers and online services should find ways to demonstrate successes in 
implementing this principle. They should seek to provide evidence in the form of artifacts 
for outsiders to examine. No single artifact by itself will prove that a manufacturer is 
implementing a robust secure by design program, but by providing various artifacts they 
will build a case of the manufacturer’s commitment to developing secure products. This 
approach is in the spirit of “show, rather than tell.”
To demonstrate this principle, software manufacturers should consider steps such 
as those in the following list. The authoring organizations recognize that few software 
manufacturers will be able to immediately implement these practices and produce 
corresponding artifacts at the start of their secure by design journey. Further, software 
manufacturers will need to prioritize this list depending on how the customers deploy the 
product in the field to achieve the largest security benefits.
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SECURE BY DEFAULT PRACTICES

1.	 Eliminate default passwords. Default 
passwords continue to be implicated as 
the cause of many attacks every year. 
Making a commitment to eliminate this 
chronic problem will deny easy access 
to attackers. Similarly, manufacturers 
should consider what password practices 
should be implemented, such as minimum 
password length and disallowing known 
breached passwords. 

2.	 Conduct field tests. As technology 
continues to evolve and become more 
complex, it is increasingly important 
for software manufacturers to conduct 
security-centric user testing to 
understand their products’ security 
posture in the field. Similar to how user 
research informs software development 
requirements, software manufacturers 
should also conduct security-focused 
user research to understand where the 
security user experience (UX) falls short. 
By observing how customers deploy 
and use their products in real-world 
environments, software manufacturers 
can gain valuable insights into the usability 
and effectiveness of their security 
features and controls. These insights can 
help identify areas for improvement and 
refine their products to better meet the 
security needs of customers. For example, 
field tests might suggest changes in UX 
flow, defaults, alerting, and monitoring. 
Field tests may also show where past 
improvements in the product’s design 
reduce the velocity of security patches, 
reduce configuration errors, and minimize 
attack surface.  

Manufacturers should consider 
the following: 

•	 Do customers correctly implement the 
hardening guide? 

•	 Do the product’s existing security features 
perform as expected in the field? 

•	 Do those features actually resist real-world 
attacks? 

•	 Which features would better reduce the likelihood 
of compromise? 

Note: To gain deeper insights into these 
elements, software manufacturers may wish 
to partner with customers to conduct red 
team exercises to see how the product resists 
attacks. These field tests might take place at the 
customer’s physical site, virtually, or via telemetry 
from the application in a privacy-preserving 
manner.

3.	 Reduce hardening guide size. Manufacturers 
can improve customers’ security postures 
by streamlining or even eliminating product 
hardening guides and focusing on the most 
critical security measures that customers 
should prioritize when deploying their products. 
Rather than overwhelming customers with a 
laundry list of security measures, manufacturers 
should identify the top security risks that their 
products are susceptible to and provide clear 
and concise guidance on how to mitigate these 
risks. In addition, manufacturers should provide 
customers with tools and automation that simplify 
the process of implementing security controls, 
such as scripts that can easily be deployed in 
their environment. These tools should additionally 
be able to verify and clearly show the changes 
made from the original baseline. By streamlining 
hardening guides and providing customers with 
easy-to-use tools and automation, manufacturers 
can reduce the burden on their customers and 
help ensure that their products are deployed in a 
secure manner. One tactic would be to consider 
implementing the Pareto principle to reduce the 
number of steps for the common use cases (the 
80%), and then providing contextual guidance and 
tooling for less common scenarios (the 20%). In 
this way, software manufacturers will be making 
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the simple things simple, and the hard things possible. 
Field testing will be a powerful tool in measuring how long 
it takes customers to discover, understand, and implement 
hardening guides. Manufacturers should consider how the 
product could nudge administrators to take action within 
the product itself rather than relying on them to implement 
tasks from a hardening guide.

4.	 Actively discourage use of unsafe legacy features. 
Prioritize security through clear upgrade paths over 
backwards compatibility. Publish blog posts showing the 
adoption of safer features and protocols, and deprecate 
unsafe features by announcement, possibly from within 
the product itself. A significant number of customers 
have demonstrated that they will not keep their systems 
current with modern network, identity, and other critical 
security features. In some cases, customers fear existing 
functionality will break with an upgrade. By making 
upgrades as seamless as possible, customers will likely 
upgrade and get security fixes more often and quickly. 
Software manufacturers should aggressively nudge 
customers along upgrade paths that reduce customer risk.

5.	 Implement attention grabbing alerts.  
Similar to seat belt chimes in cars that continuously make 
noise when seat belts are not fastened, manufacturers 
should implement timely and repeated alerts when 
users or admins are in truly unsafe states, warning 
administrators that they are using deprecated protocols in 
their environments and suggest upgrade paths. Implement 
timely and repeated alerting when users or admins, or the 
application configuration, are in an unsafe state. Make the 
unsafe mode clear to the administrators on a regular basis. 
An additional feature could require a super administrator 
to acknowledge the lack of MFA on their account upon 
each login, or even disable certain key features until they 
enable MFA. There is room to innovate to achieve these 
goals while not creating alert fatigue.

6.	 Create secure configuration templates.  
These templates can pre-set certain configurations to 
safe settings based on an organization’s risk appetite. 
While it might be overly simplistic to have low/medium/
high security templates, that example illustrates how 
many settings could be updated to manage risk for the 
organization. Templates can be supported by hardening 
guides on the risks the manufacturer has identified.
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SECURE PRODUCT 
DEVELOPMENT PRACTICES

3 �NIST SSDF, PO 1.2, Example 2: “Define policies that specify the security requirements for the organization’s software, and verify compliance 
at key points in the SDLC (e.g., classes of software flaws verified by gates, responses to vulnerabilities discovered in released software).”

1.	 Document conformance to a 
secure SDLC framework. Secure 
SDLC frameworks provide objectives 
and examples across people, processes, 
and technologies. Consider publishing a 
detailed description of which secure SDLC 
framework controls have been implemented 
and describe any alternate controls 
which have been used. Within the US, 
consider using the NIST Secure Software 
Development Framework (SSDF). While 
not a checklist, the SSDF “describes a set 
of fundamental, sound practices for secure 
software development.”

2.	 Document Cybersecurity Performance 
Goals (CPG) or equivalent 
conformance. When an organization 
attests that they conform to the NIST SSDF 
standard, they are asserting that their 
SDLC is informed by well-understood best 
practices. However, it is not sufficient for 
them to only have a robust SDLC. They also 
need to protect their own enterprise and 
development environments from malicious 
actors who would seek to manipulate the 
security properties of the product while 
it is still in development. This is not a 
theoretical class of attack, but one that 
has been carried out with adverse effects 
to customers, and by extension national 
security. Organizations should consider 
publishing details on the organization’s 
conformance to the CISA CPGs, the NIST 
Cybersecurity Framework (CSF), or other 
cybersecurity program frameworks.

3.	 Vulnerability management. Some 
manufacturers have a vulnerability 
management program that focuses on 
patching vulnerabilities discovered internally 
or externally, and little more. More mature 
programs incorporate extensive data-
driven analysis of vulnerabilities and their 
root causes, taking steps to systemically 

eliminate entire classes of vulnerability3. They 
implement formal programs around setting quality 
planning, quality control, quality improvement, 
and quality measurement. They view defect 
management as a business matter, not merely a 
security matter. These programs are not dissimilar 
in some ways to quality and safety programs in 
other industries.

4.	 Responsibly use open source software.  
When open source software is used, 
be responsible by vetting open source 
packages, fostering code contributions back 
to dependencies, and helping sustain the 
development and maintenance of critical 
components. For reference, Japan’s Ministry 
of Economy, Trade, and Industry (METI) has 
published "Collection of Use Case Examples 
Regarding Management Methods for Utilizing 
OSS and Ensuring Its Security."

5.	 Provide secure defaults for developers.  
Make the default route during software 
development the secure one by providing safe 
building blocks for developers. For example, given 
the prevalence of SQL injection vulnerabilities 
causing real-world harm, ensure that developers 
use a well-maintained library to prevent that class 
of vulnerability. Also known as “paved roads” or 
“well-lit paths,” this practice ensures both speed 
and security, and reduces human error.

6.	 Foster a software developer workforce that 
understands security. Ensure that your software 
developers understand security by training them 
on secure coding best practices. Further, help 
transform the broader workforce by updating 
hiring practices to evaluate security knowledge 
and working with universities, community 
colleges, bootcamps, and other educators 
to weave security into computer science and 
software development curriculums.
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7.	 Test security incident event management (SIEM) and security orchestration, automation, 
and response (SOAR) integration. In addition to conducting field tests, work jointly with 
popular SIEM and SOAR providers in conjunction with select customers to understand how 
incident response teams use logs to investigate suspected or actual security incidents. Few 
software developers have experience responding to an incident and may create log entries that 
don’t help responders as much as they would expect. By working both with SIEM and SOAR 
technologies and real incident response professionals, the development team can create 
logs that tell the correct and complete story, saving time and reducing uncertainty during an 
incident. 

8.	 Align with Zero Trust Architecture (ZTA). Align product deployment guides with, for example, 
the NIST ZTA models and the CISA Zero Trust Maturity Model. Encourage customers to 
incorporate these principles in their environments.
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PRO-SECURITY BUSINESS PRACTICES

1.	 Provide logging at no additional charge. 
Cloud services should commit to generating 
and storing security-related logs at no 
additional charge. On-premises products 
should likewise generate security-related 
logs at no additional charge. Further, 
the product should log security events 
by default since many customers may 
not understand their value until after an 
incident. These tactics may require a 
thorough review of what security events 
should be logged to provide cybersecurity 
state awareness, how a customer may 
configure logging, for what time period 
logs are retained, how log integrity and 
storage are protected, and how logs can be 
analyzed. In some cases, the review may 
suggest the need for a refactoring of the 
application’s log management architecture 
to help make them actionable and at a cost 
that works for the manufacturer. Working 
with incident response (IR) experts can 
increase the chances that the logs will be 
useful to investigators in the field. See the 
section on SIEMs.

2.	 Eliminate hidden taxes. Publish a 
commitment to never charge for security 
or privacy features or integrations. For 
example, within the larger scope of identity 
and access management (IAM), there 
are services called single sign-on (SSO) 
services. Some manufacturers charge more 
to connect their system to a SSO service 
(sometimes referred to as an identity 
provider). This “SSO tax” means that good 
identity and access management is out of 
reach for many SMOs, preventing them 
from achieving a strong security posture. 
Some services charge more to enable MFA 
for users. Security should not be priced as 
a luxury good but considered a customer 
right. Some manufacturers have argued 
that few customers request these features, 
and they cost more to maintain. These 

arguments ignore the fact that few customers 
will call to complain or bargain, not all customers 
actually understand what the benefits of these 
features are, and that all features cost something 
to maintain. Yet we don’t see many manufacturers 
charging extra for availability or data integrity. The 
costs to support those key attributes are built into 
the price all customers pay, much like the costs to 
include seatbelts, collapsible steering columns, 
and airbags that save lives in accidents.

3.	 Embrace open standards. Implement open 
standards, especially around common network 
and identity protocols. Avoid proprietary protocols 
when open standards are available. 

4.	 Provide upgrade tooling. Many customers 
are reluctant to adopt the latest version of the 
product, including deploying newer and more 
secure features like secure network connections. 
Software manufacturers can increase customer 
adoption of new upgrades by providing tooling 
to help reduce uncertainty and risk. Offer 
free licenses for customers to test upgrades 
and patches in a test environment as a way to 
motivate customers.
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PRINCIPLE 2: Embrace Radical 
Transparency and Accountability
EXPLANATION
Software manufacturers should pride themselves in delivering safe and secure 
products, as well as differentiating themselves from the rest of the manufacturer 
community based on their ability to do so.
Let’s address a common concern about transparency. When practitioners discuss 
radical transparency, there is a tendency for the conversation to get bogged down 
in a concern that they are providing a “roadmap for attackers.” However, the 
overwhelming evidence is that attackers are doing just fine without such roadmaps, 
and such concerns should take a back seat to transparency that benefits direct 
customers, indirect customers, supply chains, and the entire software industry.
Transparency helps the industry establish conventions—in other words, what “good” 
looks like. It helps those conventions change over time in response to customer 
needs, changes in threat actor tactics or economics, or technology evolution. 
Transparency helps manufacturers with fewer resources learn from those with more 
mature and capable resources. Conversations about information sharing should 
expand beyond real-time threat indicators, to include the elements below.
Transparency forces decisions around security to be made early in the development 
process, and to be a continuous activity of business leaders as well as engineers and 
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security professionals. Transparency builds accountability into the product.
A note on the choice of the adjective “radical” in front of “transparency.” Today, it 
is uncommon for software manufacturers to publish detailed information about 
how they develop and maintain software and how they mature their programs 
using data over time. In the software industry, few manufacturers offer guided 
tours of how they design their software. There are few opportunities for software 
manufacturers to see how peer organizations structure their SDLC programs, and 
how those programs hold up in the customer environments against real attackers. 
The collective industry would benefit from more information sharing on topics such 
as strategies to measure the cost of security defects and to eliminate classes of 
vulnerability. As a result of these common practices, every software manufacturer 
must learn how to deal with product security on their own. Perhaps by not placing a 
luxury tax on security features, safety and security therefore become a cost center 
rather than a profit center, and companies would benefit by lightening the load 
through collaboration and transparency.
We want to focus on the tactics that will materially accelerate the evolution of the 
software industry. We can no longer afford to make opportunistic, incremental 
improvements. If we are to collectively overcome the threats posed by intelligent 
and adaptive adversaries, we must embrace levels of transparency that will 
feel uncomfortable today, but that will drive the industry forward. There are 
manufacturers today who embody some of these secure by design principles. 
As William Gibson said, “the future is already here, it’s just not very evenly 
distributed.” Radical transparency will help distribute that information and 
benefit the defenders more than our adversaries.
Transparency can do more than help peer organizations mature their SDLCs. 
Prospective customers and investors can learn more about the investments and 
tradeoffs manufacturers have made, and the security posture those investments 
have created for customers. Manufacturers who embrace radical transparency will 
give customers information to help them make purchasing decisions not just on 
price and features, but on security as well.
As hard as organizations work to secure their supply chain and their SDLC, 
companies have had their builds processes compromised in the recent past. 
Embracing radical transparency should lead to public disclosure of the attack as 
well as the improvements the company made to prevent and detect future attacks. 
That form of information sharing will help other organizations learn without having 
to suffer the same fate.

DEMONSTRATING THIS PRINCIPLE

To demonstrate this principle, software manufacturers should take steps including 
the following:
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1.	 Publish aggregate security relevant statistics and trends. Example topics include 
MFA adoption by customers and administrators and use of unsafe legacy protocols.

2.	 Publish patching statistics. Detail what percent of customers are on the latest version 
of the product, and what you are doing to make updates easier and more reliable.

3.	 Publish data on unused privileges. Publish aggregate information on excessive 
permissions across your customer base as well as the nudges and other changes to 
the product you are making to reduce the customers’ attack surfaces. These unused 
privileges are likely to be good candidates for administrator alerts, like seatbelt chimes.
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SECURE PRODUCT 
DEVELOPMENT PRACTICES

1.	 Establish internal security controls. 
Many companies have seen the benefits of 
moving their data to cloud providers. Now 
those cloud providers become the target 
of attackers. Software as a Service (SaaS) 
providers should publish statistics of 
their internal controls. For example, SaaS 
providers should publish statistics on their 
internal deployment of phishing-resistant 
MFA, like Fast Identity Online (FIDO) 
authentication. Ideally, they should be able 
to say that no staff member can access 
customer or other sensitive data without 
authenticating via phishing-resistant MFA.

2.	 Publish high-level threat models. 
Secure by design products start with 
written threat models that describe 
what the creators are trying to protect 
and from whom. Effective threat models 
are informed by the way intrusions 
happen in the wild, and should cover 
both the enterprise and development 
environments, as well as the way the 
software manufacturers intend for it to be 
used in customer environments.

3.	 Publish detailed secure SDLC self-
attestations. Manufacturers following 
NIST SSDF, or other similar frameworks 
are actively working towards a mature 
software development lifecycle. Publishing 
a self-attestation of which controls the 
manufacturer has enacted, and for 
which products, would demonstrate a 
commitment to adhering to these best 
practices and provide an increased level 
of confidence to their customers. Other 
certification schemes include the Israel 
Cyber Supply Chain Methodology, for 
instance.

4.	 Embrace vulnerability transparency. 
Publish a commitment that will ensure 
that identified product vulnerabilities 

will be published as CVE entries that are 
correct and complete. That’s especially true 
for the common weakness enumeration 
field that identifies the root cause of the 
vulnerabilities. The more correct and 
complete the public CVE database is, the 
more the industry can track how products 
are becoming more secure, and which 
classes of vulnerabilities are most prevalent. 
However, beware of the temptation to 
count CVEs as a negative metric, since 
such numbers are also a sign of a healthy 
code analysis and testing community. As 
manufacturers implement a secure by 
design philosophy, it’s possible that at 
first their raw CVE count will go up due 
to more comprehensive discovery and 
remediation of vulnerabilities in existing 
code. Manufacturers should publish 
analysis of past vulnerabilities, including any 
patterns and measures that were taken to 
address the entire class of vulnerabilities. 
For example, if a large percentage of a 
company’s CVEs were related to cross-
site scripting (XSS), documenting the root 
cause analysis, response (such as shifting 
to web template frameworks that prevent 
XSS), and results would signal to customers 
that they will not be victimized by a class of 
vulnerability for which mitigations have been 
understood for decades.

5.	 Publish Software Bills of Materials 
(SBOMs). Manufacturers should 
have command of their supply chains. 
Organizations should build and maintain 
SBOMs [2] for each product, request data 
from their suppliers, and make SBOMs 
available for downstream customers and 
users. This will help demonstrate their 
diligence in understanding the components 
they use in the creation of their products, 
their ability to respond to newly identified 
risks, and can help customers understand 
how to respond if one of the modules in the 
supply chain has a newly found vulnerability. 
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For reference, Japan’s Ministry of Economy, Trade, and Industry (METI) has published 
“Guide of Introduction of Software Bill of Materials (SBOM) for Software Management.” 
Transparency should extend to firmware in embedded devices and the data and models 
used in AI/machine learning (ML). Beyond assisting in purchasing decisions and 
operational capabilities, SBOMs play an important role in the infrastructure to detect 
and respond to malicious supply chain attacks.

6.	 Publish a vulnerability disclosure policy. Publish a vulnerability disclosure policy that 
(1) authorizes testing against all products offered by the manufacturer and conditions 
for those tests, (2) provides legal safe harbor for actions performed consistent with 
the policy, and (3) allows public disclosure of vulnerabilities after a set timeline. 
Manufacturers should perform root-cause analysis of discovered vulnerabilities and, to 
the greatest extent feasible, take actions to eliminate entire vulnerability classes. See 
CISA’s Vulnerability Disclosure Policy Template for reference language.
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PRO-SECURITY BUSINESS 
PRACTICES

1.	 Publicly name a secure by design senior 
executive sponsor. In many organizations, 
security (like quality) is delegated to 
technical teams who have limited ability to 
make structural changes to dramatically 
improve the security of the products. 
Publicly naming a top business executive to 
oversee the secure by design program will 
transform the security of products into a 
top-level business concern.

2.	 Publish a secure by design roadmap. 
Manufacturers should document changes 
made to their SDLC to improve customer 
security, including details about field-
test reports, actions taken to eliminate 
entire classes of vulnerability, and other 
items listed in the other principles. As in 
the case of quality improvement efforts, 
security improvement programs have 
distinct phases of planning, control, and 
improvement. In the spirit of showing rather 
than telling, publishing the roadmap and 
the details behind these phases will build 
confidence that the products are secure 
by design. After achieving meaningful 
progress, manufacturers can detail them 
in transparency reports. Doing so not only 
demonstrates a commitment to secure by 
design principles but can inspire others 
to adopt similar programs by showing an 
existence proof.

3.	 Publish a memory-safety roadmap. 
Manufacturers can take steps to eliminate 
one of the largest classes of vulnerability 
by migrating existing products and 
building new products using memory safe 
languages. While this may not be possible 
in all cases, manufacturers can consider 
developing application wrappers in memory 
safe languages instead of re-writing entire 
applications. This can also include how 
manufacturers are updating hiring, training, 
code review, and other internal processes, 
as well as ways they are helping the open 
source community do the same.

4.	 Publish results. While updating their 
SDLC to embody a secure by design 
philosophy, organizations will find quick 
wins, more resource intensive wins, and 
some unexpected setbacks. By presenting 
their internal successes and roadblocks, the 
entire industry can learn from the results.
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PRINCIPLE 3: Lead from the Top

EXPLANATION
While the overall philosophy is called “secure by design,” the incentives 
for customer safety begin well before the product design phase. They 
begin with business goals and implicit and explicit objectives and desired 
outcomes. Only when senior leaders make security a business priority, 
creating internal incentives, and fostering an across-the-board culture to 
make security a design requirement will they achieve the best results.
While technical subject matter expertise is critical to product security, it is 
not a matter that can be solely left to technical staff. It is a business priority 
that must start at the top.
Some people have wondered if a software manufacturer is embracing the 
first two principles and producing meaningful artifacts, is the third principle 
necessary? How a company establishes its vision, mission, values, and 
culture will affect the product, and those elements have a heavy component 
at the top. We see this in other industries that have made dramatic 
improvements in safety and quality. Noted quality expert J.M. Juran wrote:

We believe that security is a sub-category of product quality. When 
security and quality become business imperatives rather than technical 
functions left solely to technical staff, organizations will be able to respond 
to the security needs of their customers more quickly and efficiently. 
Moreover, investing the necessary resources to ensure that software 
security is a core business priority from the beginning will reduce the long-
term costs of addressing software defects–and in turn, lower the national 
security risks.
In the same way that leadership teams have implemented corporate social 
responsibility (CSR) programs, there is growing awareness that corporate 
boards, including those of software manufacturers, should take a more 
active role in guiding cybersecurity programs. The term corporate cyber 
responsibility (CCR) is sometimes used to describe this emerging idea.

Attainment of quality leadership requires that the 
upper managers personally take charge of managing 
for quality. In companies that did attain quality 
leadership, the upper managers personally guided 
the initiative. I am not aware of any exceptions. [3]
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DEMONSTRATING THIS PRINCIPLE

To demonstrate this principle, software manufacturers should take steps including the 
following:

1.	 Include details of a secure by design 
program in corporate financial reports. 
If the manufacturer is a publicly traded 
company, add a section in each annual 
report devoted to secure by design efforts. 
It is common for automobile annual financial 
reports to include sections on driver and 
passenger safety, including information 
about centralized and distributed quality 
and safety committees. Detailing the secure 
by design program in a financial report will 
demonstrate that the organization is linking 
customer security and corporate financial 
outcomes and not simply adopting a term in 
marketing materials because it is in vogue. 

2.	 Provide regular reports to your board 
of directors. Chief information security 
officer (CISO) reports to corporate boards 
usually include information about current 
and planned security programs, threats, 
suspected and confirmed security incidents, 
and other updates centered on the security 
posture and health of the company. In 
addition to receiving information about the 
security posture of the enterprise, boards 
should request information about product 
security and the impact it has on customer 
security. Boards should not look solely to 
the CISO, but primarily to other members 
of company management to drive customer 
risk down.

3.	 Empower the secure by design executive. 
There is a significant difference between an 
organization where the technical teams have 
“executive buy-in,” and those where business 
leaders personally manage the customer 
security improvement process using 
standard business processes. The term 
“executive buy-in” implies that someone had 
to sell the idea of a customer safety program 
rather than it being a top-level business 
goal. This executive must be empowered to 
influence product investments to achieve 
customer security outcomes.

4.	 Create meaningful internal incentives. While 
being mindful to not create perverse incentives, 
align reward systems to improve customer 
security to match other valued behaviors and 
outcomes. From the secure by design executive 
to product management, software development, 
support, sales, legal, and other organizations, 
weave customer security incentives into hiring, 
promotions, salaries, bonuses, stock options, and 
other common processes in the running of the 
business. For example, when establishing criteria 
for promoting software developers, include 
considerations for improving the security of the 
product along with other criteria like uptime, 
performance, and feature improvements.

5.	 Create a secure by design council. In some 
industries, it’s common for organizations to create 
a central quality council, and to embed quality 
representatives in key divisions or business units. 
By including both centralized and distributed 
members, these groups work to improve quality 
against top level goals while receiving telemetry 
from deep in the organization. Similarly, a 
secure by design council would improve security 
against secure by design goals throughout the 
organization.

6.	 Create and evolve customer councils. Many 
software manufacturers have customer councils 
comprised of customers from different regions, 
industries, and sizes. These councils can provide 
a great deal of information about customer 
successes and challenges in deploying the 
company’s products. Structure the council agenda 
with dedicated topics addressing customer 
safety, even if it’s not currently top of mind for 
the participants. Consider where the customer 
council reports and how to tap participants for 
insights into the product’s security as deployed. 
For example, does the council have a bias towards 
marketing and sales purposes, or product 
management? The secure by design executive 
should help steer these customer interactions and 
should link them with other elements in this paper, 
such as field studies.
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The Secure Software Development Framework (SSDF), also known as the National 
Institute of Standards and Technology’s (NIST’s) SP 800-218, is a core set of high-level 
secure software development practices that can be integrated into each stage of the 
software development lifecycle (SDLC). Following these practices can help software 
producers become more effective at finding and removing vulnerabilities in released 
software, mitigate the potential impact of the exploitation of vulnerabilities, and address 
the root causes of vulnerabilities to prevent future recurrences.

The authoring organizations encourage the use of secure by design tactics, including 
principles that reference SSDF practices. Software manufacturers should develop a 
written roadmap to adopt more secure by design software development practices across 
their portfolio. The following is a non-exhaustive illustrative list of roadmap best practices:

•	 Memory safe programming languages (SSDF PW.6.1). Prioritize the use of memory 
safe languages wherever possible. The authoring organizations acknowledge 
that memory specific mitigations may be helpful shorter-term tactics for legacy 
codebases. Examples include C/C++ language improvements, hardware mitigations, 
address space layout randomization (ASLR), control-flow integrity (CFI), and 
fuzzing.  Nevertheless, there is a growing consensus that adoption of memory 
safe programming languages can eliminate this class of defect, and software 
manufacturers should explore ways to adopt them. Some examples of modern 
memory safe languages include C#, Rust, Ruby, Java, Go, and Swift. Read NSA’s 
memory safety information sheet for more.

•	 Secure Hardware Foundation. Incorporate architectural features that enable 
fine- grained memory protection, such as those described by Capability Hardware 
Enhanced RISC Instructions (CHERI) that can extend conventional hardware 
Instruction-Set Architectures (ISAs), as well as other features like Trusted Platform 
Modules and Hardware Security Modules. For more information visit, University of 
Cambridge’s CHERI webpage.

•	 Secure Software Components (SSDF PW 4.1). Acquire and maintain well-secured 
software components (e.g., software libraries, modules, middleware, frameworks) 
from verified commercial, open source, and other third-party developers to ensure 
robust security in consumer software products.

•	 Web template frameworks (SSDF PW.5.1). Use web template frameworks that 
implement automatic escaping of user input to avoid web attacks such as cross-site 
scripting.

•	 Parameterized queries (SSDF PW 5.1). Use parameterized queries rather than 
including user input in queries, to avoid SQL injection attacks.

•	 Static and dynamic application security testing (SAST/DAST) (SSDF PW.7.2, 
PW.8.2). Use these tools to analyze product source code and application behavior 
to detect error-prone practices. These tools cover issues ranging from improper 
management of memory to error prone database query construction (e.g., 
unescaped user input leading to SQL injection). SAST and DAST tools can be 
incorporated into development processes and run automatically as part of software 
development. SAST and DAST should complement other types of testing, such 
as unit testing and integration testing, to ensure products comply with expected 
security requirements. When issues are identified, manufacturers should perform 
root-cause analysis to systemically address vulnerabilities.

SECURE BY DESIGN TACTICS
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•	 Code review (SSDF PW.7.1, PW.7.2). Strive to ensure that code submitted into 
products goes through quality control techniques such as peer review by other 
developers or “error seeding.” 

•	 Software Bill of Materials (SBOM) (SSDF PS.3.2, PW.4.1). Incorporate the creation 
of SBOM4 �to provide visibility into the set of software that goes into products. 

•	 Vulnerability disclosure programs (SSDF RV.1.3). Establish vulnerability disclosure 
programs that allow security researchers to report vulnerabilities and receive 
legal safe harbor in doing so. As part of this, suppliers should establish processes 
to determine root causes of discovered vulnerabilities. Such processes should 
include determining whether adopting any of the secure by design practices in this 
document (or other similar practices) would have prevented the introduction of the 
vulnerability.

•	 CVE completeness. Ensure that published CVEs include root cause or common 
weakness enumeration (CWE) to enable industry-wide analysis of software 
security design flaws. While ensuring that every CVE is correct and complete can 
take extra time, it allows disparate entities to spot industry trends that benefit all 
manufacturers and customers. For more information on managing vulnerabilities, 
see CISA’s Stakeholder-Specific Vulnerability Categorization (SSVC) guidance.

•	 Defense-in-Depth. Design infrastructure so that the compromise of a single 
security control does not result in compromise of the entire system. For example, 
ensuring that user privileges are narrowly provisioned, and access control lists 
are employed can reduce the impact of a compromised account. Also, software 
sandboxing techniques can quarantine a vulnerability to limit compromise of an 
entire application.

•	 Satisfy Cybersecurity Performance Goals (CPGs). Design products that meet basic 
security practices. CISA’s Cybersecurity Performance Goals outline fundamental, 
baseline cybersecurity measures organizations should implement. Additionally, 
for more ways to strengthen your organization’s posture, see the UK’s Cyber 
Assessment Framework which shares similarities to CISA’s CPGs. If a manufacturer 
fails to meet the CPGs— such as not requiring phishing-resistant MFA for all 
employees— then they cannot be seen as delivering secure by design products.

The authoring organizations recognize that these changes are significant shifts in 
an organization’s posture. As such, their introduction should be prioritized based on 
tailored threat modeling, criticality, complexity, and business impact. These practices 
can be introduced for new software and incrementally expanded to cover additional use 
cases and products. In some cases, the criticality and risk posture of a certain product 
may merit an accelerated schedule to adopt these practices. In others, practices can be 
introduced into a legacy codebase and remediated over time.

4 �Some of the authoring organizations are exploring alternate approaches to gaining security assurances around the software 
supply chain.
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In addition to adopting secure by design development practices, the authoring 
organizations recommend software manufacturers prioritize secure by default 
configurations in their products. These should strive to update products to conform to 
these practices as they are refreshed. For example:

•	Eliminate default passwords. Products should not come with default passwords that 
are universally shared. To eliminate default passwords, the authoring organizations 
recommend products require administrators to set a strong password during 
installation and configuration or for the product to ship with a unique, strong password 
for each device.

•	Mandate multifactor authentication (MFA) for privileged users. We observe that 
many enterprise deployments are managed by administrators who have not protected 
their accounts with MFA. Given that administrators are high value targets, products 
should make MFA opt-out rather than opt-in. Further, the system should regularly 
prompt the administrator to enroll in MFA until they have successfully enabled it on 
their account. Netherlands’ NCSC has guidance that parallels CISA’s, visit their Mature 
Authentication Factsheet for more information.

•	Single sign-on (SSO). IT applications should implement single sign on support via 
modern open standards. Examples include Security Assertion Markup Language 
(SAML) or OpenID Connect (OIDC.) This capability should be made available by default 
at no additional cost.

•	Secure Logging. Provide high-quality audit logs to customers at no extra charge or 
additional configuration. Audit logs are crucial for detecting and escalating potential 
security incidents. They are also crucial during an investigation of a suspected or 
confirmed security incident. Consider best practices such as providing easy integration 
with security information and event management (SIEM) systems with application 
programming interface (API) access that uses coordinated universal time (UTC), 
standard time zone formatting, and robust documentation techniques.

•	Software Authorization Profile. Software suppliers should provide recommendations 
on authorized profile roles and their designated use case. Manufacturers should 
include a visible warning that notifies customers of an increased risk if they deviate 
from the recommended profile authorization. For example, medical doctors can view all 
patient records, but a medical scheduler has limited access to certain information that 
is required for scheduling appointments.

•	Forward-looking security over backwards compatibility. Too often, backwards- 
compatible legacy features are included, and often enabled, in products despite 
causing risks to product security. Prioritize security over backwards compatibility, 
empowering security teams to remove insecure features even if it means causing 
breaking changes.

• Track and reduce “hardening guide” size. Reduce the size of “hardening guides” 
that are included with products and strive to ensure that the size shrinks over time as 
new versions of the software are released. Integrate components of the “hardening 
guide” as the default configuration of the product. The authoring organizations 

SECURE BY DEFAULT TACTICS
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recognize that shortened hardening guides result from ongoing partnership with 
existing customers and include efforts by many product teams, including user 
experience (UX).

•	Consider the user experience consequences of security settings. Each new setting 
increases the cognitive burden on end users and should be assessed in conjunction 
with the business benefit it derives. Ideally, a setting should not exist; instead, the most 
secure setting should be integrated into the product by default. When configuration is 
necessary, the default option should be broadly secure against common threats.

The authoring organizations acknowledge these changes may have operational effects 
on how the software is employed. Thus, customer input is critical in balancing operational 
and security considerations. We believe that developing written roadmaps and executive 
support that prioritize these ideas into an organization’s most critical products is the first 
step to shifting towards secure software development practices. While customer input 
is important, we have observed important cases where customers have been unwilling 
or unable to adopt improved standards, often network protocols. It is important for the 
manufacturers to create meaningful incentives for customers to stay current and not 
allow them to remain vulnerable indefinitely.
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HARDENING VS LOOSENING GUIDES
Hardening guides may result from the lack of product security controls being 
embedded into a product’s architecture from the start of development. Consequently, 
hardening guides can also be a roadmap for adversaries to pinpoint and exploit 
insecure features. It is common for many organizations to be unaware of hardening 
guides, thus they leave their device configuration settings in an insecure posture. An 
inverted model known as a loosening guide should replace such hardening guides 
and explain which changes users should make while also listing the resulting security 
risks. These guides should be written by security practitioners who can explain the 
tradeoffs in clear language to increase the chances of them being applied correctly.

Rather than developing hardening guides that list methods for securing products, 
the authoring organizations recommend software manufacturers shift to a secure by 
default approach and providing "loosening guides." These guides explain the business 
risk of decisions in plain, understandable language, and can raise organizational 
awareness of risks to malicious cyber intrusions. Security tradeoffs should be 
determined by the customers’ senior executives, balancing security with other 
business requirements.
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RECOMMENDATIONS 
FOR CUSTOMERS
The authoring organizations recommend organizations hold 
their supplying software manufacturers accountable for the 
security outcomes of their products. As part of this, the authoring 
organizations recommend that executives prioritize the importance 
of purchasing secure by design and secure by default products. 
This can manifest through establishing policies requiring that IT 
departments assess the security of software before it is purchased, 
as well as empowering IT departments to push back if necessary. IT 
departments should be empowered to develop purchasing criteria 
that emphasize the importance of secure by design and secure by 
default practices (both those outlined in this document and others 
developed by the organization). Furthermore, IT departments 
should be supported by executive management when enforcing 
these criteria in purchasing decisions. Organizational decisions 
to accept the risks associated with specific technology products 
should be formally documented, approved by a senior business 
executive, and regularly presented to the board of directors.

Key enterprise IT services that support the organization’s security 
posture, such as the enterprise network, enterprise identity and 
access management, and security operations and response 
capabilities, should be seen as critical business functions that are 
funded to align with their importance to the organization’s mission 
success. Organizations should develop a plan to upgrade these 
capabilities to leverage manufacturers that embrace secure by 
design and secure by default practices.

Where possible, organizations should strive to forge strategic 
relationships with their key IT suppliers. Such relationships include 
trust at multiple levels of the organization and provide vehicles 
to resolve issues and identify shared priorities. Security should 
be a critical element of such relationships and organizations 
should strive to reinforce the importance of secure by design and 
secure by default practices in both the formal (e.g., contracts or 
vendor agreements) and informal dimensions of the relationship. 
Organizations should expect transparency from their technology 
suppliers about their internal control posture as well as their 
roadmap towards adopting secure by design and secure by default 
practices.
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In addition to making secure by default a priority within an organization, IT leaders 
should collaborate with their industry peers to understand which products and 
services best embody these design principles. These leaders should coordinate 
their requests to help manufacturers prioritize their upcoming security 
initiatives. By working together, customers can help provide meaningful input to 
manufacturers and create incentives for them to prioritize security.

When leveraging cloud systems, organizations should ensure they understand the 
shared responsibility model with their technology supplier. That is, organizations 
should have clarity on the supplier's security responsibilities rather than just the 
customer’s responsibilities.

Organizations should prioritize cloud providers that are transparent about their 
security posture, internal controls, and ability to live up to their obligations under 
the shared responsibility model.

DISCLAIMER
The information in this report is being provided “as is” for informational purposes only. 
CISA and the authoring organizations do not endorse any commercial product or service, 
including any subjects of analysis. Any reference to specific commercial entities or 
commercial products, processes, or services by service mark, trademark, manufacturer, 
or otherwise does not constitute or imply endorsement, recommendation, or favoritism by 
CISA and the authoring organizations. This document is a joint initiative by CISA that does 
not automatically serve as a regulatory document.
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COVIDSafe improvements enhance and protect your privacy’, published on or around 7 September 
2020, as archived by Internet Archive Wayback Machine on 17 June 2021 and accessed on 27 July 
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The following is the annexure marked FT-14 referred to in the affidavit of Fraser Tweedale, affirmed at 
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closed’ guidance document accessed on 27 July 2026 at 
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The following is the annexure marked FT-15 referred to in the affidavit of Fraser Tweedale, affirmed at 
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coding in the open’ guidance document accessed on 27 July 2026 at 
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code in the open’ article accessed on 27 July 2026 at 
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REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 

of 23 July 2014 

on electronic identification and trust services for electronic transactions in the internal market and 
repealing Directive 1999/93/EC 

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION, 

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof, 

Having regard to the proposal from the European Commission, 

After transmission of the draft legislative act to the national parliaments, 

Having regard to the opinion of the European Economic and Social Committee ( 1 ), 

Acting in accordance with the ordinary legislative procedure ( 2 ), 

Whereas: 

(1) Building trust in the online environment is key to economic and social development. Lack of trust, in particular 
because of a perceived lack of legal certainty, makes consumers, businesses and public authorities hesitate to carry 
out transactions electronically and to adopt new services. 

(2) This Regulation seeks to enhance trust in electronic transactions in the internal market by providing a common 
foundation for secure electronic interaction between citizens, businesses and public authorities, thereby increasing 
the effectiveness of public and private online services, electronic business and electronic commerce in the Union. 

(3) Directive 1999/93/EC of the European Parliament and of the Council ( 3 ), dealt with electronic signatures without 
delivering a comprehensive cross-border and cross-sector framework for secure, trustworthy and easy-to-use 
electronic transactions. This Regulation enhances and expands the acquis of that Directive. 

(4) The Commission communication of 26 August 2010 entitled ‘A Digital Agenda for Europe’ identified the frag­
mentation of the digital market, the lack of interoperability and the rise in cybercrime as major obstacles to the 
virtuous cycle of the digital economy. In its EU Citizenship Report 2010, entitled ‘Dismantling the obstacles to EU 
citizens’ rights’, the Commission further highlighted the need to solve the main problems that prevent Union 
citizens from enjoying the benefits of a digital single market and cross-border digital services. 

(5) In its conclusions of 4 February 2011 and of 23 October 2011, the European Council invited the Commission to 
create a digital single market by 2015, to make rapid progress in key areas of the digital economy and to promote 
a fully integrated digital single market by facilitating the cross-border use of online services, with particular 
attention to facilitating secure electronic identification and authentication.

EN 28.8.2014 Official Journal of the European Union L 257/73 

( 1 ) OJ C 351, 15.11.2012, p. 73. 
( 2 ) Position of the European Parliament of 3 April 2014 (not yet published in the Official Journal) and decision of the Council of 23 July 

2014. 
( 3 ) Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for 

electronic signatures (OJ L 13, 19.1.2000, p. 12).
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(6) In its conclusions of 27 May 2011, the Council invited the Commission to contribute to the digital single market 
by creating appropriate conditions for the mutual recognition of key enablers across borders, such as electronic 
identification, electronic documents, electronic signatures and electronic delivery services, and for interoperable 
e-government services across the European Union. 

(7) The European Parliament, in its resolution of 21 September 2010 on completing the internal market for 
e-commerce ( 1 ), stressed the importance of the security of electronic services, especially of electronic signatures, 
and of the need to create a public key infrastructure at pan-European level, and called on the Commission to set 
up a European validation authorities gateway to ensure the cross-border interoperability of electronic signatures 
and to increase the security of transactions carried out using the internet. 

(8) Directive 2006/123/EC of the European Parliament and of the Council ( 2 ) requires Member States to establish 
‘points of single contact’ (PSCs) to ensure that all procedures and formalities relating to access to a service activity 
and to the exercise thereof can be easily completed, at a distance and by electronic means, through the appropriate 
PSC with the appropriate authorities. Many online services accessible through PSCs require electronic identification, 
authentication and signature. 

(9) In most cases, citizens cannot use their electronic identification to authenticate themselves in another Member 
State because the national electronic identification schemes in their country are not recognised in other Member 
States. That electronic barrier excludes service providers from enjoying the full benefits of the internal market. 
Mutually recognised electronic identification means will facilitate cross-border provision of numerous services in 
the internal market and enable businesses to operate on a cross-border basis without facing many obstacles in 
interactions with public authorities. 

(10) Directive 2011/24/EU of the European Parliament and of the Council ( 3 ) set up a network of national authorities 
responsible for e-health. To enhance the safety and the continuity of cross-border healthcare, the network is 
required to produce guidelines on cross-border access to electronic health data and services, including by 
supporting ‘common identification and authentication measures to facilitate transferability of data in cross- 
border healthcare’. Mutual recognition of electronic identification and authentication is key to making cross- 
border healthcare for European citizens a reality. When people travel for treatment, their medical data need to 
be accessible in the country of treatment. That requires a solid, safe and trusted electronic identification framework. 

(11) This Regulation should be applied in full compliance with the principles relating to the protection of personal data 
provided for in Directive 95/46/EC of the European Parliament and of the Council ( 4 ). In this respect, having regard 
to the principle of mutual recognition established by this Regulation, authentication for an online service should 
concern processing of only those identification data that are adequate, relevant and not excessive to grant access to 
that service online. Furthermore, requirements under Directive 95/46/EC concerning confidentiality and security of 
processing should be respected by trust service providers and supervisory bodies. 

(12) One of the objectives of this Regulation is to remove existing barriers to the cross-border use of electronic 
identification means used in the Member States to authenticate, for at least public services. This Regulation 
does not aim to intervene with regard to electronic identity management systems and related infrastructures 
established in Member States. The aim of this Regulation is to ensure that for access to cross-border online 
services offered by Member States, secure electronic identification and authentication is possible.

EN L 257/74 Official Journal of the European Union 28.8.2014 

( 1 ) OJ C 50 E, 21.2.2012, p. 1. 
( 2 ) Directive 2006/123/EC of the European Parliament and of the Council of 12 December 2006 on services in the internal market 

(OJ L 376, 27.12.2006, p. 36). 
( 3 ) Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of patients’ rights in cross- 

border healthcare (OJ L 88, 4.4.2011, p. 45). 
( 4 ) Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard 

to the processing of personal data and on the free movement of such data (OJ L 281, 23.11.1995, p. 31).
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(13) Member States should remain free to use or to introduce means for the purposes of electronic identification for 
accessing online services. They should also be able to decide whether to involve the private sector in the provision 
of those means. Member States should not be obliged to notify their electronic identification schemes to the 
Commission. The choice to notify the Commission of all, some or none of the electronic identification schemes 
used at national level to access at least public online services or specific services is up to Member States. 

(14) Some conditions need to be set out in this Regulation with regard to which electronic identification means have to 
be recognised and how the electronic identification schemes should be notified. Those conditions should help 
Member States to build the necessary trust in each other’s electronic identification schemes and to mutually 
recognise electronic identification means falling under their notified schemes. The principle of mutual recognition 
should apply if the notifying Member State’s electronic identification scheme meets the conditions of notification 
and the notification was published in the Official Journal of the European Union. However, the principle of mutual 
recognition should only relate to authentication for an online service. The access to those online services and their 
final delivery to the applicant should be closely linked to the right to receive such services under the conditions set 
out in national legislation. 

(15) The obligation to recognise electronic identification means should relate only to those means the identity assurance 
level of which corresponds to the level equal to or higher than the level required for the online service in question. 
In addition, that obligation should only apply when the public sector body in question uses the assurance level 
‘substantial’ or ‘high’ in relation to accessing that service online. Member States should remain free, in accordance 
with Union law, to recognise electronic identification means having lower identity assurance levels. 

(16) Assurance levels should characterise the degree of confidence in electronic identification means in establishing the 
identity of a person, thus providing assurance that the person claiming a particular identity is in fact the person to 
which that identity was assigned. The assurance level depends on the degree of confidence that electronic iden­
tification means provides in claimed or asserted identity of a person taking into account processes (for example, 
identity proofing and verification, and authentication), management activities (for example, the entity issuing 
electronic identification means and the procedure to issue such means) and technical controls implemented. 
Various technical definitions and descriptions of assurance levels exist as the result of Union-funded Large-Scale 
Pilots, standardisation and international activities. In particular, the Large-Scale Pilot STORK and ISO 29115 refer, 
inter alia, to levels 2, 3 and 4, which should be taken into utmost account in establishing minimum technical 
requirements, standards and procedures for the assurances levels low, substantial and high within the meaning of 
this Regulation, while ensuring consistent application of this Regulation in particular with regard to assurance level 
high related to identity proofing for issuing qualified certificates. The requirements established should be tech­
nology-neutral. It should be possible to achieve the necessary security requirements through different technologies. 

(17) Member States should encourage the private sector to voluntarily use electronic identification means under a 
notified scheme for identification purposes when needed for online services or electronic transactions. The 
possibility to use such electronic identification means would enable the private sector to rely on electronic 
identification and authentication already largely used in many Member States at least for public services and to 
make it easier for businesses and citizens to access their online services across borders. In order to facilitate the use 
of such electronic identification means across borders by the private sector, the authentication possibility provided 
by any Member State should be available to private sector relying parties established outside of the territory of that 
Member State under the same conditions as applied to private sector relying parties established within that Member 
State. Consequently, with regard to private sector relying parties, the notifying Member State may define terms of 
access to the authentication means. Such terms of access may inform whether the authentication means related to 
the notified scheme is presently available to private sector relying parties. 

(18) This Regulation should provide for the liability of the notifying Member State, the party issuing the electronic 
identification means and the party operating the authentication procedure for failure to comply with the relevant 
obligations under this Regulation. However, this Regulation should be applied in accordance with national rules on 
liability. Therefore, it does not affect those national rules on, for example, definition of damages or relevant 
applicable procedural rules, including the burden of proof.

EN 28.8.2014 Official Journal of the European Union L 257/75
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(19) The security of electronic identification schemes is key to trustworthy cross-border mutual recognition of electronic 
identification means. In this context, Member States should cooperate with regard to the security and interoper­
ability of the electronic identification schemes at Union level. Whenever electronic identification schemes require 
specific hardware or software to be used by relying parties at the national level, cross-border interoperability calls 
for those Member States not to impose such requirements and related costs on relying parties established outside 
of their territory. In that case appropriate solutions should be discussed and developed within the scope of the 
interoperability framework. Nevertheless technical requirements stemming from the inherent specifications of 
national electronic identification means and likely to affect the holders of such electronic means (e.g. smartcards), 
are unavoidable. 

(20) Cooperation by Member States should facilitate the technical interoperability of the notified electronic identifi­
cation schemes with a view to fostering a high level of trust and security appropriate to the degree of risk. The 
exchange of information and the sharing of best practices between Member States with a view to their mutual 
recognition should help such cooperation. 

(21) This Regulation should also establish a general legal framework for the use of trust services. However, it should not 
create a general obligation to use them or to install an access point for all existing trust services. In particular, it 
should not cover the provision of services used exclusively within closed systems between a defined set of 
participants, which have no effect on third parties. For example, systems set up in businesses or public adminis­
trations to manage internal procedures making use of trust services should not be subject to the requirements of 
this Regulation. Only trust services provided to the public having effects on third parties should meet the 
requirements laid down in the Regulation. Neither should this Regulation cover aspects related to the conclusion 
and validity of contracts or other legal obligations where there are requirements as regards form laid down by 
national or Union law. In addition, it should not affect national form requirements pertaining to public registers, in 
particular commercial and land registers. 

(22) In order to contribute to their general cross-border use, it should be possible to use trust services as evidence in 
legal proceedings in all Member States. It is for the national law to define the legal effect of trust services, except if 
otherwise provided in this Regulation. 

(23) To the extent that this Regulation creates an obligation to recognise a trust service, such a trust service may only 
be rejected if the addressee of the obligation is unable to read or verify it due to technical reasons lying outside the 
immediate control of the addressee. However, that obligation should not in itself require a public body to obtain 
the hardware and software necessary for the technical readability of all existing trust services. 

(24) Member States may maintain or introduce national provisions, in conformity with Union law, relating to trust 
services as far as those services are not fully harmonised by this Regulation. However, trust services that comply 
with this Regulation should circulate freely in the internal market. 

(25) Member States should remain free to define other types of trust services in addition to those making part of the 
closed list of trust services provided for in this Regulation, for the purpose of recognition at national level as 
qualified trust services. 

(26) Because of the pace of technological change, this Regulation should adopt an approach which is open to 
innovation. 

(27) This Regulation should be technology-neutral. The legal effects it grants should be achievable by any technical 
means provided that the requirements of this Regulation are met.
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(28) To enhance in particular the trust of small and medium-sized enterprises (SMEs) and consumers in the internal 
market and to promote the use of trust services and products, the notions of qualified trust services and qualified 
trust service provider should be introduced with a view to indicating requirements and obligations that ensure 
high-level security of whatever qualified trust services and products are used or provided. 

(29) In line with the obligations under the United Nations Convention on the Rights of Persons with Disabilities, 
approved by Council Decision 2010/48/EC ( 1 ), in particular Article 9 of the Convention, persons with disabilities 
should be able to use trust services and end-user products used in the provision of those services on an equal basis 
with other consumers. Therefore, where feasible, trust services provided and end-user products used in the 
provision of those services should be made accessible for persons with disabilities. The feasibility assessment 
should include, inter alia, technical and economic considerations. 

(30) Member States should designate a supervisory body or supervisory bodies to carry out the supervisory activities 
under this Regulation. Member States should also be able to decide, upon a mutual agreement with another 
Member State, to designate a supervisory body in the territory of that other Member State. 

(31) Supervisory bodies should cooperate with data protection authorities, for example, by informing them about the 
results of audits of qualified trust service providers, where personal data protection rules appear to have been 
breached. The provision of information should in particular cover security incidents and personal data breaches. 

(32) It should be incumbent on all trust service providers to apply good security practice appropriate to the risks related 
to their activities so as to boost users’ trust in the single market. 

(33) Provisions on the use of pseudonyms in certificates should not prevent Member States from requiring identification 
of persons pursuant to Union or national law. 

(34) All Member States should follow common essential supervision requirements to ensure a comparable security level 
of qualified trust services. To ease the consistent application of those requirements across the Union, Member 
States should adopt comparable procedures and should exchange information on their supervision activities and 
best practices in the field. 

(35) All trust service providers should be subject to the requirements of this Regulation, in particular those on security 
and liability to ensure due diligence, transparency and accountability of their operations and services. However, 
taking into account the type of services provided by trust service providers, it is appropriate to distinguish as far as 
those requirements are concerned between qualified and non-qualified trust service providers. 

(36) Establishing a supervisory regime for all trust service providers should ensure a level playing field for the security 
and accountability of their operations and services, thus contributing to the protection of users and to the 
functioning of the internal market. Non-qualified trust service providers should be subject to a light touch and 
reactive ex post supervisory activities justified by the nature of their services and operations. The supervisory body 
should therefore have no general obligation to supervise non-qualified service providers. The supervisory body 
should only take action when it is informed (for example, by the non-qualified trust service provider itself, by 
another supervisory body, by a notification from a user or a business partner or on the basis of its own 
investigation) that a non-qualified trust service provider does not comply with the requirements of this Regulation.
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(37) This Regulation should provide for the liability of all trust service providers. In particular, it establishes the liability 
regime under which all trust service providers should be liable for damage caused to any natural or legal person 
due to failure to comply with the obligations under this Regulation. In order to facilitate the assessment of 
financial risk that trust service providers might have to bear or that they should cover by insurance policies, 
this Regulation allows trust service providers to set limitations, under certain conditions, on the use of the services 
they provide and not to be liable for damages arising from the use of services exceeding such limitations. 
Customers should be duly informed about the limitations in advance. Those limitations should be recognisable 
by a third party, for example by including information about the limitations in the terms and conditions of the 
service provided or through other recognisable means. For the purposes of giving effect to those principles, this 
Regulation should be applied in accordance with national rules on liability. Therefore, this Regulation does not 
affect those national rules on, for example, definition of damages, intention, negligence, or relevant applicable 
procedural rules. 

(38) Notification of security breaches and security risk assessments is essential with a view to providing adequate 
information to concerned parties in the event of a breach of security or loss of integrity. 

(39) To enable the Commission and the Member States to assess the effectiveness of the breach notification mechanism 
introduced by this Regulation, supervisory bodies should be requested to provide summary information to the 
Commission and to European Union Agency for Network and Information Security (ENISA). 

(40) To enable the Commission and the Member States to assess the effectiveness of the enhanced supervision 
mechanism introduced by this Regulation, supervisory bodies should be requested to report on their activities. 
This would be instrumental in facilitating the exchange of good practice between supervisory bodies and would 
ensure the verification of the consistent and efficient implementation of the essential supervision requirements in 
all Member States. 

(41) To ensure sustainability and durability of qualified trust services and to boost users’ confidence in the continuity of 
qualified trust services, supervisory bodies should verify the existence and the correct application of provisions on 
termination plans in cases where qualified trust service providers cease their activities. 

(42) To facilitate the supervision of qualified trust service providers, for example, when a provider is providing its 
services in the territory of another Member State and is not subject to supervision there, or when the computers of 
a provider are located in the territory of a Member State other than the one where it is established, a mutual 
assistance system between supervisory bodies in the Member States should be established. 

(43) In order to ensure the compliance of qualified trust service providers and the services they provide with the 
requirements set out in this Regulation, a conformity assessment should be carried out by a conformity assessment 
body and the resulting conformity assessment reports should be submitted by the qualified trust service providers 
to the supervisory body. Whenever the supervisory body requires a qualified trust service provider to submit an ad 
hoc conformity assessment report, the supervisory body should respect, in particular, the principles of good 
administration, including the obligation to give reasons for its decisions, as well as the principle of proportionality. 
Therefore, the supervisory body should duly justify its decision to require an ad hoc conformity assessment. 

(44) This Regulation aims to ensure a coherent framework with a view to providing a high level of security and legal 
certainty of trust services. In this regard, when addressing the conformity assessment of products and services, the 
Commission should, where appropriate, seek synergies with existing relevant European and international schemes 
such as the Regulation (EC) No 765/2008 of the European Parliament and of the Council ( 1 ) which sets out the 
requirements for accreditation of conformity assessment bodies and market surveillance of products.
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(45) In order to allow an efficient initiation process, which should lead to the inclusion of qualified trust service 
providers and the qualified trust services they provide into trusted lists, preliminary interactions between pros­
pective qualified trust service providers and the competent supervisory body should be encouraged with a view to 
facilitating the due diligence leading to the provisioning of qualified trust services. 

(46) Trusted lists are essential elements in the building of trust among market operators as they indicate the qualified 
status of the service provider at the time of supervision. 

(47) Confidence in and convenience of online services are essential for users to fully benefit and consciously rely on 
electronic services. To this end, an EU trust mark should be created to identify the qualified trust services provided 
by qualified trust service providers. Such an EU trust mark for qualified trust services would clearly differentiate 
qualified trust services from other trust services thus contributing to transparency in the market. The use of an EU 
trust mark by qualified trust service providers should be voluntary and should not lead to any requirement other 
than those provided for in this Regulation. 

(48) While a high level of security is needed to ensure mutual recognition of electronic signatures, in specific cases, such 
as in the context of Commission Decision 2009/767/EC ( 1 ), electronic signatures with a lower security assurance 
should also be accepted. 

(49) This Regulation should establish the principle that an electronic signature should not be denied legal effect on the 
grounds that it is in an electronic form or that it does not meet the requirements of the qualified electronic 
signature. However, it is for national law to define the legal effect of electronic signatures, except for the 
requirements provided for in this Regulation according to which a qualified electronic signature should have 
the equivalent legal effect of a handwritten signature. 

(50) As competent authorities in the Member States currently use different formats of advanced electronic signatures to 
sign their documents electronically, it is necessary to ensure that at least a number of advanced electronic signature 
formats can be technically supported by Member States when they receive documents signed electronically. 
Similarly, when competent authorities in the Member States use advanced electronic seals, it would be 
necessary to ensure that they support at least a number of advanced electronic seal formats. 

(51) It should be possible for the signatory to entrust qualified electronic signature creation devices to the care of a 
third party, provided that appropriate mechanisms and procedures are implemented to ensure that the signatory 
has sole control over the use of his electronic signature creation data, and the qualified electronic signature 
requirements are met by the use of the device. 

(52) The creation of remote electronic signatures, where the electronic signature creation environment is managed by a 
trust service provider on behalf of the signatory, is set to increase in the light of its multiple economic benefits. 
However, in order to ensure that such electronic signatures receive the same legal recognition as electronic 
signatures created in an entirely user-managed environment, remote electronic signature service providers 
should apply specific management and administrative security procedures and use trustworthy systems and 
products, including secure electronic communication channels, in order to guarantee that the electronic 
signature creation environment is reliable and is used under the sole control of the signatory. Where a 
qualified electronic signature has been created using a remote electronic signature creation device, the requirements 
applicable to qualified trust service providers set out in this Regulation should apply.
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(53) The suspension of qualified certificates is an established operational practice of trust service providers in a number 
of Member States, which is different from revocation and entails the temporary loss of validity of a certificate. 
Legal certainty calls for the suspension status of a certificate to always be clearly indicated. To that end, trust 
service providers should have the responsibility to clearly indicate the status of the certificate and, if suspended, the 
precise period of time during which the certificate has been suspended. This Regulation should not impose the use 
of suspension on trust service providers or Member States, but should provide for transparency rules when and 
where such a practice is available. 

(54) Cross-border interoperability and recognition of qualified certificates is a precondition for cross-border recognition 
of qualified electronic signatures. Therefore, qualified certificates should not be subject to any mandatory 
requirements exceeding the requirements laid down in this Regulation. However, at national level, the inclusion 
of specific attributes, such as unique identifiers, in qualified certificates should be allowed, provided that such 
specific attributes do not hamper cross-border interoperability and recognition of qualified certificates and elec­
tronic signatures. 

(55) IT security certification based on international standards such as ISO 15408 and related evaluation methods and 
mutual recognition arrangements is an important tool for verifying the security of qualified electronic signature 
creation devices and should be promoted. However, innovative solutions and services such as mobile signing and 
cloud signing rely on technical and organisational solutions for qualified electronic signature creation devices for 
which security standards may not yet be available or for which the first IT security certification is ongoing. The 
level of security of such qualified electronic signature creation devices could be evaluated by using alternative 
processes only where such security standards are not available or where the first IT security certification is ongoing. 
Those processes should be comparable to the standards for IT security certification insofar as their security levels 
are equivalent. Those processes could be facilitated by a peer review. 

(56) This Regulation should lay down requirements for qualified electronic signature creation devices to ensure the 
functionality of advanced electronic signatures. This Regulation should not cover the entire system environment in 
which such devices operate. Therefore, the scope of the certification of qualified signature creation devices should 
be limited to the hardware and system software used to manage and protect the signature creation data created, 
stored or processed in the signature creation device. As detailed in relevant standards, the scope of the certification 
obligation should exclude signature creation applications. 

(57) To ensure legal certainty as regards the validity of the signature, it is essential to specify the components of a 
qualified electronic signature, which should be assessed by the relying party carrying out the validation. Moreover, 
specifying the requirements for qualified trust service providers that can provide a qualified validation service to 
relying parties unwilling or unable to carry out the validation of qualified electronic signatures themselves, should 
stimulate the private and public sector to invest in such services. Both elements should make qualified electronic 
signature validation easy and convenient for all parties at Union level. 

(58) When a transaction requires a qualified electronic seal from a legal person, a qualified electronic signature from the 
authorised representative of the legal person should be equally acceptable. 

(59) Electronic seals should serve as evidence that an electronic document was issued by a legal person, ensuring 
certainty of the document’s origin and integrity. 

(60) Trust service providers issuing qualified certificates for electronic seals should implement the necessary measures in 
order to be able to establish the identity of the natural person representing the legal person to whom the qualified 
certificate for the electronic seal is provided, when such identification is necessary at national level in the context of 
judicial or administrative proceedings.
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(61) This Regulation should ensure the long-term preservation of information, in order to ensure the legal validity of 
electronic signatures and electronic seals over extended periods of time and guarantee that they can be validated 
irrespective of future technological changes. 

(62) In order to ensure the security of qualified electronic time stamps, this Regulation should require the use of an 
advanced electronic seal or an advanced electronic signature or of other equivalent methods. It is foreseeable that 
innovation may lead to new technologies that may ensure an equivalent level of security for time stamps. 
Whenever a method other than an advanced electronic seal or an advanced electronic signature is used, it 
should be up to the qualified trust service provider to demonstrate, in the conformity assessment report, that 
such a method ensures an equivalent level of security and complies with the obligations set out in this Regulation. 

(63) Electronic documents are important for further development of cross-border electronic transactions in the internal 
market. This Regulation should establish the principle that an electronic document should not be denied legal 
effect on the grounds that it is in an electronic form in order to ensure that an electronic transaction will not be 
rejected only on the grounds that a document is in electronic form. 

(64) When addressing formats of advanced electronic signatures and seals, the Commission should build on existing 
practices, standards and legislation, in particular Commission Decision 2011/130/EU ( 1 ). 

(65) In addition to authenticating the document issued by the legal person, electronic seals can be used to authenticate 
any digital asset of the legal person, such as software code or servers. 

(66) It is essential to provide for a legal framework to facilitate cross-border recognition between existing national legal 
systems related to electronic registered delivery services. That framework could also open new market oppor­
tunities for Union trust service providers to offer new pan-European electronic registered delivery services. 

(67) Website authentication services provide a means by which a visitor to a website can be assured that there is a 
genuine and legitimate entity standing behind the website. Those services contribute to the building of trust and 
confidence in conducting business online, as users will have confidence in a website that has been authenticated. 
The provision and the use of website authentication services are entirely voluntary. However, in order for website 
authentication to become a means to boosting trust, providing a better experience for the user and furthering 
growth in the internal market, this Regulation should lay down minimal security and liability obligations for the 
providers and their services. To that end, the results of existing industry-led initiatives, for example the Certification 
Authorities/Browsers Forum — CA/B Forum, have been taken into account. In addition, this Regulation should not 
impede the use of other means or methods to authenticate a website not falling under this Regulation nor should 
it prevent third country providers of website authentication services from providing their services to customers in 
the Union. However, a third country provider should only have its website authentication services recognised as 
qualified in accordance with this Regulation, if an international agreement between the Union and the country of 
establishment of the provider has been concluded. 

(68) The concept of ‘legal persons’, according to the provisions of the Treaty on the Functioning of the European Union 
(TFEU) on establishment, leaves operators free to choose the legal form which they deem suitable for carrying out 
their activity. Accordingly, ‘legal persons’, within the meaning of the TFEU, means all entities constituted under, or 
governed by, the law of a Member State, irrespective of their legal form. 

(69) The Union institutions, bodies, offices and agencies are encouraged to recognise electronic identification and trust 
services covered by this Regulation for the purpose of administrative cooperation capitalising, in particular, on 
existing good practices and the results of ongoing projects in the areas covered by this Regulation.
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(70) In order to complement certain detailed technical aspects of this Regulation in a flexible and rapid manner, the 
power to adopt acts in accordance with Article 290 TFEU should be delegated to the Commission in respect of 
criteria to be met by the bodies responsible for the certification of qualified electronic signature creation devices. It 
is of particular importance that the Commission carry out appropriate consultations during its preparatory work, 
including at expert level. The Commission, when preparing and drawing up delegated acts, should ensure a 
simultaneous, timely and appropriate transmission of relevant documents to the European Parliament and to 
the Council. 

(71) In order to ensure uniform conditions for the implementation of this Regulation, implementing powers should be 
conferred on the Commission, in particular for specifying reference numbers of standards the use of which would 
raise a presumption of compliance with certain requirements laid down in this Regulation. Those powers should be 
exercised in accordance with Regulation (EU) No 182/2011 of the European Parliament and of the Council ( 1 ). 

(72) When adopting delegated or implementing acts, the Commission should take due account of the standards and 
technical specifications drawn up by European and international standardisation organisations and bodies, in 
particular the European Committee for Standardisation (CEN), the European Telecommunications Standards 
Institute (ETSI), the International Organisation for Standardisation (ISO) and the International Telecommunication 
Union (ITU), with a view to ensuring a high level of security and interoperability of electronic identification and 
trust services. 

(73) For reasons of legal certainty and clarity, Directive 1999/93/EC should be repealed. 

(74) To ensure legal certainty for market operators already using qualified certificates issued to natural persons in 
compliance with Directive 1999/93/EC, it is necessary to provide for a sufficient period of time for transitional 
purposes. Similarly, transitional measures should be established for secure signature creation devices, the 
conformity of which has been determined in accordance with Directive 1999/93/EC, as well as for certification 
service providers issuing qualified certificates before 1 July 2016. Finally, it is also necessary to provide the 
Commission with the means to adopt the implementing acts and delegated acts before that date. 

(75) The application dates set out in this Regulation do not affect existing obligations that Member States already have 
under Union law, in particular under Directive 2006/123/EC. 

(76) Since the objectives of this Regulation cannot be sufficiently achieved by the Member States but can rather, by 
reason of the scale of the action, be better achieved at Union level, the Union may adopt measures, in accordance 
with the principle of subsidiarity as set out in Article 5 of the Treaty on European Union. In accordance with the 
principle of proportionality, as set out in that Article, this Regulation does not go beyond what is necessary in 
order to achieve those objectives. 

(77) The European Data Protection Supervisor was consulted in accordance with Article 28(2) of Regulation (EC) 
No 45/2001 of the European Parliament and of the Council ( 2 ) and delivered an opinion on 27 September 
2012 ( 3 ),
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HAVE ADOPTED THIS REGULATION: 

CHAPTER I 

GENERAL PROVISIONS 

Article 1 

Subject matter 

With a view to ensuring the proper functioning of the internal market while aiming at an adequate level of security of 
electronic identification means and trust services this Regulation: 

(a) lays down the conditions under which Member States recognise electronic identification means of natural and legal 
persons falling under a notified electronic identification scheme of another Member State; 

(b) lays down rules for trust services, in particular for electronic transactions; and 

(c) establishes a legal framework for electronic signatures, electronic seals, electronic time stamps, electronic documents, 
electronic registered delivery services and certificate services for website authentication. 

Article 2 

Scope 

1. This Regulation applies to electronic identification schemes that have been notified by a Member State, and to trust 
service providers that are established in the Union. 

2. This Regulation does not apply to the provision of trust services that are used exclusively within closed systems 
resulting from national law or from agreements between a defined set of participants. 

3. This Regulation does not affect national or Union law related to the conclusion and validity of contracts or other 
legal or procedural obligations relating to form. 

Article 3 

Definitions 

For the purposes of this Regulation, the following definitions apply: 

(1) ‘electronic identification’ means the process of using person identification data in electronic form uniquely repre­
senting either a natural or legal person, or a natural person representing a legal person; 

(2) ‘electronic identification means’ means a material and/or immaterial unit containing person identification data and 
which is used for authentication for an online service; 

(3) ‘person identification data’ means a set of data enabling the identity of a natural or legal person, or a natural person 
representing a legal person to be established; 

(4) ‘electronic identification scheme’ means a system for electronic identification under which electronic identification 
means are issued to natural or legal persons, or natural persons representing legal persons;
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(5) ‘authentication’ means an electronic process that enables the electronic identification of a natural or legal person, or 
the origin and integrity of data in electronic form to be confirmed; 

(6) ‘relying party’ means a natural or legal person that relies upon an electronic identification or a trust service; 

(7) ‘public sector body’ means a state, regional or local authority, a body governed by public law or an association 
formed by one or several such authorities or one or several such bodies governed by public law, or a private entity 
mandated by at least one of those authorities, bodies or associations to provide public services, when acting under 
such a mandate; 

(8) ‘body governed by public law’ means a body defined in point (4) of Article 2(1) of Directive 2014/24/EU of the 
European Parliament and of the Council ( 1 ); 

(9) ‘signatory’ means a natural person who creates an electronic signature; 

(10) ‘electronic signature’ means data in electronic form which is attached to or logically associated with other data in 
electronic form and which is used by the signatory to sign; 

(11) ‘advanced electronic signature’ means an electronic signature which meets the requirements set out in Article 26; 

(12) ‘qualified electronic signature’ means an advanced electronic signature that is created by a qualified electronic 
signature creation device, and which is based on a qualified certificate for electronic signatures; 

(13) ‘electronic signature creation data’ means unique data which is used by the signatory to create an electronic 
signature; 

(14) ‘certificate for electronic signature’ means an electronic attestation which links electronic signature validation data to 
a natural person and confirms at least the name or the pseudonym of that person; 

(15) ‘qualified certificate for electronic signature’ means a certificate for electronic signatures, that is issued by a qualified 
trust service provider and meets the requirements laid down in Annex I; 

(16) ‘trust service’ means an electronic service normally provided for remuneration which consists of: 

(a) the creation, verification, and validation of electronic signatures, electronic seals or electronic time stamps, 
electronic registered delivery services and certificates related to those services, or 

(b) the creation, verification and validation of certificates for website authentication; or 

(c) the preservation of electronic signatures, seals or certificates related to those services; 

(17) ‘qualified trust service’ means a trust service that meets the applicable requirements laid down in this Regulation;
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(18) ‘conformity assessment body’ means a body defined in point 13 of Article 2 of Regulation (EC) No 765/2008, 
which is accredited in accordance with that Regulation as competent to carry out conformity assessment of a 
qualified trust service provider and the qualified trust services it provides; 

(19) ‘trust service provider’ means a natural or a legal person who provides one or more trust services either as a 
qualified or as a non-qualified trust service provider; 

(20) ‘qualified trust service provider’ means a trust service provider who provides one or more qualified trust services and 
is granted the qualified status by the supervisory body; 

(21) ‘product’ means hardware or software, or relevant components of hardware or software, which are intended to be 
used for the provision of trust services; 

(22) ‘electronic signature creation device’ means configured software or hardware used to create an electronic signature; 

(23) ‘qualified electronic signature creation device’ means an electronic signature creation device that meets the 
requirements laid down in Annex II; 

(24) ‘creator of a seal’ means a legal person who creates an electronic seal; 

(25) ‘electronic seal’ means data in electronic form, which is attached to or logically associated with other data in 
electronic form to ensure the latter’s origin and integrity; 

(26) ‘advanced electronic seal’ means an electronic seal, which meets the requirements set out in Article 36; 

(27) ‘qualified electronic seal’ means an advanced electronic seal, which is created by a qualified electronic seal creation 
device, and that is based on a qualified certificate for electronic seal; 

(28) ‘electronic seal creation data’ means unique data, which is used by the creator of the electronic seal to create an 
electronic seal; 

(29) ‘certificate for electronic seal’ means an electronic attestation that links electronic seal validation data to a legal 
person and confirms the name of that person; 

(30) ‘qualified certificate for electronic seal’ means a certificate for an electronic seal, that is issued by a qualified trust 
service provider and meets the requirements laid down in Annex III; 

(31) ‘electronic seal creation device’ means configured software or hardware used to create an electronic seal; 

(32) ‘qualified electronic seal creation device’ means an electronic seal creation device that meets mutatis mutandis the 
requirements laid down in Annex II; 

(33) ‘electronic time stamp’ means data in electronic form which binds other data in electronic form to a particular time 
establishing evidence that the latter data existed at that time; 

(34) ‘qualified electronic time stamp’ means an electronic time stamp which meets the requirements laid down in 
Article 42;
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(35) ‘electronic document’ means any content stored in electronic form, in particular text or sound, visual or audiovisual 
recording; 

(36) ‘electronic registered delivery service’ means a service that makes it possible to transmit data between third parties by 
electronic means and provides evidence relating to the handling of the transmitted data, including proof of sending 
and receiving the data, and that protects transmitted data against the risk of loss, theft, damage or any unauthorised 
alterations; 

(37) ‘qualified electronic registered delivery service’ means an electronic registered delivery service which meets the 
requirements laid down in Article 44; 

(38) ‘certificate for website authentication’ means an attestation that makes it possible to authenticate a website and links 
the website to the natural or legal person to whom the certificate is issued; 

(39) ‘qualified certificate for website authentication’ means a certificate for website authentication, which is issued by a 
qualified trust service provider and meets the requirements laid down in Annex IV; 

(40) ‘validation data’ means data that is used to validate an electronic signature or an electronic seal; 

(41) ‘validation’ means the process of verifying and confirming that an electronic signature or a seal is valid. 

Article 4 

Internal market principle 

1. There shall be no restriction on the provision of trust services in the territory of a Member State by a trust service 
provider established in another Member State for reasons that fall within the fields covered by this Regulation. 

2. Products and trust services that comply with this Regulation shall be permitted to circulate freely in the internal 
market. 

Article 5 

Data processing and protection 

1. Processing of personal data shall be carried out in accordance with Directive 95/46/EC. 

2. Without prejudice to the legal effect given to pseudonyms under national law, the use of pseudonyms in electronic 
transactions shall not be prohibited. 

CHAPTER II 

ELECTRONIC IDENTIFICATION 

Article 6 

Mutual recognition 

1. When an electronic identification using an electronic identification means and authentication is required under 
national law or by administrative practice to access a service provided by a public sector body online in one Member 
State, the electronic identification means issued in another Member State shall be recognised in the first Member State for 
the purposes of cross-border authentication for that service online, provided that the following conditions are met: 

(a) the electronic identification means is issued under an electronic identification scheme that is included in the list 
published by the Commission pursuant to Article 9;
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(b) the assurance level of the electronic identification means corresponds to an assurance level equal to or higher than the 
assurance level required by the relevant public sector body to access that service online in the first Member State, 
provided that the assurance level of that electronic identification means corresponds to the assurance level substantial 
or high; 

(c) the relevant public sector body uses the assurance level substantial or high in relation to accessing that service online. 

Such recognition shall take place no later than 12 months after the Commission publishes the list referred to in point (a) 
of the first subparagraph. 

2. An electronic identification means which is issued under an electronic identification scheme included in the list 
published by the Commission pursuant to Article 9 and which corresponds to the assurance level low may be recognised 
by public sector bodies for the purposes of cross-border authentication for the service provided online by those bodies. 

Article 7 

Eligibility for notification of electronic identification schemes 

An electronic identification scheme shall be eligible for notification pursuant to Article 9(1) provided that all of the 
following conditions are met: 

(a) the electronic identification means under the electronic identification scheme are issued: 

(i) by the notifying Member State; 

(ii) under a mandate from the notifying Member State; or 

(iii) independently of the notifying Member State and are recognised by that Member State; 

(b) the electronic identification means under the electronic identification scheme can be used to access at least one service 
which is provided by a public sector body and which requires electronic identification in the notifying Member State; 

(c) the electronic identification scheme and the electronic identification means issued thereunder meet the requirements 
of at least one of the assurance levels set out in the implementing act referred to in Article 8(3); 

(d) the notifying Member State ensures that the person identification data uniquely representing the person in question is 
attributed, in accordance with the technical specifications, standards and procedures for the relevant assurance level 
set out in the implementing act referred to in Article 8(3), to the natural or legal person referred to in point 1 of 
Article 3 at the time the electronic identification means under that scheme is issued; 

(e) the party issuing the electronic identification means under that scheme ensures that the electronic identification 
means is attributed to the person referred to in point (d) of this Article in accordance with the technical specifications, 
standards and procedures for the relevant assurance level set out in the implementing act referred to in Article 8(3); 

(f) the notifying Member State ensures the availability of authentication online, so that any relying party established in 
the territory of another Member State is able to confirm the person identification data received in electronic form.
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For relying parties other than public sector bodies the notifying Member State may define terms of access to that 
authentication. The cross-border authentication shall be provided free of charge when it is carried out in relation to a 
service online provided by a public sector body. 

Member States shall not impose any specific disproportionate technical requirements on relying parties intending to 
carry out such authentication, where such requirements prevent or significantly impede the interoperability of the 
notified electronic identification schemes; 

(g) at least six months prior to the notification pursuant to Article 9(1), the notifying Member State provides the other 
Member States for the purposes of the obligation under Article 12(5) a description of that scheme in accordance with 
the procedural arrangements established by the implementing acts referred to in Article 12(7); 

(h) the electronic identification scheme meets the requirements set out in the implementing act referred to in 
Article 12(8). 

Article 8 

Assurance levels of electronic identification schemes 

1. An electronic identification scheme notified pursuant to Article 9(1) shall specify assurance levels low, substantial 
and/or high for electronic identification means issued under that scheme. 

2. The assurance levels low, substantial and high shall meet respectively the following criteria: 

(a) assurance level low shall refer to an electronic identification means in the context of an electronic identification 
scheme, which provides a limited degree of confidence in the claimed or asserted identity of a person, and is 
characterised with reference to technical specifications, standards and procedures related thereto, including 
technical controls, the purpose of which is to decrease the risk of misuse or alteration of the identity; 

(b) assurance level substantial shall refer to an electronic identification means in the context of an electronic identification 
scheme, which provides a substantial degree of confidence in the claimed or asserted identity of a person, and is 
characterised with reference to technical specifications, standards and procedures related thereto, including technical 
controls, the purpose of which is to decrease substantially the risk of misuse or alteration of the identity; 

(c) assurance level high shall refer to an electronic identification means in the context of an electronic identification 
scheme, which provides a higher degree of confidence in the claimed or asserted identity of a person than electronic 
identification means with the assurance level substantial, and is characterised with reference to technical specifications, 
standards and procedures related thereto, including technical controls, the purpose of which is to prevent misuse or 
alteration of the identity. 

3. By 18 September 2015, taking into account relevant international standards and subject to paragraph 2, the 
Commission shall, by means of implementing acts, set out minimum technical specifications, standards and procedures 
with reference to which assurance levels low, substantial and high are specified for electronic identification means for the 
purposes of paragraph 1. 

Those minimum technical specifications, standards and procedures shall be set out by reference to the reliability and 
quality of the following elements: 

(a) the procedure to prove and verify the identity of natural or legal persons applying for the issuance of electronic 
identification means;
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(b) the procedure for the issuance of the requested electronic identification means; 

(c) the authentication mechanism, through which the natural or legal person uses the electronic identification means to 
confirm its identity to a relying party; 

(d) the entity issuing the electronic identification means; 

(e) any other body involved in the application for the issuance of the electronic identification means; and 

(f) the technical and security specifications of the issued electronic identification means. 

Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2). 

Article 9 

Notification 

1. The notifying Member State shall notify to the Commission the following information and, without undue delay, 
any subsequent changes thereto: 

(a) a description of the electronic identification scheme, including its assurance levels and the issuer or issuers of 
electronic identification means under the scheme; 

(b) the applicable supervisory regime and information on the liability regime with respect to the following: 

(i) the party issuing the electronic identification means; and 

(ii) the party operating the authentication procedure; 

(c) the authority or authorities responsible for the electronic identification scheme; 

(d) information on the entity or entities which manage the registration of the unique person identification data; 

(e) a description of how the requirements set out in the implementing acts referred to in Article 12(8) are met; 

(f) a description of the authentication referred to in point (f) of Article 7; 

(g) arrangements for suspension or revocation of either the notified electronic identification scheme or authentication or 
the compromised parts concerned. 

2. One year from the date of application of the implementing acts referred to in Articles 8(3) and 12(8), the 
Commission shall publish in the Official Journal of the European Union a list of the electronic identification schemes 
which were notified pursuant to paragraph 1 of this Article and the basic information thereon. 

3. If the Commission receives a notification after the expiry of the period referred to in paragraph 2, it shall publish in 
the Official Journal of the European Union the amendments to the list referred to in paragraph 2 within two months from 
the date of receipt of that notification.
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4. A Member State may submit to the Commission a request to remove an electronic identification scheme notified by 
that Member State from the list referred to in paragraph 2. The Commission shall publish in the Official Journal of the 
European Union the corresponding amendments to the list within one month from the date of receipt of the Member 
State’s request. 

5. The Commission may, by means of implementing acts, define the circumstances, formats and procedures of 
notifications under paragraph 1. Those implementing acts shall be adopted in accordance with the examination 
procedure referred to in Article 48(2). 

Article 10 

Security breach 

1. Where either the electronic identification scheme notified pursuant to Article 9(1) or the authentication referred to 
in point (f) of Article 7 is breached or partly compromised in a manner that affects the reliability of the cross-border 
authentication of that scheme, the notifying Member State shall, without delay, suspend or revoke that cross-border 
authentication or the compromised parts concerned, and shall inform other Member States and the Commission. 

2. When the breach or compromise referred to in paragraph 1 is remedied, the notifying Member State shall re- 
establish the cross-border authentication and shall inform other Member States and the Commission without undue delay. 

3. If the breach or compromise referred to in paragraph 1 is not remedied within three months of the suspension or 
revocation, the notifying Member State shall notify other Member States and the Commission of the withdrawal of the 
electronic identification scheme. 

The Commission shall publish in the Official Journal of the European Union the corresponding amendments to the list 
referred to in Article 9(2) without undue delay. 

Article 11 

Liability 

1. The notifying Member State shall be liable for damage caused intentionally or negligently to any natural or legal 
person due to a failure to comply with its obligations under points (d) and (f) of Article 7 in a cross-border transaction. 

2. The party issuing the electronic identification means shall be liable for damage caused intentionally or negligently to 
any natural or legal person due to a failure to comply with the obligation referred to in point (e) of Article 7 in a cross- 
border transaction. 

3. The party operating the authentication procedure shall be liable for damage caused intentionally or negligently to 
any natural or legal person due to a failure to ensure the correct operation of the authentication referred to in point (f) of 
Article 7 in a cross-border transaction. 

4. Paragraphs 1, 2 and 3 shall be applied in accordance with national rules on liability. 

5. Paragraphs 1, 2 and 3 are without prejudice to the liability under national law of parties to a transaction in which 
electronic identification means falling under the electronic identification scheme notified pursuant to Article 9(1) are used. 

Article 12 

Cooperation and interoperability 

1. The national electronic identification schemes notified pursuant to Article 9(1) shall be interoperable. 

2. For the purposes of paragraph 1, an interoperability framework shall be established.
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3. The interoperability framework shall meet the following criteria: 

(a) it aims to be technology neutral and does not discriminate between any specific national technical solutions for 
electronic identification within a Member State; 

(b) it follows European and international standards, where possible; 

(c) it facilitates the implementation of the principle of privacy by design; and 

(d) it ensures that personal data is processed in accordance with Directive 95/46/EC. 

4. The interoperability framework shall consist of: 

(a) a reference to minimum technical requirements related to the assurance levels under Article 8; 

(b) a mapping of national assurance levels of notified electronic identification schemes to the assurance levels under 
Article 8; 

(c) a reference to minimum technical requirements for interoperability; 

(d) a reference to a minimum set of person identification data uniquely representing a natural or legal person, which is 
available from electronic identification schemes; 

(e) rules of procedure; 

(f) arrangements for dispute resolution; and 

(g) common operational security standards. 

5. Member States shall cooperate with regard to the following: 

(a) the interoperability of the electronic identification schemes notified pursuant to Article 9(1) and the electronic 
identification schemes which Member States intend to notify; and 

(b) the security of the electronic identification schemes. 

6. The cooperation between Member States shall consist of: 

(a) the exchange of information, experience and good practice as regards electronic identification schemes and in 
particular technical requirements related to interoperability and assurance levels; 

(b) the exchange of information, experience and good practice as regards working with assurance levels of electronic 
identification schemes under Article 8; 

(c) peer review of electronic identification schemes falling under this Regulation; and 

(d) examination of relevant developments in the electronic identification sector.
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7. By 18 March 2015, the Commission shall, by means of implementing acts, establish the necessary procedural 
arrangements to facilitate the cooperation between the Member States referred to in paragraphs 5 and 6 with a view to 
fostering a high level of trust and security appropriate to the degree of risk. 

8. By 18 September 2015, for the purpose of setting uniform conditions for the implementation of the requirement 
under paragraph 1, the Commission shall, subject to the criteria set out in paragraph 3 and taking into account the 
results of the cooperation between Member States, adopt implementing acts on the interoperability framework as set out 
in paragraph 4. 

9. The implementing acts referred to in paragraphs 7 and 8 of this Article shall be adopted in accordance with the 
examination procedure referred to in Article 48(2). 

CHAPTER III 

TRUST SERVICES 

SECTION 1 

General provisions 

Article 13 

Liability and burden of proof 

1. Without prejudice to paragraph 2, trust service providers shall be liable for damage caused intentionally or 
negligently to any natural or legal person due to a failure to comply with the obligations under this Regulation. 

The burden of proving intention or negligence of a non-qualified trust service provider shall lie with the natural or legal 
person claiming the damage referred to in the first subparagraph. 

The intention or negligence of a qualified trust service provider shall be presumed unless that qualified trust service 
provider proves that the damage referred to in the first subparagraph occurred without the intention or negligence of that 
qualified trust service provider. 

2. Where trust service providers duly inform their customers in advance of the limitations on the use of the services 
they provide and where those limitations are recognisable to third parties, trust service providers shall not be liable for 
damages arising from the use of services exceeding the indicated limitations. 

3. Paragraphs 1 and 2 shall be applied in accordance with national rules on liability. 

Article 14 

International aspects 

1. Trust services provided by trust service providers established in a third country shall be recognised as legally 
equivalent to qualified trust services provided by qualified trust service providers established in the Union where the 
trust services originating from the third country are recognised under an agreement concluded between the Union and 
the third country in question or an international organisation in accordance with Article 218 TFEU.
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2. Agreements referred to in paragraph 1 shall ensure, in particular, that: 

(a) the requirements applicable to qualified trust service providers established in the Union and the qualified trust services 
they provide are met by the trust service providers in the third country or international organisations with which the 
agreement is concluded, and by the trust services they provide; 

(b) the qualified trust services provided by qualified trust service providers established in the Union are recognised as 
legally equivalent to trust services provided by trust service providers in the third country or international organ­
isation with which the agreement is concluded. 

Article 15 

Accessibility for persons with disabilities 

Where feasible, trust services provided and end-user products used in the provision of those services shall be made 
accessible for persons with disabilities. 

Article 16 

Penalties 

Member States shall lay down the rules on penalties applicable to infringements of this Regulation. The penalties provided 
for shall be effective, proportionate and dissuasive. 

SECTION 2 

Supervision 

Article 17 

Supervisory body 

1. Member States shall designate a supervisory body established in their territory or, upon mutual agreement with 
another Member State, a supervisory body established in that other Member State. That body shall be responsible for 
supervisory tasks in the designating Member State. 

Supervisory bodies shall be given the necessary powers and adequate resources for the exercise of their tasks. 

2. Member States shall notify to the Commission the names and the addresses of their respective designated super­
visory bodies. 

3. The role of the supervisory body shall be the following: 

(a) to supervise qualified trust service providers established in the territory of the designating Member State to ensure, 
through ex ante and ex post supervisory activities, that those qualified trust service providers and the qualified trust 
services that they provide meet the requirements laid down in this Regulation; 

(b) to take action if necessary, in relation to non-qualified trust service providers established in the territory of the 
designating Member State, through ex post supervisory activities, when informed that those non-qualified trust service 
providers or the trust services they provide allegedly do not meet the requirements laid down in this Regulation.
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4. For the purposes of paragraph 3 and subject to the limitations provided therein, the tasks of the supervisory body 
shall include in particular: 

(a) to cooperate with other supervisory bodies and provide them with assistance in accordance with Article 18; 

(b) to analyse the conformity assessment reports referred to in Articles 20(1) and 21(1); 

(c) to inform other supervisory bodies and the public about breaches of security or loss of integrity in accordance with 
Article 19(2); 

(d) to report to the Commission about its main activities in accordance with paragraph 6 of this Article; 

(e) to carry out audits or request a conformity assessment body to perform a conformity assessment of the qualified trust 
service providers in accordance with Article 20(2); 

(f) to cooperate with the data protection authorities, in particular, by informing them without undue delay, about the 
results of audits of qualified trust service providers, where personal data protection rules appear to have been 
breached; 

(g) to grant qualified status to trust service providers and to the services they provide and to withdraw this status in 
accordance with Articles 20 and 21; 

(h) to inform the body responsible for the national trusted list referred to in Article 22(3) about its decisions to grant or 
to withdraw qualified status, unless that body is also the supervisory body; 

(i) to verify the existence and correct application of provisions on termination plans in cases where the qualified trust 
service provider ceases its activities, including how information is kept accessible in accordance with point (h) of 
Article 24(2); 

(j) to require that trust service providers remedy any failure to fulfil the requirements laid down in this Regulation. 

5. Member States may require the supervisory body to establish, maintain and update a trust infrastructure in 
accordance with the conditions under national law. 

6. By 31 March each year, each supervisory body shall submit to the Commission a report on its previous calendar 
year’s main activities together with a summary of breach notifications received from trust service providers in accordance 
with Article 19(2). 

7. The Commission shall make the annual report referred to in paragraph 6 available to Member States. 

8. The Commission may, by means of implementing acts, define the formats and procedures for the report referred to 
in paragraph 6. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2).
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Article 18 

Mutual assistance 

1. Supervisory bodies shall cooperate with a view to exchanging good practice. 

A supervisory body shall, upon receipt of a justified request from another supervisory body, provide that body with 
assistance so that the activities of supervisory bodies can be carried out in a consistent manner. Mutual assistance may 
cover, in particular, information requests and supervisory measures, such as requests to carry out inspections related to 
the conformity assessment reports as referred to in Articles 20 and 21. 

2. A supervisory body to which a request for assistance is addressed may refuse that request on any of the following 
grounds: 

(a) the supervisory body is not competent to provide the requested assistance; 

(b) the requested assistance is not proportionate to supervisory activities of the supervisory body carried out in 
accordance with Article 17; 

(c) providing the requested assistance would be incompatible with this Regulation. 

3. Where appropriate, Member States may authorise their respective supervisory bodies to carry out joint investi­
gations in which staff from other Member States’ supervisory bodies is involved. The arrangements and procedures for 
such joint actions shall be agreed upon and established by the Member States concerned in accordance with their national 
law. 

Article 19 

Security requirements applicable to trust service providers 

1. Qualified and non-qualified trust service providers shall take appropriate technical and organisational measures to 
manage the risks posed to the security of the trust services they provide. Having regard to the latest technological 
developments, those measures shall ensure that the level of security is commensurate to the degree of risk. In particular, 
measures shall be taken to prevent and minimise the impact of security incidents and inform stakeholders of the adverse 
effects of any such incidents. 

2. Qualified and non-qualified trust service providers shall, without undue delay but in any event within 24 hours after 
having become aware of it, notify the supervisory body and, where applicable, other relevant bodies, such as the 
competent national body for information security or the data protection authority, of any breach of security or loss 
of integrity that has a significant impact on the trust service provided or on the personal data maintained therein. 

Where the breach of security or loss of integrity is likely to adversely affect a natural or legal person to whom the trusted 
service has been provided, the trust service provider shall also notify the natural or legal person of the breach of security 
or loss of integrity without undue delay. 

Where appropriate, in particular if a breach of security or loss of integrity concerns two or more Member States, the 
notified supervisory body shall inform the supervisory bodies in other Member States concerned and ENISA. 

The notified supervisory body shall inform the public or require the trust service provider to do so, where it determines 
that disclosure of the breach of security or loss of integrity is in the public interest. 

3. The supervisory body shall provide ENISA once a year with a summary of notifications of breach of security and 
loss of integrity received from trust service providers.
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4. The Commission may, by means of implementing acts,: 

(a) further specify the measures referred to in paragraph 1; and 

(b) define the formats and procedures, including deadlines, applicable for the purpose of paragraph 2. 

Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2). 

SECTION 3 

Qualified trust services 

Article 20 

Supervision of qualified trust service providers 

1. Qualified trust service providers shall be audited at their own expense at least every 24 months by a conformity 
assessment body. The purpose of the audit shall be to confirm that the qualified trust service providers and the qualified 
trust services provided by them fulfil the requirements laid down in this Regulation. The qualified trust service providers 
shall submit the resulting conformity assessment report to the supervisory body within the period of three working days 
after receiving it. 

2. Without prejudice to paragraph 1, the supervisory body may at any time audit or request a conformity assessment 
body to perform a conformity assessment of the qualified trust service providers, at the expense of those trust service 
providers, to confirm that they and the qualified trust services provided by them fulfil the requirements laid down in this 
Regulation. Where personal data protection rules appear to have been breached, the supervisory body shall inform the 
data protection authorities of the results of its audits. 

3. Where the supervisory body requires the qualified trust service provider to remedy any failure to fulfil requirements 
under this Regulation and where that provider does not act accordingly, and if applicable within a time limit set by the 
supervisory body, the supervisory body, taking into account, in particular, the extent, duration and consequences of that 
failure, may withdraw the qualified status of that provider or of the affected service it provides and inform the body 
referred to in Article 22(3) for the purposes of updating the trusted lists referred to in Article 22(1). The supervisory body 
shall inform the qualified trust service provider of the withdrawal of its qualified status or of the qualified status of the 
service concerned. 

4. The Commission may, by means of implementing acts, establish reference number of the following standards: 

(a) accreditation of the conformity assessment bodies and for the conformity assessment report referred to in 
paragraph 1; 

(b) auditing rules under which conformity assessment bodies will carry out their conformity assessment of the qualified 
trust service providers as referred to in paragraph 1. 

Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).
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Article 21 

Initiation of a qualified trust service 

1. Where trust service providers, without qualified status, intend to start providing qualified trust services, they shall 
submit to the supervisory body a notification of their intention together with a conformity assessment report issued by a 
conformity assessment body. 

2. The supervisory body shall verify whether the trust service provider and the trust services provided by it comply 
with the requirements laid down in this Regulation, and in particular, with the requirements for qualified trust service 
providers and for the qualified trust services they provide. 

If the supervisory body concludes that the trust service provider and the trust services provided by it comply with the 
requirements referred to in the first subparagraph, the supervisory body shall grant qualified status to the trust service 
provider and the trust services it provides and inform the body referred to in Article 22(3) for the purposes of updating 
the trusted lists referred to in Article 22(1), not later than three months after notification in accordance with paragraph 1 
of this Article. 

If the verification is not concluded within three months of notification, the supervisory body shall inform the trust service 
provider specifying the reasons for the delay and the period within which the verification is to be concluded. 

3. Qualified trust service providers may begin to provide the qualified trust service after the qualified status has been 
indicated in the trusted lists referred to in Article 22(1). 

4. The Commission may, by means of implementing acts, define the formats and procedures for the purpose of 
paragraphs 1 and 2. Those implementing acts shall be adopted in accordance with the examination procedure referred to 
in Article 48(2). 

Article 22 

Trusted lists 

1. Each Member State shall establish, maintain and publish trusted lists, including information related to the qualified 
trust service providers for which it is responsible, together with information related to the qualified trust services provided 
by them. 

2. Member States shall establish, maintain and publish, in a secured manner, the electronically signed or sealed trusted 
lists referred to in paragraph 1 in a form suitable for automated processing. 

3. Member States shall notify to the Commission, without undue delay, information on the body responsible for 
establishing, maintaining and publishing national trusted lists, and details of where such lists are published, the certificates 
used to sign or seal the trusted lists and any changes thereto. 

4. The Commission shall make available to the public, through a secure channel, the information referred to in 
paragraph 3 in electronically signed or sealed form suitable for automated processing. 

5. By 18 September 2015 the Commission shall, by means of implementing acts, specify the information referred to 
in paragraph 1 and define the technical specifications and formats for trusted lists applicable for the purposes of 
paragraphs 1 to 4. Those implementing acts shall be adopted in accordance with the examination procedure referred 
to in Article 48(2).
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Article 23 

EU trust mark for qualified trust services 

1. After the qualified status referred to in the second subparagraph of Article 21(2) has been indicated in the trusted 
list referred to in Article 22(1), qualified trust service providers may use the EU trust mark to indicate in a simple, 
recognisable and clear manner the qualified trust services they provide. 

2. When using the EU trust mark for the qualified trust services referred to in paragraph 1, qualified trust service 
providers shall ensure that a link to the relevant trusted list is made available on their website. 

3. By 1 July 2015 the Commission shall, by means of implementing acts, provide for specifications with regard to the 
form, and in particular the presentation, composition, size and design of the EU trust mark for qualified trust services. 
Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2). 

Article 24 

Requirements for qualified trust service providers 

1. When issuing a qualified certificate for a trust service, a qualified trust service provider shall verify, by appropriate 
means and in accordance with national law, the identity and, if applicable, any specific attributes of the natural or legal 
person to whom the qualified certificate is issued. 

The information referred to in the first subparagraph shall be verified by the qualified trust service provider either directly 
or by relying on a third party in accordance with national law: 

(a) by the physical presence of the natural person or of an authorised representative of the legal person; or 

(b) remotely, using electronic identification means, for which prior to the issuance of the qualified certificate, a physical 
presence of the natural person or of an authorised representative of the legal person was ensured and which meets 
the requirements set out in Article 8 with regard to the assurance levels ‘substantial’ or ‘high’; or 

(c) by means of a certificate of a qualified electronic signature or of a qualified electronic seal issued in compliance with 
point (a) or (b); or 

(d) by using other identification methods recognised at national level which provide equivalent assurance in terms of 
reliability to physical presence. The equivalent assurance shall be confirmed by a conformity assessment body. 

2. A qualified trust service provider providing qualified trust services shall: 

(a) inform the supervisory body of any change in the provision of its qualified trust services and an intention to cease 
those activities; 

(b) employ staff and, if applicable, subcontractors who possess the necessary expertise, reliability, experience, and 
qualifications and who have received appropriate training regarding security and personal data protection rules 
and shall apply administrative and management procedures which correspond to European or international standards; 

(c) with regard to the risk of liability for damages in accordance with Article 13, maintain sufficient financial resources 
and/or obtain appropriate liability insurance, in accordance with national law;
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(d) before entering into a contractual relationship, inform, in a clear and comprehensive manner, any person seeking to 
use a qualified trust service of the precise terms and conditions regarding the use of that service, including any 
limitations on its use; 

(e) use trustworthy systems and products that are protected against modification and ensure the technical security and 
reliability of the processes supported by them; 

(f) use trustworthy systems to store data provided to it, in a verifiable form so that: 

(i) they are publicly available for retrieval only where the consent of the person to whom the data relates has been 
obtained, 

(ii) only authorised persons can make entries and changes to the stored data, 

(iii) the data can be checked for authenticity; 

(g) take appropriate measures against forgery and theft of data; 

(h) record and keep accessible for an appropriate period of time, including after the activities of the qualified trust service 
provider have ceased, all relevant information concerning data issued and received by the qualified trust service 
provider, in particular, for the purpose of providing evidence in legal proceedings and for the purpose of ensuring 
continuity of the service. Such recording may be done electronically; 

(i) have an up-to-date termination plan to ensure continuity of service in accordance with provisions verified by the 
supervisory body under point (i) of Article 17(4); 

(j) ensure lawful processing of personal data in accordance with Directive 95/46/EC; 

(k) in case of qualified trust service providers issuing qualified certificates, establish and keep updated a certificate 
database. 

3. If a qualified trust service provider issuing qualified certificates decides to revoke a certificate, it shall register such 
revocation in its certificate database and publish the revocation status of the certificate in a timely manner, and in any 
event within 24 hours after the receipt of the request. The revocation shall become effective immediately upon its 
publication. 

4. With regard to paragraph 3, qualified trust service providers issuing qualified certificates shall provide to any relying 
party information on the validity or revocation status of qualified certificates issued by them. This information shall be 
made available at least on a per certificate basis at any time and beyond the validity period of the certificate in an 
automated manner that is reliable, free of charge and efficient. 

5. The Commission may, by means of implementing acts, establish reference numbers of standards for trustworthy 
systems and products, which comply with the requirements under points (e) and (f) of paragraph 2 of this Article. 
Compliance with the requirements laid down in this Article shall be presumed where trustworthy systems and products 
meet those standards. Those implementing acts shall be adopted in accordance with the examination procedure referred 
to in Article 48(2).
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SECTION 4 

Electronic signatures 

Article 25 

Legal effects of electronic signatures 

1. An electronic signature shall not be denied legal effect and admissibility as evidence in legal proceedings solely on 
the grounds that it is in an electronic form or that it does not meet the requirements for qualified electronic signatures. 

2. A qualified electronic signature shall have the equivalent legal effect of a handwritten signature. 

3. A qualified electronic signature based on a qualified certificate issued in one Member State shall be recognised as a 
qualified electronic signature in all other Member States. 

Article 26 

Requirements for advanced electronic signatures 

An advanced electronic signature shall meet the following requirements: 

(a) it is uniquely linked to the signatory; 

(b) it is capable of identifying the signatory; 

(c) it is created using electronic signature creation data that the signatory can, with a high level of confidence, use under 
his sole control; and 

(d) it is linked to the data signed therewith in such a way that any subsequent change in the data is detectable. 

Article 27 

Electronic signatures in public services 

1. If a Member State requires an advanced electronic signature to use an online service offered by, or on behalf of, a 
public sector body, that Member State shall recognise advanced electronic signatures, advanced electronic signatures based 
on a qualified certificate for electronic signatures, and qualified electronic signatures in at least the formats or using 
methods defined in the implementing acts referred to in paragraph 5. 

2. If a Member State requires an advanced electronic signature based on a qualified certificate to use an online service 
offered by, or on behalf of, a public sector body, that Member State shall recognise advanced electronic signatures based 
on a qualified certificate and qualified electronic signatures in at least the formats or using methods defined in the 
implementing acts referred to in paragraph 5. 

3. Member States shall not request for cross-border use in an online service offered by a public sector body an 
electronic signature at a higher security level than the qualified electronic signature. 

4. The Commission may, by means of implementing acts, establish reference numbers of standards for advanced 
electronic signatures. Compliance with the requirements for advanced electronic signatures referred to in paragraphs 1 
and 2 of this Article and in Article 26 shall be presumed when an advanced electronic signature meets those standards. 
Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).
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5. By 18 September 2015, and taking into account existing practices, standards and Union legal acts, the Commission 
shall, by means of implementing acts, define reference formats of advanced electronic signatures or reference methods 
where alternative formats are used. Those implementing acts shall be adopted in accordance with the examination 
procedure referred to in Article 48(2). 

Article 28 

Qualified certificates for electronic signatures 

1. Qualified certificates for electronic signatures shall meet the requirements laid down in Annex I. 

2. Qualified certificates for electronic signatures shall not be subject to any mandatory requirement exceeding the 
requirements laid down in Annex I. 

3. Qualified certificates for electronic signatures may include non-mandatory additional specific attributes. Those 
attributes shall not affect the interoperability and recognition of qualified electronic signatures. 

4. If a qualified certificate for electronic signatures has been revoked after initial activation, it shall lose its validity from 
the moment of its revocation, and its status shall not in any circumstances be reverted. 

5. Subject to the following conditions, Member States may lay down national rules on temporary suspension of a 
qualified certificate for electronic signature: 

(a) if a qualified certificate for electronic signature has been temporarily suspended that certificate shall lose its validity for 
the period of suspension; 

(b) the period of suspension shall be clearly indicated in the certificate database and the suspension status shall be visible, 
during the period of suspension, from the service providing information on the status of the certificate. 

6. The Commission may, by means of implementing acts, establish reference numbers of standards for qualified 
certificates for electronic signature. Compliance with the requirements laid down in Annex I shall be presumed where 
a qualified certificate for electronic signature meets those standards. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2). 

Article 29 

Requirements for qualified electronic signature creation devices 

1. Qualified electronic signature creation devices shall meet the requirements laid down in Annex II. 

2. The Commission may, by means of implementing acts, establish reference numbers of standards for qualified 
electronic signature creation devices. Compliance with the requirements laid down in Annex II shall be presumed 
where a qualified electronic signature creation device meets those standards. Those implementing acts shall be 
adopted in accordance with the examination procedure referred to in Article 48(2). 

Article 30 

Certification of qualified electronic signature creation devices 

1. Conformity of qualified electronic signature creation devices with the requirements laid down in Annex II shall be 
certified by appropriate public or private bodies designated by Member States.
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2. Member States shall notify to the Commission the names and addresses of the public or private body referred to in 
paragraph 1. The Commission shall make that information available to Member States. 

3. The certification referred to in paragraph 1 shall be based on one of the following: 

(a) a security evaluation process carried out in accordance with one of the standards for the security assessment of 
information technology products included in the list established in accordance with the second subparagraph; or 

(b) a process other than the process referred to in point (a), provided that it uses comparable security levels and provided 
that the public or private body referred to in paragraph 1 notifies that process to the Commission. That process may 
be used only in the absence of standards referred to in point (a) or when a security evaluation process referred to in 
point (a) is ongoing. 

The Commission shall, by means of implementing acts, establish a list of standards for the security assessment of 
information technology products referred to in point (a). Those implementing acts shall be adopted in accordance 
with the examination procedure referred to in Article 48(2). 

4. The Commission shall be empowered to adopt delegated acts in accordance with Article 47 concerning the 
establishment of specific criteria to be met by the designated bodies referred to in paragraph 1 of this Article. 

Article 31 

Publication of a list of certified qualified electronic signature creation devices 

1. Member States shall notify to the Commission without undue delay and no later than one month after the 
certification is concluded, information on qualified electronic signature creation devices that have been certified by the 
bodies referred to in Article 30(1). They shall also notify to the Commission, without undue delay and no later than one 
month after the certification is cancelled, information on electronic signature creation devices that are no longer certified. 

2. On the basis of the information received, the Commission shall establish, publish and maintain a list of certified 
qualified electronic signature creation devices. 

3. The Commission may, by means of implementing acts, define formats and procedures applicable for the purpose of 
paragraph 1. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2). 

Article 32 

Requirements for the validation of qualified electronic signatures 

1. The process for the validation of a qualified electronic signature shall confirm the validity of a qualified electronic 
signature provided that: 

(a) the certificate that supports the signature was, at the time of signing, a qualified certificate for electronic signature 
complying with Annex I; 

(b) the qualified certificate was issued by a qualified trust service provider and was valid at the time of signing; 

(c) the signature validation data corresponds to the data provided to the relying party;
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(d) the unique set of data representing the signatory in the certificate is correctly provided to the relying party; 

(e) the use of any pseudonym is clearly indicated to the relying party if a pseudonym was used at the time of signing; 

(f) the electronic signature was created by a qualified electronic signature creation device; 

(g) the integrity of the signed data has not been compromised; 

(h) the requirements provided for in Article 26 were met at the time of signing. 

2. The system used for validating the qualified electronic signature shall provide to the relying party the correct result 
of the validation process and shall allow the relying party to detect any security relevant issues. 

3. The Commission may, by means of implementing acts, establish reference numbers of standards for the validation 
of qualified electronic signatures. Compliance with the requirements laid down in paragraph 1 shall be presumed where 
the validation of qualified electronic signatures meets those standards. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2). 

Article 33 

Qualified validation service for qualified electronic signatures 

1. A qualified validation service for qualified electronic signatures may only be provided by a qualified trust service 
provider who: 

(a) provides validation in compliance with Article 32(1); and 

(b) allows relying parties to receive the result of the validation process in an automated manner, which is reliable, 
efficient and bears the advanced electronic signature or advanced electronic seal of the provider of the qualified 
validation service. 

2. The Commission may, by means of implementing acts, establish reference numbers of standards for qualified 
validation service referred to in paragraph 1. Compliance with the requirements laid down in paragraph 1 shall be 
presumed where the validation service for a qualified electronic signature meets those standards. Those implementing acts 
shall be adopted in accordance with the examination procedure referred to in Article 48(2). 

Article 34 

Qualified preservation service for qualified electronic signatures 

1. A qualified preservation service for qualified electronic signatures may only be provided by a qualified trust service 
provider that uses procedures and technologies capable of extending the trustworthiness of the qualified electronic 
signature beyond the technological validity period. 

2. The Commission may, by means of implementing acts, establish reference numbers of standards for the qualified 
preservation service for qualified electronic signatures. Compliance with the requirements laid down in paragraph 1 shall 
be presumed where the arrangements for the qualified preservation service for qualified electronic signatures meet those 
standards. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2).
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SECTION 5 

Electronic seals 

Article 35 

Legal effects of electronic seals 

1. An electronic seal shall not be denied legal effect and admissibility as evidence in legal proceedings solely on the 
grounds that it is in an electronic form or that it does not meet the requirements for qualified electronic seals. 

2. A qualified electronic seal shall enjoy the presumption of integrity of the data and of correctness of the origin of 
that data to which the qualified electronic seal is linked. 

3. A qualified electronic seal based on a qualified certificate issued in one Member State shall be recognised as a 
qualified electronic seal in all other Member States. 

Article 36 

Requirements for advanced electronic seals 

An advanced electronic seal shall meet the following requirements: 

(a) it is uniquely linked to the creator of the seal; 

(b) it is capable of identifying the creator of the seal; 

(c) it is created using electronic seal creation data that the creator of the seal can, with a high level of confidence under 
its control, use for electronic seal creation; and 

(d) it is linked to the data to which it relates in such a way that any subsequent change in the data is detectable. 

Article 37 

Electronic seals in public services 

1. If a Member State requires an advanced electronic seal in order to use an online service offered by, or on behalf of, 
a public sector body, that Member State shall recognise advanced electronic seals, advanced electronic seals based on a 
qualified certificate for electronic seals and qualified electronic seals at least in the formats or using methods defined in 
the implementing acts referred to in paragraph 5. 

2. If a Member State requires an advanced electronic seal based on a qualified certificate in order to use an online 
service offered by, or on behalf of, a public sector body, that Member State shall recognise advanced electronic seals based 
on a qualified certificate and qualified electronic seal at least in the formats or using methods defined in the implementing 
acts referred to in paragraph 5. 

3. Member States shall not request for the cross-border use in an online service offered by a public sector body an 
electronic seal at a higher security level than the qualified electronic seal. 

4. The Commission may, by means of implementing acts, establish reference numbers of standards for advanced 
electronic seals. Compliance with the requirements for advanced electronic seals referred to in paragraphs 1 and 2 of this 
Article and Article 36 shall be presumed when an advanced electronic seal meets those standards. Those implementing 
acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).
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5. By 18 September 2015, and taking into account existing practices, standards and legal acts of the Union, the 
Commission shall, by means of implementing acts, define reference formats of advanced electronic seals or reference 
methods where alternative formats are used. Those implementing acts shall be adopted in accordance with the exam­
ination procedure referred to in Article 48(2). 

Article 38 

Qualified certificates for electronic seals 

1. Qualified certificates for electronic seals shall meet the requirements laid down in Annex III. 

2. Qualified certificates for electronic seals shall not be subject to any mandatory requirements exceeding the 
requirements laid down in Annex III. 

3. Qualified certificates for electronic seals may include non-mandatory additional specific attributes. Those attributes 
shall not affect the interoperability and recognition of qualified electronic seals. 

4. If a qualified certificate for an electronic seal has been revoked after initial activation, it shall lose its validity from 
the moment of its revocation, and its status shall not in any circumstances be reverted. 

5. Subject to the following conditions, Member States may lay down national rules on temporary suspension of 
qualified certificates for electronic seals: 

(a) if a qualified certificate for electronic seal has been temporarily suspended, that certificate shall lose its validity for the 
period of suspension; 

(b) the period of suspension shall be clearly indicated in the certificate database and the suspension status shall be visible, 
during the period of suspension, from the service providing information on the status of the certificate. 

6. The Commission may, by means of implementing acts, establish reference numbers of standards for qualified 
certificates for electronic seals. Compliance with the requirements laid down in Annex III shall be presumed where a 
qualified certificate for electronic seal meets those standards. Those implementing acts shall be adopted in accordance 
with the examination procedure referred to in Article 48(2). 

Article 39 

Qualified electronic seal creation devices 

1. Article 29 shall apply mutatis mutandis to requirements for qualified electronic seal creation devices. 

2. Article 30 shall apply mutatis mutandis to the certification of qualified electronic seal creation devices. 

3. Article 31 shall apply mutatis mutandis to the publication of a list of certified qualified electronic seal creation 
devices. 

Article 40 

Validation and preservation of qualified electronic seals 

Articles 32, 33 and 34 shall apply mutatis mutandis to the validation and preservation of qualified electronic seals.
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SECTION 6 

Electronic time stamps 

Article 41 

Legal effect of electronic time stamps 

1. An electronic time stamp shall not be denied legal effect and admissibility as evidence in legal proceedings solely on 
the grounds that it is in an electronic form or that it does not meet the requirements of the qualified electronic time 
stamp. 

2. A qualified electronic time stamp shall enjoy the presumption of the accuracy of the date and the time it indicates 
and the integrity of the data to which the date and time are bound. 

3. A qualified electronic time stamp issued in one Member State shall be recognised as a qualified electronic time 
stamp in all Member States. 

Article 42 

Requirements for qualified electronic time stamps 

1. A qualified electronic time stamp shall meet the following requirements: 

(a) it binds the date and time to data in such a manner as to reasonably preclude the possibility of the data being 
changed undetectably; 

(b) it is based on an accurate time source linked to Coordinated Universal Time; and 

(c) it is signed using an advanced electronic signature or sealed with an advanced electronic seal of the qualified trust 
service provider, or by some equivalent method. 

2. The Commission may, by means of implementing acts, establish reference numbers of standards for the binding of 
date and time to data and for accurate time sources. Compliance with the requirements laid down in paragraph 1 shall be 
presumed where the binding of date and time to data and the accurate time source meets those standards. Those 
implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2). 

SECTION 7 

Electronic registered delivery services 

Article 43 

Legal effect of an electronic registered delivery service 

1. Data sent and received using an electronic registered delivery service shall not be denied legal effect and admissi­
bility as evidence in legal proceedings solely on the grounds that it is in an electronic form or that it does not meet the 
requirements of the qualified electronic registered delivery service. 

2. Data sent and received using a qualified electronic registered delivery service shall enjoy the presumption of the 
integrity of the data, the sending of that data by the identified sender, its receipt by the identified addressee and the 
accuracy of the date and time of sending and receipt indicated by the qualified electronic registered delivery service.
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Article 44 

Requirements for qualified electronic registered delivery services 

1. Qualified electronic registered delivery services shall meet the following requirements: 

(a) they are provided by one or more qualified trust service provider(s); 

(b) they ensure with a high level of confidence the identification of the sender; 

(c) they ensure the identification of the addressee before the delivery of the data; 

(d) the sending and receiving of data is secured by an advanced electronic signature or an advanced electronic seal of a 
qualified trust service provider in such a manner as to preclude the possibility of the data being changed undetectably; 

(e) any change of the data needed for the purpose of sending or receiving the data is clearly indicated to the sender and 
addressee of the data; 

(f) the date and time of sending, receiving and any change of data are indicated by a qualified electronic time stamp. 

In the event of the data being transferred between two or more qualified trust service providers, the requirements in 
points (a) to (f) shall apply to all the qualified trust service providers. 

2. The Commission may, by means of implementing acts, establish reference numbers of standards for processes for 
sending and receiving data. Compliance with the requirements laid down in paragraph 1 shall be presumed where the 
process for sending and receiving data meets those standards. Those implementing acts shall be adopted in accordance 
with the examination procedure referred to in Article 48(2). 

SECTION 8 

Website authentication 

Article 45 

Requirements for qualified certificates for website authentication 

1. Qualified certificates for website authentication shall meet the requirements laid down in Annex IV. 

2. The Commission may, by means of implementing acts, establish reference numbers of standards for qualified 
certificates for website authentication. Compliance with the requirements laid down in Annex IV shall be presumed 
where a qualified certificate for website authentication meets those standards. Those implementing acts shall be adopted 
in accordance with the examination procedure referred to in Article 48(2). 

CHAPTER IV 

ELECTRONIC DOCUMENTS 

Article 46 

Legal effects of electronic documents 

An electronic document shall not be denied legal effect and admissibility as evidence in legal proceedings solely on the 
grounds that it is in electronic form.
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CHAPTER V 

DELEGATIONS OF POWER AND IMPLEMENTING PROVISIONS 

Article 47 

Exercise of the delegation 

1. The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in this 
Article. 

2. The power to adopt delegated acts referred to in Article 30(4) shall be conferred on the Commission for an 
indeterminate period of time from 17 September 2014. 

3. The delegation of power referred to in Article 30(4) may be revoked at any time by the European Parliament or by 
the Council. A decision to revoke shall put an end to the delegation of the power specified in that decision. It shall take 
effect the day following the publication of the decision in the Official Journal of the European Union or at a later date 
specified therein. It shall not affect the validity of any delegated acts already in force. 

4. As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European Parliament and 
to the Council. 

5. A delegated act adopted pursuant to Article 30(4) shall enter into force only if no objection has been expressed 
either by the European Parliament or the Council within a period of two months of notification of that act to the 
European Parliament and the Council or if, before the expiry of that period, the European Parliament and the Council 
have both informed the Commission that they will not object. That period shall be extended by two months at the 
initiative of the European Parliament or of the Council. 

Article 48 

Committee procedure 

1. The Commission shall be assisted by a committee. That committee shall be a committee within the meaning of 
Regulation (EU) No 182/2011. 

2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply. 

CHAPTER VI 

FINAL PROVISIONS 

Article 49 

Review 

The Commission shall review the application of this Regulation and shall report to the European Parliament and to the 
Council no later than 1 July 2020. The Commission shall evaluate in particular whether it is appropriate to modify the 
scope of this Regulation or its specific provisions, including Article 6, point (f) of Article 7 and Articles 34, 43, 44 and 
45, taking into account the experience gained in the application of this Regulation, as well as technological, market and 
legal developments. 

The report referred to in the first paragraph shall be accompanied, where appropriate, by legislative proposals. 

In addition, the Commission shall submit a report to the European Parliament and the Council every four years after the 
report referred to in the first paragraph on the progress towards achieving the objectives of this Regulation.
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Article 50 

Repeal 

1. Directive 1999/93/EC is repealed with effect from 1 July 2016. 

2. References to the repealed Directive shall be construed as references to this Regulation. 

Article 51 

Transitional measures 

1. Secure signature creation devices of which the conformity has been determined in accordance with Article 3(4) of 
Directive 1999/93/EC shall be considered as qualified electronic signature creation devices under this Regulation. 

2. Qualified certificates issued to natural persons under Directive 1999/93/EC shall be considered as qualified 
certificates for electronic signatures under this Regulation until they expire. 

3. A certification-service-provider issuing qualified certificates under Directive 1999/93/EC shall submit a conformity 
assessment report to the supervisory body as soon as possible but not later than 1 July 2017. Until the submission of 
such a conformity assessment report and the completion of its assessment by the supervisory body, that certification- 
service-provider shall be considered as qualified trust service provider under this Regulation. 

4. If a certification-service-provider issuing qualified certificates under Directive 1999/93/EC does not submit a 
conformity assessment report to the supervisory body within the time limit referred to in paragraph 3, that certifi­
cation-service-provider shall not be considered as qualified trust service provider under this Regulation from 2 July 2017. 

Article 52 

Entry into force 

1. This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of 
the European Union. 

2. This Regulation shall apply from 1 July 2016, except for the following: 

(a) Articles 8(3), 9(5), 12(2) to (9), 17(8), 19(4), 20(4), 21(4), 22(5), 23(3), 24(5), 27(4) and (5), 28(6), 29(2), 30(3) and 
(4), 31(3), 32(3), 33(2), 34(2), 37(4) and (5), 38(6), 42(2), 44(2), 45(2), and Articles 47 and 48 shall apply from 
17 September 2014; 

(b) Article 7, Article 8(1) and (2), Articles 9, 10, 11 and Article 12(1) shall apply from the date of application of the 
implementing acts referred to in Articles 8(3) and 12(8); 

(c) Article 6 shall apply from three years as from the date of application of the implementing acts referred to in Articles 
8(3) and 12(8). 

3. Where the notified electronic identification scheme is included in the list published by the Commission pursuant to 
Article 9 before the date referred to in point (c) of paragraph 2 of this Article, the recognition of the electronic 
identification means under that scheme pursuant to Article 6 shall take place no later than 12 months after the 
publication of that scheme but not before the date referred to in point (c) of paragraph 2 of this Article.
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4. Notwithstanding point (c) of paragraph 2 of this Article, a Member State may decide that electronic identification 
means under electronic identification scheme notified pursuant to Article 9(1) by another Member State are recognised in 
the first Member State as from the date of application of the implementing acts referred to in Articles 8(3) and 12(8). 
Member States concerned shall inform the Commission. The Commission shall make this information public. 

This Regulation shall be binding in its entirety and directly applicable in all Member States. 

Done at Brussels, 23 July 2014. 

For the Parliament 

The President 

M. SCHULZ 

For the Council 

The President 

S. GOZI
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ANNEX I 

REQUIREMENTS FOR QUALIFIED CERTIFICATES FOR ELECTRONIC SIGNATURES 

Qualified certificates for electronic signatures shall contain: 

(a) an indication, at least in a form suitable for automated processing, that the certificate has been issued as a qualified 
certificate for electronic signature; 

(b) a set of data unambiguously representing the qualified trust service provider issuing the qualified certificates including 
at least, the Member State in which that provider is established and: 

— for a legal person: the name and, where applicable, registration number as stated in the official records, 

— for a natural person: the person’s name; 

(c) at least the name of the signatory, or a pseudonym; if a pseudonym is used, it shall be clearly indicated; 

(d) electronic signature validation data that corresponds to the electronic signature creation data; 

(e) details of the beginning and end of the certificate’s period of validity; 

(f) the certificate identity code, which must be unique for the qualified trust service provider; 

(g) the advanced electronic signature or advanced electronic seal of the issuing qualified trust service provider; 

(h) the location where the certificate supporting the advanced electronic signature or advanced electronic seal referred to 
in point (g) is available free of charge; 

(i) the location of the services that can be used to enquire about the validity status of the qualified certificate; 

(j) where the electronic signature creation data related to the electronic signature validation data is located in a qualified 
electronic signature creation device, an appropriate indication of this, at least in a form suitable for automated 
processing.
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ANNEX II 

REQUIREMENTS FOR QUALIFIED ELECTRONIC SIGNATURE CREATION DEVICES 

1. Qualified electronic signature creation devices shall ensure, by appropriate technical and procedural means, that at 
least: 

(a) the confidentiality of the electronic signature creation data used for electronic signature creation is reasonably 
assured; 

(b) the electronic signature creation data used for electronic signature creation can practically occur only once; 

(c) the electronic signature creation data used for electronic signature creation cannot, with reasonable assurance, be 
derived and the electronic signature is reliably protected against forgery using currently available technology; 

(d) the electronic signature creation data used for electronic signature creation can be reliably protected by the 
legitimate signatory against use by others. 

2. Qualified electronic signature creation devices shall not alter the data to be signed or prevent such data from being 
presented to the signatory prior to signing. 

3. Generating or managing electronic signature creation data on behalf of the signatory may only be done by a qualified 
trust service provider. 

4. Without prejudice to point (d) of point 1, qualified trust service providers managing electronic signature creation data 
on behalf of the signatory may duplicate the electronic signature creation data only for back-up purposes provided the 
following requirements are met: 

(a) the security of the duplicated datasets must be at the same level as for the original datasets; 

(b) the number of duplicated datasets shall not exceed the minimum needed to ensure continuity of the service.

EN L 257/112 Official Journal of the European Union 28.8.2014

263



ANNEX III 

REQUIREMENTS FOR QUALIFIED CERTIFICATES FOR ELECTRONIC SEALS 

Qualified certificates for electronic seals shall contain: 

(a) an indication, at least in a form suitable for automated processing, that the certificate has been issued as a qualified 
certificate for electronic seal; 

(b) a set of data unambiguously representing the qualified trust service provider issuing the qualified certificates including 
at least the Member State in which that provider is established and: 

— for a legal person: the name and, where applicable, registration number as stated in the official records, 

— for a natural person: the person’s name; 

(c) at least the name of the creator of the seal and, where applicable, registration number as stated in the official records; 

(d) electronic seal validation data, which corresponds to the electronic seal creation data; 

(e) details of the beginning and end of the certificate’s period of validity; 

(f) the certificate identity code, which must be unique for the qualified trust service provider; 

(g) the advanced electronic signature or advanced electronic seal of the issuing qualified trust service provider; 

(h) the location where the certificate supporting the advanced electronic signature or advanced electronic seal referred to 
in point (g) is available free of charge; 

(i) the location of the services that can be used to enquire as to the validity status of the qualified certificate; 

(j) where the electronic seal creation data related to the electronic seal validation data is located in a qualified electronic 
seal creation device, an appropriate indication of this, at least in a form suitable for automated processing.
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ANNEX IV 

REQUIREMENTS FOR QUALIFIED CERTIFICATES FOR WEBSITE AUTHENTICATION 

Qualified certificates for website authentication shall contain: 

(a) an indication, at least in a form suitable for automated processing, that the certificate has been issued as a qualified 
certificate for website authentication; 

(b) a set of data unambiguously representing the qualified trust service provider issuing the qualified certificates including 
at least the Member State in which that provider is established and: 

— for a legal person: the name and, where applicable, registration number as stated in the official records, 

— for a natural person: the person’s name; 

(c) for natural persons: at least the name of the person to whom the certificate has been issued, or a pseudonym. If a 
pseudonym is used, it shall be clearly indicated; 

for legal persons: at least the name of the legal person to whom the certificate is issued and, where applicable, 
registration number as stated in the official records; 

(d) elements of the address, including at least city and State, of the natural or legal person to whom the certificate is 
issued and, where applicable, as stated in the official records; 

(e) the domain name(s) operated by the natural or legal person to whom the certificate is issued; 

(f) details of the beginning and end of the certificate’s period of validity; 

(g) the certificate identity code, which must be unique for the qualified trust service provider; 

(h) the advanced electronic signature or advanced electronic seal of the issuing qualified trust service provider; 

(i) the location where the certificate supporting the advanced electronic signature or advanced electronic seal referred to 
in point (h) is available free of charge; 

(j) the location of the certificate validity status services that can be used to enquire as to the validity status of the 
qualified certificate.
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REGULATION (EU) 2024/1183 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 11 April 2024

amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity 
Framework

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee (1),

Having regard to the opinion of the Committee of the Regions (2),

Acting in accordance with the ordinary legislative procedure (3),

Whereas:

(1) The Commission Communication of 19 February 2020 entitled ‘Shaping Europe’s Digital Future’ announces 
a revision of Regulation (EU) No 910/2014 of the European Parliament and of the Council (4) to improve its 
effectiveness, extend its benefits to the private sector and promote trusted digital identities for all Europeans.

(2) In its conclusions of 1-2 October 2020, the European Council called on the Commission to propose the 
development of a Union-wide framework for secure public electronic identification, including interoperable digital 
signatures, to provide people with control over their online identity and data as well as to enable access to public, 
private and cross-border digital services.

(3) The Digital Decade Policy Programme 2030, established by Decision (EU) 2022/2481 of the European Parliament 
and of the Council (5), sets the objectives and digital targets of a Union framework which, by 2030, are intended to 
lead to wide deployment of a trusted, voluntary, user-controlled digital identity that is recognised throughout the 
Union and allows every user to control their data in online interactions.

(4) The ‘European Declaration on Digital Rights and Principles for the Digital Decade’ proclaimed by the European 
Parliament, the Council and the Commission (6) (the ‘Declaration’), underlines everyone’s right to access digital 
technologies, products and services that are safe, secure, and privacy-protective by design. This includes ensuring 
that all people living in the Union are offered an accessible, secure and trusted digital identity that enables access to 
a broad range of online and offline services, protected against cybersecurity risks and cybercrime including data 
breaches and identity theft or manipulation. The Declaration also states that everyone has the right to the protection 
of their personal data. That right encompasses the control on how the data is used and with whom it is shared.
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(5) Union citizens and residents in the Union should have the right to a digital identity that is under their sole control 
and that enables them to exercise their rights in the digital environment and to participate in the digital economy. To 
achieve that aim, a European digital identity framework should be established allowing Union citizens and residents 
in the Union to access public and private online and offline services throughout the Union.

(6) A harmonised digital identity framework should contribute to the creation of a more digitally integrated Union by 
reducing digital barriers between Member States and by empowering Union citizens and residents in the Union to 
enjoy the benefits of digitalisation, while increasing transparency and the protection of their rights.

(7) A more harmonised approach to electronic identification should reduce the risks and costs of the current 
fragmentation due to the use of divergent national solutions or, in some Member States, the absence of such 
electronic identification solutions. Such an approach should strengthen the internal market by allowing Union 
citizens, residents in the Union, as defined by national law, and businesses to identify themselves and to provide 
authentication of their identity online and offline in a safe, trustworthy, user-friendly, convenient, accessible and 
harmonised way, across the Union. The European Digital Identity Wallet should provide natural and legal persons 
across the Union with a harmonised electronic identification means enabling authentication and the sharing of data 
linked to their identity. Everyone should be able to access public and private services securely, relying on an 
improved ecosystem for trust services and on verified proofs of identity and electronic attestations of attributes, such 
as academic qualifications, including university degrees, or other educational or professional entitlements. The 
European Digital Identity Framework is intended to achieve a shift from the reliance on national digital identity 
solutions only, to the provision of electronic attestations of attributes valid and legally recognised across the Union. 
Providers of electronic attestations of attributes should benefit from a clear and uniform set of rules, while public 
administrations should be able to rely on electronic documents in a given format.

(8) Several Member States have implemented and use electronic identification means that are accepted by service 
providers in the Union. Additionally, investments have been made in both national and cross-border solutions on 
the basis of Regulation (EU) No 910/2014, including the interoperability of notified electronic identification schemes 
pursuant to that Regulation. In order to ensure the complementarity and fast adoption of European Digital Identity 
Wallets by current users of notified electronic identification means and to minimise the impact on existing service 
providers, European Digital Identity Wallets are expected to benefit from building on the experience gained with 
existing electronic identification means and from the infrastructure of notified electronic identification schemes 
deployed at Union and national level.

(9) Regulation (EU) 2016/679 of the European Parliament and of the Council (7) and, where relevant, Directive 
2002/58/EC of the European Parliament and of the Council (8) apply to all personal data processing activities under 
Regulation (EU) No 910/2014. The solutions under the interoperability framework provided in this Regulation also 
comply with those rules. Union data protection law provides for data protection principles, such as the data 
minimisation and purpose limitation principle and obligations, such as data protection by design and by default.

(10) To support the competitiveness of Union businesses, both online and offline service providers should be able to rely 
on digital identity solutions recognised across the Union, irrespective of the Member State in which those solutions 
are provided, thus benefiting from a harmonised Union approach to trust, security and interoperability. Both users 
and service providers should be able to benefit from the same legal value provided to electronic attestations of 
attributes across the Union. A harmonised digital identity framework is intended to create economic value by 
providing easier access to goods and services and by significantly reducing operational costs linked to electronic 
identification and authentication procedures, for instance during the onboarding of new customers, by reducing the 
potential for cybercrime, such as identity theft, data theft and online fraud, thus promoting efficiency gains and the 
secure digital transformation of the Union’s micro, small and medium-sized enterprises (SMEs).
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(11) European Digital Identity Wallets should facilitate the application of the ‘once only’ principle, thus reducing the 
administrative burden on and supporting cross-border mobility of Union citizens and residents in the Union and 
businesses across the Union and fostering the development of interoperable e-government services across the Union.

(12) Regulation (EU) 2016/679, Regulation (EU) 2018/1725 of the European Parliament and of the Council (9) and 
Directive 2002/58/EC apply to the processing of personal data in the implementation of this Regulation. Therefore, 
this Regulation should lay down specific safeguards to prevent providers of electronic identification means and 
electronic attestation of attributes from combining personal data obtained when providing other services with the 
personal data processed to provide the services falling within the scope of this Regulation. Personal data related to 
the provision of European Digital Identity Wallets should be kept logically separate from any other data held by the 
provider of the European Digital Identity Wallet. This Regulation should not prevent providers of European Digital 
Identity Wallets from applying additional technical measures that contribute to the protection of personal data, such 
as physical separation of personal data related to the provision of European Digital Identity Wallets from any other 
data held by the provider. Without prejudice to Regulation (EU) 2016/679, this Regulation further specifies the 
application of principles of purpose limitation, data minimisation, and data protection by design and by default.

(13) European Digital Identity Wallets should have the function of a common dashboard embedded into the design, in 
order to ensure a higher degree of transparency, privacy and control of the users over their personal data. That 
function should provide an easy, user-friendly interface with an overview of all relying parties with whom the user 
shares data, including attributes, and the type of data shared with each relying party. It should allow users to track all 
transactions executed through the European Digital Identity Wallet with at least the following data: the time and date 
of the transaction, the counterpart identification, the personal data requested and the data shared. That information 
should be stored even if the transaction was not concluded. It should not be possible to repudiate the authenticity of 
the information contained in the transaction history. Such a function should be active by default. It should allow 
users easily to request the immediate erasure by a relying party of personal data pursuant Article 17 of Regulation 
(EU) 2016/679 and easily to report the relying party to the competent national data protection authority where an 
allegedly unlawful or suspicious request for personal data is received, directly via the European Digital Identity 
Wallet.

(14) Member States should integrate different privacy-preserving technologies, such as zero knowledge proof, into the 
European Digital Identity Wallet. Those cryptographic methods should allow a relying party to validate whether 
a given statement based on the person’s identification data and attestation of attributes is true, without revealing any 
data on which that statement is based, thereby preserving the privacy of the user.

(15) This Regulation sets out the harmonised conditions for the establishment of a framework for European Digital 
Identity Wallets to be provided by Member States. All Union citizens, and residents in the Union as defined by 
national law, should be empowered to securely request, select, combine, store, delete, share and present data related 
to their identity and request the erasure of their personal data in a user-friendly and convenient way, under the sole 
control of the user, while enabling selective disclosure of personal data. This Regulation reflects shared European 
values and respects fundamental rights, legal safeguards and liability, thus protecting democratic societies, Union 
citizens and residents in the Union. Technologies used to achieve those objectives should be developed aiming 
towards the highest level of security, privacy, user convenience, accessibility, wide usability and seamless 
interoperability. Member States should ensure equal access to electronic identification to all their citizens and 
residents. Member States should not, directly or indirectly, limit access to public or private services to natural or legal 
persons not opting to use European Digital Identity Wallets and should make available appropriate alternative 
solutions.
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(16) Member States should rely on the possibilities offered by this Regulation to provide, under their responsibility, 
European Digital Identity Wallets for use by the natural and legal persons residing on their territory. To offer Member 
States flexibility and leverage the state-of-the-art technology, this Regulation should enable provision of European 
Digital Identity Wallets directly by a Member State, under a mandate from a Member State, or independently of 
a Member State, but recognised by that Member State.

(17) For the purposes of registration, relying parties should provide the information necessary to allow for their 
electronic identification and authentication towards European Digital Identity Wallets. When declaring their 
intended use of the European Digital Identity Wallet, relying parties should provide information regarding the data 
that they will request, if any, in order to provide their services and the reason for the request. Relying party 
registration facilitates the verification by Member States with regard to the lawfulness of the activities of the relying 
parties in accordance with Union law. The obligation to register provided for in this Regulation should be without 
prejudice to obligations laid down in other Union or national law, such as the information to be provided to the data 
subjects pursuant to the Regulation (EU) 2016/679. Relying parties should comply with the safeguards offered by 
Articles 35 and 36 of that Regulation, in particular by performing data protection impact assessments and by 
consulting the competent data protection authorities prior to data processing where data protection impact 
assessments indicate that the processing would result in a high risk. Such safeguards should support the lawful 
processing of personal data by relying parties, in particular with regard to special categories of data, such as health 
data. The registration of relying parties is intended to enhance transparency and trust in the use of European Digital 
Identity Wallets. Registration should be cost-effective and proportionate to the related risks in order to ensure uptake 
by service providers. In that context, registration should provide for the use of automated procedures, including the 
reliance on and the use of existing registers by Member States, and should not entail a pre-authorisation process. The 
registration process should enable a variety of use-cases that can differ in terms of mode of operation, whether 
online or in offline mode, or in terms of the requirement to authenticate devices for the purposes of interfacing with 
the European Digital Identity Wallet. Registration should apply exclusively to relying parties providing services by 
means of digital interaction.

(18) Safeguarding Union citizens and residents in the Union against the unauthorised or fraudulent use of European 
Digital Identity Wallets is of high importance for ensuring trust in and for the wide uptake of European Digital 
Identity Wallets. Users should be provided with effective protection against such misuse. In particular, when facts 
that form the basis for fraudulent or otherwise illegal use of a European Digital Identity Wallet are established by 
a national judicial authority in the context of another procedure, supervisory bodies that are responsible for 
European Digital Identity Wallet issuers should, upon notification, take the necessary measures to ensure that the 
registration of the relying party and the inclusion of relying parties in the authentication mechanism are withdrawn 
or suspended until the notifying authority confirms that the irregularities identified have been remedied.

(19) All European Digital Identity Wallets should enable users to electronically identify themselves and authenticate 
online and in offline mode across borders to access a wide range of public and private services. Without prejudice to 
Member States’ prerogatives as regards the identification of their citizens and residents, European Digital Identity 
Wallets can also serve the institutional needs of public administrations, international organisations and the Union’s 
institutions, bodies, offices and agencies. Authentication in offline mode would be important in many sectors, 
including in the health sector where services are often provided through face-to-face interaction and ePrescriptions 
should be able to rely on QR-codes or similar technologies to verify authenticity. Relying on the assurance level high 
with regard to electronic identification schemes European Digital Identity Wallets should benefit from the potential 
offered by tamper-proof solutions such as secure elements, to comply with the security requirements under this 
Regulation. European Digital Identity Wallets should also allow users to create and use qualified electronic signatures 
and seals which are accepted across the Union. Once on-boarded to a European Digital Identity Wallet, natural 
persons should be able to use it to sign with qualified electronic signatures, by default and free of charge, without 
having to go through any additional administrative procedures. Users should be able to sign or seal self-claimed 
assertions or attributes.To achieve simplification and cost-reduction benefits for persons and businesses across the 
Union, including by enabling powers of representation and e-mandates, Member States should provide European 
Digital Identity Wallets that rely on common standards and technical specifications to ensure seamless 
interoperability and to adequately increase IT security, strengthen robustness against cyber-attacks and thus 
significantly reduce the potential risks of ongoing digitalisation for Union citizens, residents in the Union and 
undertakings. Only Member States’ competent authorities can provide a high level of confidence in establishing the 
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identity of a person and therefore provide assurance that the person claiming or asserting a particular identity is in 
fact the person he or she claims to be. It is therefore necessary for the provision of European Digital Identity Wallets 
to rely on the legal identity of Union citizens, residents in the Union or legal persons. Reliance on the legal identity 
should not hinder European Digital Identity Wallet users to access services under a pseudonym, where there is no 
legal requirement for legal identity for authentication. Trust in European Digital Identity Wallets would be enhanced 
if issuing and managing parties are required to implement appropriate technical and organisational measures to 
ensure the highest level of security that is commensurate to the risks raised for the rights and freedoms of the natural 
persons, in accordance with Regulation (EU) 2016/679.

(20) The use of a qualified electronic signature should be free of charge to all natural persons for non-professional 
purposes. It should be possible for Member States to provide for measures to prevent the use of qualified electronic 
signatures for professional purposes by natural persons free-of-charge, while ensuring that any such measures are 
proportionate to identified risks and are justified.

(21) It is beneficial to facilitate the uptake and use of European Digital Identity Wallets by seamlessly integrating them 
with the ecosystem of public and private digital services already implemented at national, local or regional level. To 
achieve that goal, it should be possible for Member States to provide for legal and organisational measures in order 
to increase flexibility for providers of European Digital Identity Wallets and to allow for additional functionalities of 
European Digital Identity Wallets to those provided for in this Regulation, including by enhanced interoperability 
with existing national electronic identification means. Such additional functionalities should by no means be to the 
detriment of providing core functions of European Digital Identity Wallets provided for in this Regulation or 
promote existing national solutions over European Digital Identity Wallets. Since they go beyond this Regulation, 
such additional functionalities do not benefit from the provisions on cross-border reliance on European Digital 
Identity Wallets set out in this Regulation.

(22) European Digital Identity Wallets should include a functionality to generate user-chosen and managed pseudonyms, 
to authenticate when accessing online services.

(23) In order to achieve a high level of security and trustworthiness, this Regulation establishes the requirements for 
European Digital Identity Wallets. The conformity of European Digital Identity Wallets with those requirements 
should be certified by accredited conformity assessment bodies designated by Member States.

(24) In order to avoid divergent approaches and harmonise the implementation of the requirements laid down by this 
Regulation, the Commission should, for the purpose of certifying European Digital Identity Wallets, adopt 
implementing acts to establish a list of reference standards and, where necessary, to establish specifications and 
procedures for the purpose of expressing detailed technical specifications of those requirements. To the extent that 
the certification of the conformity of European Digital Identity Wallets with relevant cybersecurity requirements is 
not covered by existing cybersecurity certification schemes that are referred to in this Regulation, and as regards 
non-cybersecurity requirements relevant to European Digital Identity Wallets, Member States should establish 
national certification schemes pursuant to the harmonised requirements set out in and adopted pursuant to this 
Regulation. Member States should transmit their draft national certification schemes to the European Digital Identity 
Cooperation Group, which should be able to issue opinions and recommendations.

(25) Certification of conformity with the cybersecurity requirements established in this Regulation should, where 
available, rely on the relevant European cybersecurity certifications schemes established pursuant to Regulation (EU) 
2019/881 of the European Parliament and of the Council (10), which establishes a voluntary European cybersecurity 
certification framework for ICT products, processes and services.

OJ L, 30.4.2024 EN

ELI: http://data.europa.eu/eli/reg/2024/1183/oj 5/56

(10) Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency 
for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation 
(EU) No 526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15). 271



(26) In order to continuously assess and mitigate risks linked to security, certified European Digital Identity Wallets 
should be subject to regular vulnerability assessments aiming to detect any vulnerability in the certified 
product-related components, certified process-related components and certified service-related components of the 
European Digital Identity Wallet.

(27) By protecting users and companies from cybersecurity risks, the essential cybersecurity requirements laid down in 
this Regulation also contribute to enhancing the protection of personal data and privacy of individuals. Synergies on 
both standardisation and certification on cybersecurity aspects should be considered through the cooperation 
between the Commission, the European Standardisation Organizations, the European Union Agency for 
Cybersecurity (ENISA), the European Data Protection Board established by Regulation (EU) 2016/679 and the 
national data protection supervisory authorities.

(28) The onboarding of Union citizens and residents in the Union to the European Digital Identity Wallet should be 
facilitated by relying on electronic identification means issued at assurance level high. Electronic identification means 
issued at assurance level substantial should be relied upon only where harmonised technical specifications and 
procedures using electronic identification means issued at assurance level substantial in combination with 
supplementary means of identity verification will allow the fulfilment of the requirements set out in this Regulation 
as regards assurance level high. Such supplementary means should be reliable and easy to use and could be built on 
the possibility to use remote onboarding procedures, qualified certificates supported by qualified electronic 
signatures, qualified electronic attestation of attributes or a combination thereof. To ensure sufficient uptake of 
European Digital Identity Wallets, harmonised technical specifications and procedures for the onboarding of users by 
using electronic identification means, including those issued at assurance level substantial, should be set out in 
implementing acts.

(29) The objective of this Regulation is to provide the user with a fully mobile, secure and user-friendly European Digital 
Identity Wallet. As a transitional measure until the availability of certified tamper-proof solutions, such as secure 
elements within the users’ devices, European Digital Identity Wallets should be able to rely upon certified external 
secure elements for the protection of the cryptographic material and other sensitive data or upon notified electronic 
identification means at assurance level high in order to demonstrate compliance with the relevant requirements of 
this Regulation as regards the assurance level of the European Digital Identity Wallet. This Regulation should be 
without prejudice to national conditions with regard to the issuance and use of a certified external secure element 
where the transitional measure is dependent on it.

(30) European Digital Identity Wallets should ensure the highest level of data protection and security for the purposes of 
electronic identification and authentication to facilitate access to public and private services, irrespective of whether 
such data is stored locally or on cloud-based solutions, taking due account of the different levels of risk.

(31) European Digital Identity Wallets should be secure-by-design and should implement advanced security features to 
protect against identity and other data theft, denial of service and any other cyber threat. Such security should 
include state-of-the-art encryption and storage methods that are accessible only to, and decryptable only by, the user 
and that rely on end-to-end encrypted communication with other European Digital Identity Wallets and relying 
parties. Additionally, European Digital Identity Wallets should require secure, explicit and active user confirmation 
for the operations performed via European Digital Identity Wallets.

(32) The use, free of charge, of European Digital Identity Wallets should not result in the processing of data beyond data 
that is necessary for the provision of European Digital Identity Wallet services. This Regulation should not allow the 
processing of personal data stored in or resulting from the use of the European Digital Identity Wallet by the 
provider of the European Digital Identity Wallet for purposes other than the provision of European Digital Identity 
Wallet services. To ensure privacy, European Digital Identity Wallet providers should ensure unobservability by not 
collecting data and not having insight into the transactions of the users of the European Digital Identity Wallet. Such 
unobservability means that the providers are not able to see the details of the transactions made by the user. 
However, in specific cases, on the basis of explicit prior consent by the user in each of those specific cases, and fully 
in accordance with Regulation (EU) 2016/679, providers of European Digital Identity Wallets could be granted 
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access to the information necessary for the provision of a particular service related to European Digital Identity 
Wallets.

(33) The transparency of European Digital Identity Wallets and the accountability of their providers are key elements to 
creating social trust and trigger acceptance of the framework. The functioning of European Digital Identity Wallets 
should therefore be transparent and, in particular, allow for verifiable processing of personal data. To achieve this, 
Member States should disclose the source code of the user application software components of European Digital 
Identity Wallets, including those that are related to processing of personal data and data of legal persons. The 
publication of this source code under an open-source licence should enable society, including users and developers, 
to understand its operation, audit and review the code. This would increase users’ trust in the ecosystem and 
contribute to the security of European Digital Identity Wallets by enabling anyone to report vulnerabilities and errors 
in the code. Overall, this should provide suppliers with an incentive to deliver and maintain a highly secure product. 
However, in certain cases, the disclosure of the source code for the libraries used, communication channel or other 
elements that are not hosted on the user device, could be limited by Member States, for duly justified reasons, 
especially for the purpose of public security.

(34) The use of European Digital Identity Wallets as well as the discontinuation of their use should be the exclusive right 
and choice of users. Member States should develop simple and secure procedures for the users to request immediate 
revocation of validity of European Digital Identity Wallets, including in the case of loss or theft. Upon the death of 
the user or the cessation of activity by a legal person, a mechanism should be established to enable the authority 
responsible for settling the succession of the natural person or assets of the legal person to request the immediate 
revocation of European Digital Identity Wallets.

(35) In order to promote the uptake of European Digital Identity Wallets and the wider use of digital identities, Member 
States should not only promote the benefits of the relevant services, but should also, in cooperation with the private 
sector, researchers and academia, develop training programmes aiming to strengthen the digital skills of their 
citizens and residents, in particular for vulnerable groups such as persons with disabilities and older persons. 
Member States should also raise awareness of the benefits and risks of European Digital Identity Wallets by means of 
communication campaigns.

(36) To ensure that the European Digital Identity Framework is open to innovation, technological development and 
future-proof, Member States are encouraged, jointly, to set up sandboxes to test innovative solutions in a controlled 
and secure environment in particular to improve the functionality, protection of personal data, security and 
interoperability of the solutions and to inform future updates of technical references and legal requirements. That 
environment should foster the inclusion of SMEs, start-ups and individual innovators and researchers, as well as 
relevant industry stakeholders. Such initiatives should contribute to and strengthen the regulatory compliance and 
technical robustness of European Digital Identity Wallets to be provided to Union citizens and residents in the 
Union, thus preventing the development of solutions that do not comply with Union law on data protection or that 
are open to security vulnerabilities.

(37) Regulation (EU) 2019/1157 of the European Parliament and of the Council (11) strengthens the security of identity 
cards with enhanced security features by August 2021. Member States should consider the feasibility of notifying 
them under electronic identification schemes to extend the cross-border availability of electronic identification 
means.

(38) The process of notification of electronic identification schemes should be simplified and accelerated to promote 
access to convenient, trusted, secure and innovative authentication and identification solutions and, where relevant, 
to encourage private identity providers to offer electronic identification schemes to Member State’s authorities for 
notification as national electronic identification schemes under Regulation (EU) No 910/2014.
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(39) Streamlining of the current notification and peer-review procedures will prevent heterogeneous approaches to the 
assessment of various notified electronic identification schemes and facilitate trust-building between Member States. 
New, simplified, mechanisms are intended to foster Member States’ cooperation on the security and interoperability 
of their notified electronic identification schemes.

(40) Member States should benefit from new, flexible tools to ensure compliance with the requirements of this 
Regulation and of the relevant implementing acts adopted pursuant thereto. This Regulation should allow Member 
States to use reports and assessments, performed by accredited conformity assessment bodies, as provided for in the 
context of certification schemes to be established at Union level under Regulation (EU) 2019/881, to support their 
claims on the alignment of the schemes or of parts thereof with Regulation (EU) No 910/2014.

(41) Public service providers use the person identification data available from electronic identification means pursuant to 
Regulation (EU) No 910/2014 to match the electronic identity of the users from other Member States with the 
person identification data provided to those users in the Member State performing the cross-border identity 
matching process. However, in many cases, despite the use of the minimum data set provided under the notified 
electronic identification schemes, ensuring accurate identity matching when Member States act as relying parties 
requires additional information about the user and specific complementary unique identification procedures to be 
performed at national level. To further support the usability of electronic identification means, provide better online 
public services and increase legal certainty in relation to the electronic identity of the users, Regulation (EU) 
No 910/2014 should require Member States to take specific online measures to ensure unequivocal identity 
matching when users intend to access online cross-border public services.

(42) When developing European Digital Identity Wallets, it is essential to take into consideration the needs of users. 
Meaningful use cases and online services relying on European Digital Identity Wallets should be available. For the 
convenience of users and in order to ensure cross-border availability of such services, it is important to undertake 
actions in order to facilitate a similar approach to design, development and implementation of online services in all 
Member States. Non-binding guidelines on how to design, develop and implement online services relying on 
European Digital Identity Wallets have the potential of becoming a useful tool to achieve that goal. Such guidelines 
should be prepared taking into account the interoperability framework of the Union. Member States should have 
a leading role when it comes to adopting those guidelines.

(43) In accordance with Directive (EU) 2019/882 of the European Parliament and of the Council (12), persons with 
disabilities should be able to use European Digital Identity Wallets, trust services and end-user products used in the 
provision of those services on an equal basis with other users.

(44) In order to ensure effective enforcement of this Regulation, a minimum for the maximum of administrative fines for 
both qualified and non-qualified trust service providers should be established. Member States should provide for 
effective, proportionate and dissuasive penalties. When determining the penalties, the size of the affected entities, 
their business models and the severity of the infringements should be duly taken into consideration.

(45) Member States should lay down rules on penalties for infringements such as direct or indirect practices leading to 
confusion between non-qualified and qualified trust services or to the abusive use of the EU trust mark by 
non-qualified trust service providers. The EU trust mark should not be used under conditions which, directly or 
indirectly, lead to the perception that any non-qualified trust services offered by those providers are qualified.

(46) This Regulation should not cover aspects related to the conclusion and validity of contracts or other legal obligations 
where there are requirements as regards form laid down by Union or national law. In addition, it should not affect 
national form requirements pertaining to public registers, in particular commercial and land registers.
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(47) The provision and use of trust services and the benefits brought in terms of convenience and legal certainty in the 
context of cross-border transactions, in particular when qualified trust services are used, are becoming increasingly 
important for international trade and cooperation. International partners of the Union are establishing trust 
frameworks inspired by Regulation (EU) No 910/2014. In order to facilitate the recognition of qualified trust 
services and of their providers, the Commission may adopt implementing acts to set the conditions under which 
trust frameworks of third countries could be considered equivalent to the trust framework for qualified trust services 
and providers thereof in this Regulation. Such an approach should complement the possibility for the mutual 
recognition of trust services and providers thereof established in the Union and in third countries in accordance with 
Article 218 of the Treaty on the Functioning of the European Union (TFEU). When setting out the conditions under 
which the trust frameworks of third countries could be considered to be equivalent to the trust framework for 
qualified trust services and providers thereof under Regulation (EU) No 910/2014, compliance with the relevant 
provisions in the Directive (EU) 2022/2555 of the European Parliament and of the Council (13) and Regulation (EU) 
2016/679 should be ensured, as well as the use of trusted lists as essential elements to build trust.

(48) This Regulation should foster choice and the possibility of switching between European Digital Identity Wallets 
where a Member State has endorsed more than one European Digital Identity Wallet solution on its territory. In 
order to avoid lock-in effects in such situations, where technically feasible, the providers of European Digital Identity 
Wallets should ensure the effective portability of data at the request of European Digital Identity Wallet users, and 
should not be allowed to use contractual, economic or technical barriers to prevent or to discourage effective 
switching between different European Digital Identity Wallets.

(49) To ensure the proper functioning of European Digital Identity Wallets, European Digital Identity Wallet providers 
need effective interoperability and fair, reasonable and non-discriminatory conditions for the European Digital 
Identity Wallets to access specific hardware and software features of mobile devices. Those components could 
include, in particular, near field communication antennas and secure elements, including universal integrated circuit 
cards, embedded secure elements, microSD cards and Bluetooth Low Energy. Access to those components could be 
under the control of mobile network operators and equipment manufacturers. Therefore, where needed to provide 
the services of European Digital Identity Wallets, original equipment manufacturers of mobile devices or providers of 
electronic communication services should not refuse access to such components. In addition, the undertakings that 
are designated as gatekeepers for core platform services as listed by the Commission pursuant to Regulation (EU) 
2022/1925 of the European Parliament and of the Council (14) should remain subject to the specific provisions of 
that Regulation, building on Article 6(7) thereof.

(50) In order to streamline the cybersecurity obligations imposed on trust service providers, as well as to enable those 
providers and their respective competent authorities to benefit from the legal framework established by Directive 
(EU) 2022/2555, trust services are required to take appropriate technical and organisational measures pursuant to 
that Directive, such as measures addressing system failures, human error, malicious actions or natural phenomena in 
order to manage the risks posed to the security of network and information systems which those providers use in 
the provision of their services as well as to notify significant incidents and cyber threats in accordance with that 
Directive. With regard to the reporting of incidents, trust service providers should notify any incidents having 
a significant impact on the provision of their services, including such caused by theft or loss of devices, network 
cable damage or incidents that occur in the context of the identification of persons. The cybersecurity risk 
management requirements and reporting obligations under Directive (EU) 2022/2555 should be considered to be 
complementary to the requirements imposed on trust service providers under this Regulation. Where appropriate, 
established national practices or guidance in relation to the implementation of security and reporting requirements 
and supervision of compliance with such requirements under Regulation (EU) No 910/2014 should continue to be 
applied by the competent authorities designated under Directive (EU) 2022/2555. This Regulation does not affect 
the obligation to notify personal data breaches pursuant to Regulation (EU) 2016/679.
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(51) Due consideration should be given to ensure effective cooperation between the supervisory bodies designated 
pursuant to Article 46b of Regulation (EU) No 910/2014 and the competent authorities designated or established 
pursuant to Article 8(1) of Directive (EU) 2022/2555. Where such a supervisory body is different from such 
a competent authority, they should cooperate closely, in a timely manner by exchanging the relevant information in 
order to ensure effective supervision and compliance of trust service providers with the requirements set out in 
Regulation (EU) No 910/2014 and in Directive (EU) 2022/2555. In particular, supervisory bodies designated 
pursuant to Regulation (EU) No 910/2014 should be entitled to request competent authorities designated or 
established pursuant Directive (EU) 2022/2555 to provide relevant information needed to grant the qualified status 
and to carry out supervisory actions to verify compliance of the trust service providers with the relevant 
requirements under Directive (EU) 2022/2555 or to require them to remedy non-compliance.

(52) It is essential to provide for a legal framework to facilitate cross-border recognition between existing national legal 
systems related to electronic registered delivery services. That framework could also open new market opportunities 
for Union trust service providers to offer new Union-wide electronic registered delivery services. In order to ensure 
that data using a qualified electronic registered delivery service is delivered to the correct addressee, qualified 
electronic registered delivery services should ensure complete certainty the identification of the addressee while 
a high level of confidence would suffice as regards the identification of the sender. Providers of qualified electronic 
registered delivery services should be encouraged by Member States to make their services interoperable with 
qualified electronic registered delivery services provided by other qualified trust service providers in order to easily 
transfer electronic registered data between two or more qualified trust service providers and to promote fair 
practices in the internal market.

(53) In most cases, Union citizens and residents in the Union are unable to exchange digital information relating to their 
identity, such as their address, age, professional qualifications, driving licence and other permits and payment data, 
across borders, securely and with a high level of data protection.

(54) It should be possible to issue and handle trustworthy electronic attributes and contribute to reducing administrative 
burden, empowering Union citizens and residents in the Union to use them in their private and public transactions. 
Union citizens and residents in the Union should be able, for instance, to demonstrate ownership of a valid driving 
licence issued by an authority in one Member State, which can be verified and relied upon by the relevant authorities 
in other Member States, to rely on their social security credentials or on future digital travel documents in a cross 
border context.

(55) Any service provider that issues attested attributes in electronic form such as diplomas, licences, birth certificates or 
powers and mandates to represent or act on behalf of natural or legal persons should be considered to be a trust 
service provider of electronic attestation of attributes. An electronic attestation of attributes should not be denied 
legal effect on the grounds that it is in an electronic form or that it does not meet the requirements of the qualified 
electronic attestation of attributes. General requirements should be laid down to ensure that a qualified electronic 
attestation of attributes has the equivalent legal effect of lawfully issued attestations in paper form. However, those 
requirements should apply without prejudice to Union or national law defining additional sector-specific 
requirements as regards form with underlying legal effects and, in particular, the cross-border recognition of 
qualified electronic attestation of attributes, where appropriate.

(56) The wide availability and usability of European Digital Identity Wallets should enhance their acceptance and trust in 
them both by private individuals and by private service providers. Therefore, private relying parties providing 
services, for example in the areas of transport, energy, banking and financial services, social security, health, drinking 
water, postal services, digital infrastructure, telecommunications or education, should accept the use of European 
Digital Identity Wallets for the provision of services where strong user authentication for online identification is 
required by Union or national law or by contractual obligation. Any request by the relying party for information 
from the user of a European Digital Identity Wallet should be necessary for, and proportionate to, the intended use in 
a given case, should be in line with the principle of data minimisation and should ensure transparency as regards 
which data is shared and for what purposes. To facilitate the use and acceptance of European Digital Identity Wallets, 
widely accepted industry standards and specifications should be taken into account in their deployment.
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(57) Where very large online platforms within the meaning of Article 33(1) of Regulation (EU) 2022/2065 of the 
European Parliament and of the Council (15) require users to be authenticated in order to access online services, those 
platforms should be required to accept the use of European Digital Identity Wallets upon the voluntary request of the 
user. Users should be under no obligation to use a European Digital Identity Wallet to access private services and 
should not be restricted or hindered in their access to services on the grounds that they do not use a European 
Digital Identity Wallet. However, if users wish to do so, very large online platforms should accept them for that 
purpose, while respecting the principle of data minimisation and the right of the users to use freely chosen 
pseudonyms. Given the importance of very large online platforms, due to their reach, in particular as expressed in 
number of recipients of the service and economic transactions, the obligation to accept European Digital Identity 
Wallets is necessary to increase the protection of users from fraud and to secure a high level of data protection.

(58) Codes of conduct at Union level should be developed in order to contribute to the widespread availability and 
usability of electronic identification means, including European Digital Identity Wallets within the scope of this 
Regulation. The codes of conduct should facilitate broad acceptance of electronic identification means including 
European Digital Identity Wallets by those service providers which do not qualify as very large platforms and which 
rely on third party electronic identification services for user authentication.

(59) Selective disclosure is a concept empowering the owner of data to disclose only certain parts of a larger data set, in 
order for the receiving entity to obtain only such information as is necessary for the provision of a service requested 
by a user. The European Digital Identity Wallet should technically enable the selective disclosure of attributes to 
relying parties. It should be technically possible for the user to selectively disclose attributes, including from 
multiple, distinct electronic attestations, and to combine and present them seamlessly to relying parties. This feature 
should become a basic design feature of European Digital Identity Wallets, thereby reinforcing convenience and the 
protection of personal data, including data minimisation.

(60) Unless specific rules of Union or national law require users to identify themselves, accessing services by using 
a pseudonym should not be prohibited.

(61) Attributes provided by the qualified trust service providers as part of the qualified attestation of attributes should be 
verified against authentic sources either directly by the qualified trust service provider or by means of designated 
intermediaries recognised at national level in accordance with Union or national law for the purpose of secure 
exchange of attested attributes between identity or attestation of attributes’ service providers and relying parties. 
Member States should establish appropriate mechanisms at national level to ensure that qualified trust service 
providers issuing qualified electronic attestation of attributes are able, on the basis of the consent of the person to 
whom the attestation is issued, to verify the authenticity of the attributes relying on authentic sources. It should be 
possible for appropriate mechanisms to include the use of specific intermediaries or technical solutions in 
accordance with national law allowing access to authentic sources. Ensuring the availability of a mechanism that 
allows the verification of attributes against authentic sources is intended to facilitate the compliance of the qualified 
trust service providers of qualified electronic attestation of attributes with their obligations under Regulation (EU) 
No 910/2014. A new annex to that Regulation should contain a list of categories of attributes with regard to which 
Member States are to ensure that measures are taken to allow qualified providers of electronic attestations of 
attributes to verify by electronic means, at the request of the user, their authenticity against the relevant authentic 
source.

(62) Secure electronic identification and the provision of attestation of attributes should offer additional flexibility and 
solutions for the financial services sector to allow the identification of customers and the exchange of specific 
attributes necessary to comply with, for example, customer due diligence requirements under a future Regulation 
establishing the Anti Money Laundering Authority, with suitability requirements stemming from investor protection 
law, or to support the fulfilment of strong customer authentication requirements for online identification for the 
purposes of account login and of initiation of transactions in the field of payment services.

(63) The legal effect of an electronic signature is not to be challenged on the grounds that it is in an electronic form or 
that it does not meet the requirements of the qualified electronic signature. However, it is for national law to 
establish the legal effect of electronic signatures, except for the requirements provided for in this Regulation 
according to which the legal effect of a qualified electronic signature is to be considered to be equivalent to that of 
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a handwritten signature. In determining the legal effects of electronic signatures, Member States should take into 
account the principle of proportionality between the legal value of a document to be signed and the level of security 
and cost that an electronic signature requires. To increase the accessibility and use of electronic signatures, 
Member States are encouraged to consider the use of advanced electronic signatures in the day-to-day transactions 
for which they provide a sufficient level of security and confidence.

(64) In order to ensure the consistency of certification practices across the Union, the Commission should issue 
guidelines on the certification and recertification of qualified electronic signature creation devices and of qualified 
electronic seal creation devices, including their validity and limitations in time. This Regulation does not prevent the 
public or private bodies that have certified qualified electronic signature creation devices from temporarily 
re-certifying such devices for a short certification period on the basis of the results of the previous certification 
process, where such re-certification cannot be performed within the legally set time frame for a reason other than 
a breach or security incident, without prejudice to the obligation to conduct a vulnerability assessment and without 
prejudice to the applicable certification practice.

(65) The issuance of certificates for website authentication is intended to provide users with assurance with a high level of 
confidence in the identity of the entity standing behind the website, irrespective of the platform used to display that 
identity. Those certificates should contribute to the building of trust in conducting business online, as users would 
have confidence in a website that has been authenticated. The use of such certificates by websites should be 
voluntary. In order for website authentication to become a means by which to increase trust, to provide a better 
experience for the user and to foster growth in the internal market, this Regulation lays down a trust framework 
including minimal security and liability obligations for the providers of qualified certificates for website 
authentication and requirements for the issuance of those certificates. National trusted lists should confirm the 
qualified status of website authentication services and of their trust service providers, including their full compliance 
with the requirements of this Regulation with regard to the issuance of qualified certificates for website 
authentication. The recognition of qualified certificates for website authentication means that the providers of 
web-browsers should not deny the authenticity of qualified certificates for website authentication for the sole 
purpose of attesting the link between the website domain name and the natural or legal person to whom the 
certificate is issued or confirming the identity of that person. Providers of web-browsers should display the certified 
identity data and the other attested attributes to the end-user in a user-friendly manner in the browser environment, 
by technical means of their choice. To that end, providers of web-browsers should ensure support and 
interoperability with qualified certificates for website authentication issued in full compliance with this Regulation. 
The obligation of recognition and interoperability of and support for qualified certificates for website authentication 
does not affect the freedom of providers of web-browsers to ensure web security, domain authentication and the 
encryption of web traffic in a manner and by means of technology that they consider to be the most appropriate. In 
order to contribute to the online security of end-users, providers of web-browsers should, in exceptional 
circumstances, be able to take precautionary measures that are both necessary and proportionate in reaction to 
substantiated concerns regarding security breaches or the loss of integrity of an identified certificate or set of 
certificates. Where they take such precautionary measures, providers of web-browsers should notify, without undue 
delay, the Commission, the national supervisory body, the entity to which the certificate was issued and the qualified 
trust service provider that issued that certificate or set of certificates, of any concern with regard to such a security 
breach or loss of integrity as well as the measures taken relating to the single certificate or set of certificates. Those 
measures should be without prejudice to the obligation of the providers of web-browsers to recognise qualified 
website authentication certificates in accordance with the national trusted lists. To further protect Union citizens and 
residents in the Union and promote the use of qualified certificates for website authentication, public authorities in 
Member States should consider incorporating qualified certificates for website authentication in their websites. The 
measures provided for by this Regulation that aim to bring increased coherence between Member States’ divergent 
approaches and practices relating to supervisory procedures are intended to contribute to improved trust and 
confidence in the security, quality and availability of qualified certificates for website authentication.

(66) Many Member States have introduced national requirements for services providing secure and trustworthy electronic 
archiving in order to allow for the long-term preservation of electronic data and electronic documents, and 
associated trust services. To ensure legal certainty, trust and harmonisation across Member States, a legal framework 
for qualified electronic archiving services should be established, inspired by the framework of the other trust services 
set out in this Regulation. The legal framework for qualified electronic archiving services should offer trust service 
providers and users an efficient toolbox that includes functional requirements for the electronic archiving service, as 
well as clear legal effects when a qualified electronic archiving service is used. Those provisions should apply to 
electronic data and electronic documents created in electronic form as well as paper documents that have been 
scanned and digitised. When required, those provisions should permit the preserved electronic data and electronic 
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documents to be ported on different media or formats for the purpose of extending their durability and legibility 
beyond the technological validity period, while preventing loss and alteration to the extent possible. When electronic 
data and electronic documents submitted to the electronic archiving service contain one or more qualified electronic 
signatures or qualified electronic seals, the service should use procedures and technologies capable of extending their 
trustworthiness for the preservation period of such data, possibly relying on the use of other qualified trust services 
established by this Regulation. In order to create preservation evidence where electronic signatures, electronic seals 
or electronic timestamps are used, qualified trust services should be used. To the extent that electronic archiving 
services are not harmonised by this Regulation, it should be possible for Member States to maintain or introduce 
national provisions, in accordance with Union law, relating to those services, such as specific provisions for services 
integrated in an organisation and only used for the internal archives of that organisation. This Regulation should not 
distinguish between electronic data and electronic documents created in electronic form and physical documents 
that have been digitised.

(67) The activities of national archives and memory institutions, in their capacity as organisations dedicated to preserving 
the documentary heritage in the public interest, are usually regulated in national law and they do not necessarily 
provide trust services within the meaning of this Regulation. In so far such institutions do not provide such trust 
services, this Regulation is without prejudice to their operation.

(68) Electronic ledgers are a sequence of electronic data records which should ensure their integrity and the accuracy of 
their chronological ordering. Electronic ledgers should establish a chronological sequence of data records. In 
conjunction with other technologies, they should contribute to solutions for more efficient and transformative 
public services such as e-voting, cross-border cooperation of customs authorities, cross-border cooperation of 
academic institutions and the recording of ownership for real estate in decentralised land registries. Qualified 
electronic ledgers should establish a legal presumption for the unique and accurate sequential chronological ordering 
and integrity of the data records in the ledger. Due to their specificities, such as the sequential chronological ordering 
of data records, electronic ledgers should be distinguished from other trust services such as electronic time stamps 
and electronic registered delivery services. To ensure legal certainty and promote innovation, a Union-wide legal 
framework that provides for the cross-border recognition of trust services for the recording of data in electronic 
ledgers should be established. This should sufficiently prevent the same digital asset from being copied and sold 
more than once to different parties. The process of creating and updating an electronic ledger depends on the type of 
ledger used, namely whether it is centralised or distributed. This Regulation should ensure technological neutrality, 
namely neither favouring, nor discriminating against, any technology used to implement the new trust service for 
electronic ledgers. In addition, sustainability indicators with regard to any adverse impacts on the climate or other 
environment-related adverse impacts should be taken into account by the Commission, using adequate 
methodologies, when preparing the implementing acts specifying the requirements for qualified electronic ledgers.

(69) The role of trust service providers for electronic ledgers should be to ascertain the sequential recording of data into 
the ledger. This Regulation is without prejudice to any legal obligations of users of electronic ledgers under Union or 
national law. For instance, use cases that involve the processing of personal data should comply with Regulation 
(EU) 2016/679 and use cases that relate to financial services should comply with the relevant Union financial 
services law.

(70) In order to avoid the fragmentation of and barriers in the internal market, due to diverging standards and technical 
restrictions, and to ensure a coordinated process to avoid affecting the implementation of the European Digital 
Identity Framework, a process for close and structured cooperation between the Commission, Member States, civil 
society, academia and the private sector is needed. To achieve that objective, Member States and the Commission 
should cooperate within the framework set out in the Commission Recommendation (EU) 2021/946 (16) to identify 
a common Union toolbox for the European Digital Identity Framework. In that context, Member States should agree 
on a comprehensive technical architecture and reference framework, a set of common standards and technical 
references including recognised existing standards and a set of guidelines and descriptions of best practices covering 
at least all functionalities and interoperability of European Digital Identity Wallets, including eSignatures and of the 
qualified trust service providers for electronic attestation of attributes as laid out in this Regulation. In that context, 
Member States should also agree on common elements with regard to a business model and fee structure for 
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European Digital Identity Wallets, in order to facilitate take up, in particular by SMEs, in a cross-border context. The 
content of the toolbox should evolve in parallel with and reflect the outcome of the discussion and the process of 
adoption of the European Digital Identity Framework.

(71) This Regulation provides for a harmonised level of quality, trustworthiness and security of qualified trust services, 
regardless of where the operations are conducted. Thus, a qualified trust service provider should be allowed to 
outsource its operations related to the provision of a qualified trust service in a third country, where that third 
country provides adequate guarantees, ensuring that supervisory activities and audits can be enforced as if they were 
carried out in the Union. When the compliance with this Regulation cannot be fully assured, the supervisory bodies 
should be able to adopt proportionate and justified measures including the withdrawal of the qualified status of the 
trust service provided.

(72) To ensure legal certainty as regards the validity of advanced electronic signatures based on qualified certificates, it is 
essential that the assessment by the relying party carrying out the validation of that advanced electronic signature 
based on qualified certificates be specified.

(73) Trust service providers should use cryptographic methods reflecting current best practices and trustworthy 
implementations of those algorithms in order to ensure security and reliability of their trust services.

(74) This Regulation lays down an obligation for qualified trust service providers to verify the identity of a natural or legal 
person to whom the qualified certificate or the qualified electronic attestation of attribute is issued based on various 
harmonised methods across the Union. To ensure that qualified certificates and qualified electronic attestations of 
attributes are issued to the person to whom they belong and that they attest the correct and unique set of data 
representing the identity of that person, qualified trust service providers issuing qualified certificates or issuing 
qualified electronic attestations of attributes should, at the moment of the issuance of those certificates and 
attestations, ensure with complete certainty the identification of that person. Moreover, in addition to the mandatory 
verification of the identity of the person, if applicable for the issuance of qualified certificates and when issuing 
a qualified electronic attestation of attributes, qualified trust service providers should ensure with complete certainty 
the correctness and accuracy of the attested attributes of the person to whom the qualified certificate or the qualified 
electronic attestation of attributes is issued. Those obligations of result and complete certainty in verifying the 
attested data should be supported by appropriate means, including by using one or, where required, a combination 
of specific methods provided for in this Regulation. It should be possible to combine those methods to provide an 
appropriate basis for the verification of the identity of the person to whom the qualified certificate or a qualified 
electronic attestation of attributes is issued. It should be possible for such a combination to include reliance on 
electronic identification means which meet the requirements of assurance level substantial in combination with 
other means of identity verification. Such electronic identification would allow the fulfilment of the harmonised 
requirements set out in this Regulation as regards assurance level high as part of additional harmonised remote 
procedures, ensuring identification with a high level of confidence. Those methods should include the possibility for 
the qualified trust service provider issuing a qualified electronic attestation of attributes to verify the attributes to be 
attested by electronic means at the request of the user, in accordance with Union or national law, including against 
authentic sources.

(75) To keep this Regulation in line with global developments and to follow the best practices on the internal market, the 
delegated and implementing acts adopted by the Commission should be reviewed and if necessary updated on 
a regular basis. The assessment of the necessity of those updates should take into account new technologies, 
practices, standards or technical specifications.

(76) Since the objectives of this Regulation, namely the development of the Union-wide European Digital Identity 
Framework and of a trust service framework, cannot be sufficiently achieved by the Member States but can rather, by 
reason of their scale and effects, be better achieved at Union level, the Union may adopt measures, in accordance 
with the principle of subsidiarity as set out in Article 5 of the Treaty on European Union. In accordance with the 
principle of proportionality as set out in that Article, this Regulation does not go beyond what is necessary in order 
to achieve those objectives.

(77) The European Data Protection Supervisor has been consulted pursuant to Article 42(1) of Regulation (EU) 
2018/1725.
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(78) Regulation (EU) No 910/2014 should therefore be amended accordingly,

HAVE ADOPTED THIS REGULATION:

Article 1

Amendments to Regulation (EU) No 910/2014

Regulation (EU) No 910/2014 is amended as follows:

(1) Article 1 is replaced by the following:

‘Article 1

Subject matter

This Regulation aims to ensure the proper functioning of the internal market and the provision of an adequate level of 
security of electronic identification means and trust services used across the Union, in order to enable and facilitate the 
exercise by natural and legal persons of the right to participate in digital society safely and to access online public and 
private services throughout the Union. For those purposes, this Regulation:

(a) lays down the conditions under which Member States are to recognise natural and legal persons’ electronic 
identification means falling under a notified electronic identification scheme of another Member State and provide 
and recognise European Digital Identity Wallets;

(b) lays down rules for trust services, in particular for electronic transactions;

(c) establishes a legal framework for electronic signatures, electronic seals, electronic time stamps, electronic 
documents, electronic registered delivery services, certificate services for website authentication, electronic 
archiving, electronic attestation of attributes, electronic signature creation devices, electronic seal creation devices, 
and electronic ledgers.’;

(2) Article 2 is amended as follows:

(a) paragraph 1 is replaced by the following:

‘1. This Regulation applies to electronic identification schemes notified by a Member State, to European Digital 
Identity Wallets provided by a Member State and to trust service providers established in the Union.’;

(b) paragraph 3 is replaced by the following:

‘3. This Regulation does not affect Union or national law related to the conclusion and validity of contracts, 
other legal or procedural obligations relating to form, or sector-specific requirements relating to form.

4. This Regulation is without prejudice to Regulation (EU) 2016/679 of the European Parliament and of the 
Council (*). 

(*) Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, 
p. 1).’;

(3) Article 3 is amended as follows:

(a) points (1) to (5) are replaced by the following:

‘(1) “electronic identification” means the process of using person identification data in electronic form uniquely 
representing either a natural or legal person, or a natural person representing another natural person or a legal 
person;
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(2) “electronic identification means” means a material and/or immaterial unit containing person identification 
data and which is used for authentication for an online service or, where appropriate, for an offline service;

(3) “person identification data” means a set of data that is issued in accordance with Union or national law and 
that enables the establishment of the identity of a natural or legal person, or of a natural person representing 
another natural person or a legal person.

(4) “electronic identification scheme” means a system for electronic identification under which electronic 
identification means are issued to natural or legal persons or natural persons representing other natural 
persons or legal persons;

(5) “authentication” means an electronic process that enables the confirmation of the electronic identification of 
a natural or legal person or the confirmation of the origin and integrity of data in electronic form;’;

(b) the following point is inserted:

‘(5a) “user” means a natural or legal person, or a natural person representing another natural person or a legal 
person, that uses trust services or electronic identification means provided in accordance with this 
Regulation;’;

(c) point (6) is replaced by the following:

‘(6) “relying party” means a natural or legal person that relies upon electronic identification, European Digital 
Identity Wallets or other electronic identification means, or upon a trust service;’;

(d) point (16) is replaced by the following:

‘(16) “trust service” means an electronic service normally provided for remuneration which consists of any of the 
following:

(a) the issuance of certificates for electronic signatures, certificates for electronic seals, certificates for 
website authentication or certificates for the provision of other trust services;

(b) the validation of certificates for electronic signatures, certificates for electronic seals, certificates for 
website authentication or certificates for the provision of other trust services;

(c) the creation of electronic signatures or electronic seals;

(d) the validation of electronic signatures or electronic seals;

(e) the preservation of electronic signatures, electronic seals, certificates for electronic signatures or 
certificates for electronic seals;

(f) the management of remote electronic signature creation devices or remote electronic seal creation 
devices;

(g) the issuance of electronic attestations of attributes;

(h) the validation of electronic attestation of attributes;

(i) the creation of electronic timestamps;

(j) the validation of electronic timestamps;

(k) the provision of electronic registered delivery services;

(l) the validation of data transmitted through electronic registered delivery services and related evidence;

(m) the electronic archiving of electronic data and electronic documents;
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(n) the recording of electronic data in an electronic ledger;’;

(e) point (18) is replaced by the following:

‘(18) “conformity assessment body” means a conformity assessment body as defined in Article 2, point 13, of 
Regulation (EC) No 765/2008, which is accredited in accordance with that Regulation as competent to carry 
out conformity assessment of a qualified trust service provider and the qualified trust services it provides, or 
as competent to carry out certification of European Digital Identity Wallets or electronic identification 
means;’;

(f) point (21) is replaced by the following:

‘(21) “product” means hardware or software, or relevant components of hardware or software, which are intended 
to be used for the provision of electronic identification and trust services;’;

(g) the following points are inserted:

‘(23a) “remote qualified electronic signature creation device” means a qualified electronic signature creation device 
that is managed by a qualified trust service provider in accordance with Article 29a on behalf of a signatory;

(23b) “remote qualified electronic seal creation device” means a qualified electronic seal creation device that is 
managed by a qualified trust service provider in accordance with Article 39a on behalf of a seal creator;’;

(h) point (38) is replaced by the following:

‘(38) “certificate for website authentication” means an electronic attestation that makes it possible to authenticate 
a website and links the website to the natural or legal person to whom the certificate is issued;’;

(i) point (41) is replaced by the following:

‘(41) “validation” means the process of verifying and confirming that data in electronic form are valid in 
accordance with this Regulation;’;

(j) the following points are added:

‘(42) “European Digital Identity Wallet” means an electronic identification means which allows the user to securely 
store, manage and validate person identification data and electronic attestations of attributes for the purpose 
of providing them to relying parties and other users of European Digital Identity Wallets, and to sign by 
means of qualified electronic signatures or to seal by means of qualified electronic seals;

(43) “attribute” means a characteristic, quality, right or permission of a natural or legal person or of an object;

(44) “electronic attestation of attributes” means an attestation in electronic form that allows attributes to be 
authenticated;

(45) “qualified electronic attestation of attributes” means an electronic attestation of attributes which is issued by 
a qualified trust service provider and meets the requirements laid down in Annex V;

(46) “electronic attestation of attributes issued by or on behalf of a public sector body responsible for an authentic 
source” means an electronic attestation of attributes issued by a public sector body that is responsible for an 
authentic source or by a public sector body that is designated by the Member State to issue such attestations 
of attributes on behalf of the public sector bodies responsible for authentic sources in accordance with 
Article 45f and with Annex VII;

(47) “authentic source” means a repository or system, held under the responsibility of a public sector body or 
private entity, that contains and provides attributes about a natural or legal person or object and that is 
considered to be a primary source of that information or recognised as authentic in accordance with Union 
or national law, including administrative practice;
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(48) “electronic archiving” means a service ensuring the receipt, storage, retrieval and deletion of electronic data 
and electronic documents in order to ensure their durability and legibility as well as to preserve their 
integrity, confidentiality and proof of origin throughout the preservation period;

(49) “qualified electronic archiving service” means an electronic archiving service which is provided by a qualified 
trust service provider and which meets the requirements laid down in Article 45j;

(50) “EU Digital Identity Wallet Trust Mark” means a verifiable, simple and recognisable indication which is 
communicated in a clear manner that a European Digital Identity Wallet has been provided in accordance 
with this Regulation;

(51) “strong user authentication” means an authentication based on the use of at least two authentication factors 
from different categories of either knowledge, something only the user knows, possession, something only 
the user possesses or inherence, something the user is, that are independent, in that the breach of one does 
not compromise the reliability of the others, and is designed in such a way as to protect the confidentiality of 
the authentication data;

(52) “electronic ledger” means a sequence of electronic data records, ensuring the integrity of those records and 
the accuracy of the chronological ordering of those records;

(53) “qualified electronic ledger” means an electronic ledger which is provided by a qualified trust service provider 
and which meets the requirements laid down in Article 45l;

(54) “personal data” means any information as defined in Article 4, point (1), of Regulation (EU) 2016/679;

(55) “identity matching” means a process where person identification data, or electronic identification means are 
matched with or linked to an existing account belonging to the same person;

(56) “data record” means electronic data recorded with related meta-data supporting the processing of the data;

(57) “offline mode” means, as regards the use of European Digital Identity Wallets, an interaction between a user 
and a third party at a physical location using close proximity technologies, whereby the European Digital 
Identity Wallet is not required to access remote systems via electronic communication networks for the 
purpose of the interaction.’;

(4) Article 5 is replaced by the following:

‘Article 5

Pseudonyms in electronic transaction

Without prejudice to specific rules of Union or national law requiring users to identify themselves or to the legal effect 
given to pseudonyms under national law, the use of pseudonyms that are chosen by the user shall not be prohibited.’;

(5) in Chapter II, the following section is inserted:

‘SECTION 1

EUROPEAN DIGITAL IDENTITY WALLET

Article 5a

European Digital Identity Wallets

1. For the purpose of ensuring that all natural and legal persons in the Union have secure, trusted and seamless 
cross-border access to public and private services, while having full control over their data, each Member State shall 
provide at least one European Digital Identity Wallet within 24 months of the date of entry into force of the 
implementing acts referred to in paragraph 23 of this Article and in Article 5c(6).
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2. European Digital Identity Wallets shall be provided in one or more of the following ways:

(a) directly by a Member State;

(b) under a mandate from a Member State;

(c) independently of a Member State but recognised by that Member State.

3. The source code of the application software components of European Digital Identity Wallets shall be 
open-source licensed. Member States may provide that, for duly justified reasons, the source code of specific 
components other than those installed on user devices shall not be disclosed.

4. European Digital Identity Wallets shall enable the user, in a manner that is user-friendly, transparent, and 
traceable by the user, to:

(a) securely request, obtain, select, combine, store, delete, share and present, under the sole control of the user, person 
identification data and, where applicable, in combination with electronic attestations of attributes, to authenticate 
to relying parties online and, where appropriate, in offline mode, in order to access public and private services, 
while ensuring that selective disclosure of data is possible;

(b) generate pseudonyms and store them encrypted and locally within the European Digital Identity Wallet;

(c) securely authenticate another person’s European Digital Identity Wallet, and receive and share person identification 
data and electronic attestations of attributes in a secured way between the two European Digital Identity Wallets;

(d) access a log of all transactions carried out through the European Digital Identity Wallet via a common dashboard 
enabling the user to:

(i) view an up-to-date list of relying parties with which the user has established a connection and, where 
applicable, all data exchanged;

(ii) easily request the erasure by a relying party of personal data pursuant to Article 17 of the Regulation (EU) 
2016/679;

(iii) easily report a relying party to the competent national data protection authority, where an allegedly unlawful 
or suspicious request for data is received;

(e) sign by means of qualified electronic signatures or seal by means of qualified electronic seals;

(f) download, to the extent technically feasible, the user’s data, electronic attestation of attributes and configurations;

(g) exercise the user’s rights to data portability.

5. European Digital Identity Wallets shall, in particular:

(a) support common protocols and interfaces:

(i) for issuance of person identification data, qualified and non-qualified electronic attestations of attributes or 
qualified and non-qualified certificates to the European Digital Identity Wallet;

(ii) for relying parties to request and validate person identification data and electronic attestations of attributes;

(iii) for the sharing and presentation to relying parties of person identification data, electronic attestation of 
attributes or of selectively disclosed related data online and, where appropriate, in offline mode;
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(iv) for the user to allow interaction with the European Digital Identity Wallet and display an EU Digital Identity 
Wallet Trust Mark;

(v) to securely onboard the user by using an electronic identification means in accordance with Article 5a(24);

(vi) for interaction between two persons’ European Digital Identity Wallets for the purpose of receiving, 
validating and sharing person identification data and electronic attestations of attributes in a secure manner;

(vii) for authenticating and identifying relying parties by implementing authentication mechanisms in accordance 
with Article 5b;

(viii) for relying parties to verify the authenticity and validity of European Digital Identity Wallets;

(ix) for requesting a relying party the erasure of personal data pursuant to Article 17 of Regulation (EU) 
2016/679;

(x) for reporting a relying party to the competent national data protection authority where an allegedly unlawful 
or suspicious request for data is received;

(xi) for the creation of qualified electronic signatures or electronic seals by means of qualified electronic signature 
or electronic seal creation devices;

(b) not provide any information to trust service providers of electronic attestations of attributes about the use of those 
electronic attestations;

(c) ensure that the relying parties can be authenticated and identified by implementing authentication mechanisms in 
accordance with Article 5b;

(d) meet the requirements set out in Article 8 with regard to assurance level high, in particular as applied to the 
requirements for identity proofing and verification, and electronic identification means management and 
authentication;

(e) in the case of the electronic attestation of attributes with embedded disclosure policies, implement the appropriate 
mechanism to inform the user that the relying party or the user of the European Digital Identity Wallet requesting 
that electronic attestation of attributes has the permission to access such attestation;

(f) ensure that the person identification data, which is available from the electronic identification scheme under which 
the European Digital Identity Wallet is provided, uniquely represents the natural person, legal person or the natural 
person representing the natural or legal person, and is associated with that European Digital Identity Wallet;

(g) offer all natural persons the ability to sign by means of qualified electronic signatures by default and free of charge.

Notwithstanding point (g) of the first subparagraph, Member States may provide for proportionate measures to ensure 
that the use of qualified electronic signatures free-of-charge by natural persons is limited to non-professional purposes.

6. Member State shall inform users, without delay, of any security breach that could have entirely or partially 
compromised their European Digital Identity Wallet or its contents, in particular if their European Digital Identity 
Wallet has been suspended or revoked pursuant to Article 5e.

7. Without prejudice to Article 5f, Member States may provide, in accordance with national law, for additional 
functionalities of European Digital Identity Wallets, including interoperability with existing national electronic 
identification means. Those additional functionalities shall comply with this Article.
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8. Member States shall provide validation mechanisms free-of-charge, in order to:

(a) ensure that the authenticity and validity of European Digital Identity Wallets can be verified;

(b) allow users to verify the authenticity and validity of the identity of relying parties registered in accordance with 
Article 5b.

9. Member States shall ensure that the validity of the European Digital Identity Wallet can be revoked in the 
following circumstances:

(a) upon the explicit request of the user;

(b) where the security of the European Digital Identity Wallet has been compromised;

(c) upon the death of the user or cease of activity of the legal person.

10. Providers of European Digital Identity Wallets shall ensure that users can easily request technical support and 
report technical problems or any other incidents having a negative impact on the use of European Digital Identity 
Wallets.

11. European Digital Identity Wallets shall be provided under an electronic identification scheme with assurance 
level high.

12. European Digital Identity Wallets shall ensure security-by-design.

13. The issuance, use and revocation of the European Digital Identity Wallets shall be free of charge to all natural 
persons.

14. Users shall have full control of the use of and of the data in their European Digital Identity Wallet. The provider 
of the European Digital Identity Wallet shall neither collect information about the use of the European Digital Identity 
Wallet which is not necessary for the provision of European Digital Identity Wallet services, nor combine person 
identification data or any other personal data stored or relating to the use of the European Digital Identity Wallet with 
personal data from any other services offered by that provider or from third-party services which are not necessary for 
the provision of European Digital Identity Wallet services, unless the user has expressly requested otherwise. Personal 
data relating to the provision of the European Digital Identity Wallet shall be kept logically separate from any other 
data held by the provider of the European Digital Identity Wallet. If the European Digital Identity Wallet is provided by 
private parties in accordance with paragraph 2, points (b) and (c), of this Article, the provisions of Article 45h(3) shall 
apply mutatis mutandis.

15. The use of European Digital Identity Wallets shall be voluntary. Access to public and private services, access to 
the labour market and freedom to conduct business shall not in any way be restricted or made disadvantageous to 
natural or legal persons that do not use European Digital Identity Wallets. It shall remain possible to access public and 
private services by other existing identification and authentication means.

16. The technical framework of the European Digital Identity Wallet shall:

(a) not allow providers of electronic attestations of attributes or any other party, after the issuance of the attestation of 
attributes, to obtain data that allows transactions or user behaviour to be tracked, linked or correlated, or 
knowledge of transactions or user behaviour to be otherwise obtained, unless explicitly authorised by the user;

(b) enable privacy preserving techniques which ensure unlikeability, where the attestation of attributes does not 
require the identification of the user.

17. Any processing of personal data carried out by the Member States or on their behalf by bodies or parties 
responsible for the provision of European Digital Identity Wallets as electronic identification means shall be carried 
out in accordance with appropriate and effective data protection measures. Compliance of such processing with 
Regulation (EU) 2016/679 shall be demonstrated. Member States may introduce national provisions to further specify 
the application of such measures.
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18. Member States shall, without undue delay, notify the Commission of information about:

(a) the body responsible for establishing and maintaining the list of registered relying parties that rely on European 
Digital Identity Wallets in accordance with Article 5b(5) and the location of that list;

(b) the bodies responsible for the provision of European Digital Identity Wallets in accordance with Article 5a(1);

(c) the bodies responsible for ensuring that the person identification data is associated with the European Digital 
Identity Wallet in accordance with Article 5a(5), point (f);

(d) the mechanism allowing for the validation of the person identification data referred to in Article 5a(5), point (f), 
and of the identity of the relying parties;

(e) the mechanism by which to validate the authenticity and validity of European Digital Identity Wallets.

The Commission shall make available the information notified pursuant to the first subparagraph to the public 
through a secure channel, in electronically signed or sealed form suitable for automated processing.

19. Without prejudice to paragraph 22 of this Article, Article 11 shall apply mutatis mutandis to the European 
Digital Identity Wallet.

20. Article 24(2), points (b), and (d) to (h), shall apply mutatis mutandis to providers of European Digital Identity 
Wallets.

21. European Digital Identity Wallets shall be made accessible for use, by persons with disabilities, on an equal basis 
with other users, in accordance with Directive (EU) 2019/882 of the European Parliament and of the Council (*).

22. For the purposes of the provision of European Digital Identity Wallets, European Digital Identity Wallets and 
the electronic identification schemes under which they are provided shall not be subject to the requirements laid down 
in Articles 7, 9, 10, 12 and 12a.

23. By 21 November 2024, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the requirements referred to in 
paragraphs 4, 5, 8 and 18 of this Article on the implementation of the European Digital Identity Wallet. Those 
implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).

24. The Commission shall, by means of implementing acts, establish a list of reference standards and, where 
necessary, establish specifications and procedures in order to facilitate the onboarding of users to the European Digital 
Identity Wallet either by electronic identification means conforming to assurance level high or by electronic 
identification means conforming to assurance level substantial in conjunction with additional remote onboarding 
procedures that together meet the requirements of assurance level high. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2).

Article 5b

European Digital Identity Wallet-Relying Parties

1. Where a relying party intends to rely upon European Digital Identity Wallets for the provision of public or 
private services by means of digital interaction, the relying party shall register in the Member State where it is 
established.

2. The registration process shall be cost-effective and proportionate-to-risk. The relying party shall provide at least:

(a) the information necessary to authenticate to European Digital Identity Wallets, which as a minimum includes:

(i) the Member State in which the relying party is established; and
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(ii) the name of the relying party and, where applicable, its registration number as stated in an official record 
together with identification data of that official record;

(b) the contact details of the relying party;

(c) the intended use of European Digital Identity Wallets, including an indication of the data to be requested by the 
relying party from users.

3. Relying parties shall not request users to provide any data other than that indicated pursuant to paragraph 2, 
point (c).

4. Paragraphs 1 and 2 shall be without prejudice to Union or national law that is applicable to the provision of 
specific services.

5. Member States shall make the information referred to in paragraph 2 publicly available online in electronically 
signed or sealed form suitable for automated processing.

6. Relying parties registered in accordance with this Article shall inform Member States without delay about any 
changes to the information provided in the registration pursuant to paragraph 2.

7. Member States shall provide a common mechanism for allowing the identification and authentication of relying 
parties, as referred to in Article 5a(5), point (c).

8. Where relying parties intend to rely upon European Digital Identity Wallets, they shall identify themselves to the 
user.

9. Relying parties shall be responsible for carrying out the procedure for authenticating and validating person 
identification data and electronic attestation of attributes requested from European Digital Identity Wallets. Relying 
parties shall not refuse the use of pseudonyms, where the identification of the user is not required by Union or 
national law.

10. Intermediaries acting on behalf of relying parties shall be deemed to be relying parties and shall not store data 
about the content of the transaction.

11. By 21 November 2024, the Commission shall establish technical specifications and procedures for the 
requirements referred to in paragraphs 2, 5 and 6 to 9 of this Article by means of implementing acts on the 
implementation of European Digital Identity Wallets as referred to in Article 5a(23). Those implementing acts shall be 
adopted in accordance with the examination procedure referred to in Article 48(2).

Article 5c

Certification of European Digital Identity Wallets

1. The conformity of European Digital Identity Wallets and the electronic identification scheme under which they 
are provided with the requirements laid down in Article 5a(4), (5), (8), the requirement for logical separation laid down 
in Article 5a(14) and, where applicable, with the standards and technical specifications referred to in Article 5a(24), 
shall be certified by conformity assessment bodies designated by Member States.

2. Certification of the conformity of European Digital Identity Wallets with requirements referred to in paragraph 1 
of this Article, or parts thereof, that are relevant for cybersecurity shall be carried out in accordance with European 
cybersecurity certification schemes adopted pursuant to Regulation (EU) 2019/881 of the European Parliament and of 
the Council (**) and referred to in the implementing acts referred to in paragraph 6 of this Article.

3. For requirements referred to in paragraph 1 of this Article that are not relevant for cybersecurity, and, for 
requirements referred to in paragraph 1 of this Article that are relevant for cybersecurity, to the extent that 
cybersecurity certification schemes as referred to in paragraph 2 of this Article do not, or only partially, cover those 
cybersecurity requirements, also for those requirements, Member States shall establish national certification schemes 
following the requirements set out in the implementing acts referred to in paragraph 6 of this Article. Member States 
shall transmit their draft national certification schemes to the European Digital Identity Cooperation Group 
established pursuant to Article 46e(1) (the “Cooperation Group”). The Cooperation Group may issue opinions and 
recommendations.
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4. Certification pursuant to paragraph 1 shall be valid for up to five years, provided that a vulnerability assessment 
is carried out every two years. Where a vulnerability is identified and not remedied in a timely manner, certification 
shall be cancelled.

5. Compliance with the requirements set out in Article 5a of this Regulation related to the personal data processing 
operations may be certified pursuant to Regulation(EU) 2016/679.

6. By 21 November 2024, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the certification of European Digital 
Identity Wallets referred to in paragraph 1, 2 and 3 of this Article. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2).

7. Member States shall communicate to the Commission the names and addresses of the conformity assessment 
bodies referred to in paragraph 1. The Commission shall make that information available to all Member States.

8. The Commission shall be empowered to adopt delegated acts in accordance with Article 47 establishing specific 
criteria to be met by the designated conformity assessment bodies referred to in paragraph 1 of this Article.

Article 5d

Publication of a list of certified European Digital Identity Wallets

1. Member States shall inform the Commission and the Cooperation Group established pursuant to Article 46e(1) 
without undue delay of European Digital Identity Wallets that have been provided pursuant to Article 5a and certified 
by the conformity assessment bodies referred to in Article 5c(1). They shall inform the Commission and the 
Cooperation Group established pursuant to Article 46e(1), without undue delay if a certification is cancelled and shall 
state the reasons for the cancellation.

2. Without prejudice to Article 5a(18), the information provided by Member States referred to in paragraph 1 of 
this Article shall include at least:

(a) the certificate and certification assessment report of the certified European Digital Identity Wallet;

(b) a description of the electronic identification scheme under which the European Digital Identity Wallet is provided;

(c) the applicable supervisory regime and information on the liability regime with respect to the party providing the 
European Digital Identity Wallet;

(d) the authority or authorities responsible for the electronic identification scheme;

(e) arrangements for suspension or revocation of the electronic identification scheme or authentication or of the 
compromised parts concerned.

3. On the basis of the information received pursuant to paragraph 1, the Commission shall establish, publish in the 
Official Journal of the European Union and maintain in a machine-readable form a list of certified European Digital 
Identity Wallets.

4. A Member State may submit a request to the Commission to remove a European Digital Identity Wallet and the 
electronic identification scheme under which it is provided from the list referred to in paragraph 3.

5. Where there are changes to the information provided pursuant to paragraph 1, the Member State shall provide 
the Commission with updated information.

6. The Commission shall keep the list referred to in paragraph 3 updated by publishing in the Official Journal of the 
European Union the corresponding amendments to the list within one month of receipt of a request pursuant to 
paragraph 4 or of updated information pursuant to paragraph 5.
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7. By 21 November 2024, the Commission shall establish the formats and procedures applicable for the purposes 
of paragraphs 1, 4 and 5 of this Article by means of implementing acts on the implementation of European Digital 
Identity Wallets as referred to in Article 5a(23). Those implementing acts shall be adopted in accordance with the 
examination procedure referred to in Article 48(2).

Article 5e

Security breach of European Digital Identity Wallets

1. Where European Digital Identity Wallets provided pursuant to Article 5a, the validation mechanisms referred to 
in Article 5a(8) or the electronic identification scheme under which the European Digital Identity Wallets are provided 
are breached or partly compromised in a manner that affects their reliability or the reliability of other European Digital 
Identity Wallets, the Member State that provided the European Digital Identity Wallets shall, without undue delay, 
suspend the provision and the use of European Digital Identity Wallets.

Where justified by the severity of the security breach or compromise referred to in the first subparagraph, the Member 
State shall withdraw European Digital Identity Wallets without undue delay.

The Member State shall inform the users affected, the single points of contact designated pursuant to Article 46c(1), 
the relying parties and the Commission accordingly.

2. If the security breach or compromise referred to in paragraph 1, first subparagraph, of this Article is not 
remedied within three months of the suspension, the Member State that provided the European Digital Identity 
Wallets shall withdraw European Digital Identity Wallets and revoke their validity. The Member State shall inform the 
users affected, the single points of contact designated pursuant to Article 46c(1), the relying parties and the 
Commission of the withdrawal accordingly.

3. Where the security breach or compromise referred to in paragraph 1, first subparagraph, of this Article is 
remedied, the providing Member State shall re-establish the provision and the use of European Digital Identity Wallets 
and inform the affected users and relying parties, the single points of contact designated pursuant to Article 46c(1) and 
the Commission without undue delay.

4. The Commission shall publish in the Official Journal of the European Union the corresponding amendments to the 
list referred to in Article 5d without undue delay.

5. By 21 November 2024, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the measures referred to in paragraphs 1, 2 
and 3 of this Article. Those implementing acts shall be adopted in accordance with the examination procedure referred 
to in Article 48(2).

Article 5f

Cross-border reliance on European Digital Identity Wallets

1. Where Member States require electronic identification and authentication to access an online service provided by 
a public sector body, they shall also accept European Digital Identity Wallets that are provided in accordance with this 
Regulation.

2. Where private relying parties that provide services, with the exception of microenterprises and small enterprises 
as defined in Article 2 of the Annex to Commission Recommendation 2003/361/EC (***), are required by Union or 
national law to use strong user authentication for online identification or where strong user authentication for online 
identification is required by contractual obligation, including in the areas of transport, energy, banking, financial 
services, social security, health, drinking water, postal services, digital infrastructure, education or telecommunica
tions, those private relying parties shall, no later than 36 months from the date of entry into force of the 
implementing acts referred to in Article 5a(23) and Article 5c(6) and only upon the voluntary request of the user, also 
accept European Digital Identity Wallets that are provided in accordance with this Regulation.
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3. Where providers of very large online platforms as referred to in Article 33 of Regulation (EU) 2022/2065 of the 
European Parliament and of the Council (****) require user authentication for access to online services, they shall also 
accept and facilitate the use of European Digital Identity Wallets that are provided in accordance with this Regulation 
for user authentication only upon the voluntary request of the user and in respect of the minimum data necessary for 
the specific online service for which authentication is requested.

4. In cooperation with Member States, the Commission shall facilitate the development of codes of conduct in close 
collaboration with all relevant stakeholders, including civil society, in order to contribute to the wide availability and 
usability of European Digital Identity Wallets within the scope of this Regulation, and to encourage service providers 
to complete the development of codes of conduct.

5. Within 24 months after deployment of the European Digital Identity Wallets, the Commission shall assess the 
demand for, and the availability and usability of, European Digital Identity Wallets, taking into account criteria such as 
user take-up, cross-border presence of service providers, technological developments, evolution in usage patterns and 
consumer demand. 

(*) Directive (EU) 2019/882 of the European Parliament and of the Council of 17 April 2019on the accessibility 
requirements for products and services (OJ L 151, 7.6.2019, p. 70).

(**) Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019on ENISA (the 
European Union Agency for Cybersecurity) and on information and communications technology cybersecurity 
certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).

(***) Commission Recommendation 2003/361/EC of 6 May 2003concerning the definition of micro, small and 
medium-sized enterprises (OJ L 124, 20.5.2003, p. 36).

(****) Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022on a Single 
Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act) (OJ L 277, 27.10.2022, 
p. 1).’;

(6) the following heading is inserted before Article 6:

‘SECTION 2

ELECTRONIC IDENTIFICATION SCHEMES’;

(7) in Article 7, point (g) is replaced by the following:

‘(g) at least six months prior to notification pursuant to Article 9(1), the notifying Member State provides the other 
Member States, for the purposes of Article 12(5), with a description of that scheme in accordance with the 
procedural arrangements established by the implementing acts adopted pursuant to Article 12(6);’;

(8) in Article 8(3), the first subparagraph is replaced by the following:

‘3 By 18 September 2015, taking into account relevant international standards and subject to paragraph 2, the 
Commission shall, by means of implementing acts, set out minimum technical specifications, standards and 
procedures with reference to which assurance levels low, substantial and high are specified for electronic identification 
means.’;

(9) in Article 9, paragraphs 2 and 3 are replaced by the following:

‘2. The Commission shall, without undue delay, publish in the Official Journal of the European Union a list of the 
electronic identification schemes which were notified pursuant to paragraph 1 together with basic information about 
those schemes.

3. The Commission shall publish in the Official Journal of the European Union the amendments to the list referred to 
in paragraph 2 within one month of the date of receipt of that notification.’;

(10) in Article 10, the title is replaced by the following:

‘Security breach of electronic identification schemes’;
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(11) the following article is inserted:

‘Article 11a

Cross-border identity matching

1. When acting as relying parties for cross-border services, Member States shall ensure unequivocal identity 
matching for natural persons using notified electronic identification means or European Digital Identity Wallets.

2. Member States shall provide for technical and organisational measures to ensure a high level of protection of 
personal data used for identity matching and to prevent the profiling of users.

3. By 21 November 2024, the Commission shall establish a list of reference standards and, where necessary, 
establish specifications and procedures for the requirements referred to in paragraph 1 of this Article by means of 
implementing acts. Those implementing acts shall be adopted in accordance with the examination procedure referred 
to in Article 48(2).’;

(12) Article 12 is amended as follows:

(a) the title is replaced by the following:

‘Interoperability’;

(b) paragraph 3 is amended as follows:

(i) point (c) is replaced by the following:

‘(c) it facilitates the implementation of privacy and security by design;’;

(ii) point (d) is deleted;

(c) in paragraph 4, point (d) is replaced by the following:

‘(d) a reference to a minimum set of person identification data necessary to uniquely represent a natural or legal 
person, or a natural person representing another natural person or a legal person, which is available from 
electronic identification schemes;’;

(d) paragraphs 5 and 6 are replaced by the following:

‘5. Member States shall carry out peer reviews of the electronic identification schemes that fall within the scope 
of this Regulation and that are to be notified pursuant to Article 9(1), point (a).

6. By 18 March 2025, the Commission shall, by means of implementing acts, establish the necessary 
procedural arrangements for the peer reviews referred to in paragraph 5 of this Article with a view to fostering 
a high level of trust and security appropriate to the degree of risk. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2).’;

(e) paragraph 7 is deleted;

(f) paragraph 8 is replaced by the following:

‘8. By 18 September 2025, for the purpose of setting uniform conditions for the implementation of the 
requirement under paragraph 1 of this Article, the Commission shall, subject to the criteria set out in paragraph 3 
of this Article and taking into account the results of the cooperation between Member States, adopt implementing 
acts on the interoperability framework as set out in paragraph 4 of this Article. Those implementing acts shall be 
adopted in accordance with the examination procedure referred to in Article 48(2).’;
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(13) the following articles are inserted in Chapter II:

‘Article 12a

Certification of electronic identification schemes

1. The conformity of electronic identification schemes to be notified with the cybersecurity requirements laid down 
in this Regulation, including conformity with the cybersecurity relevant requirements set out in Article 8(2) regarding 
the assurance levels of electronic identification schemes, shall be certified by conformity assessment bodies designated 
by Member States.

2. Certification pursuant to paragraph 1 of this Article shall be carried out under a relevant cybersecurity 
certification scheme pursuant to Regulation (EU) 2019/881 or parts thereof, insofar as the cybersecurity certificate or 
parts thereof cover those cybersecurity requirements.

3. Certification pursuant to paragraph 1 shall be valid for up to five years, provided that a vulnerability assessment 
is carried out every two years. Where a vulnerability is identified and not remedied within three months of such 
identification, certification shall be cancelled.

4. Notwithstanding paragraph 2, Member States may request, in accordance with that paragraph, additional 
information from a notifying Member State about electronic identification schemes or part thereof certified.

5. The peer review of electronic identification schemes referred to in Article 12(5) shall not apply to electronic 
identification schemes or parts of such schemes certified in accordance with paragraph 1 of this Article. Member 
States may use a certificate or a statement of conformity, issued in accordance with a relevant certification scheme or 
parts of such schemes, with the non-cybersecurity-related requirements set out in Article 8(2) regarding the assurance 
level of electronic identification schemes.

6. Member States shall communicate to the Commission the names and addresses of the conformity assessment 
bodies referred to in paragraph 1. The Commission shall make that information available to all Member States.

Article 12b

Access to hardware and software features

Where providers of European Digital Identity Wallets and issuers of notified electronic identification means that act in 
a commercial or professional capacity and use core platform services as defined in Article 2, point (2), of Regulation 
(EU) 2022/1925 of the European Parliament and of the Council (*) for the purpose or in the course of providing 
European Digital Identity Wallet services and electronic identification means to end-users are business users as defined 
in Article 2, point (21), of that Regulation, gatekeepers shall in particular allow them effective interoperability with, 
and, for the purposes of interoperability, access to, the same operating system, hardware or software features. Such 
effective interoperability and access shall be allowed free of charge and regardless of whether the hardware or software 
features are part of the operating system, are available to, or are used by, that gatekeeper when providing such services, 
within the meaning of Article 6(7) of Regulation (EU) 2022/1925. This Article is without prejudice to Article 5a(14) 
of this Regulation. 

(*) Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022on 
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 
(Digital Markets Act) (OJ L 265, 12.10.2022, p. 1).’;

(14) in Article 13, paragraph 1 is replaced by the following:

‘1. Notwithstanding paragraph 2 of this Article and without prejudice to Regulation (EU) 2016/679, trust service 
providers shall be liable for damage caused intentionally or negligently to any natural or legal person due to a failure to 
comply with the obligations under this Regulation. Any natural or legal person who has suffered material or 
non-material damage as a result of an infringement of this Regulation by a trust service provider shall have the right to 
seek compensation in accordance with Union and national law.
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The burden of proving the intention or negligence of a non-qualified trust service provider shall lie with the natural or 
legal person claiming the damage referred to in the first subparagraph.

The intention or negligence of a qualified trust service provider shall be presumed unless that qualified trust service 
provider proves that the damage referred to in the first subparagraph occurred without the intention or negligence of 
that qualified trust service provider.’;

(15) Articles 14, 15 and 16 are replaced by the following:

‘Article 14

International aspects

1. Trust services provided by trust service providers established in a third country or by an international 
organisation shall be recognised as legally equivalent to qualified trust services provided by qualified trust service 
providers established in the Union, where the trust services originating from the third country or from the 
international organisation are recognised by means of implementing acts or an agreement concluded between the 
Union and the third country or the international organisation pursuant to Article 218 TFEU.

The implementing acts referred to in the first subparagraph shall be adopted in accordance with the examination 
procedure referred to in Article 48(2).

2. The implementing acts and the agreement referred to in paragraph 1 shall ensure that the requirements 
applicable to qualified trust service providers established in the Union and the qualified trust services they provide are 
met by the trust service providers in the third country concerned or by the international organisation and by the trust 
services they provide. Third countries and international organisations shall in particular establish, maintain and 
publish a trusted list of recognised trust service providers.

3. The agreement referred to in paragraph 1 shall ensure that the qualified trust services provided by qualified trust 
service providers established in the Union are recognised as legally equivalent to trust services provided by trust 
service providers in the third country or by the international organisation with which the agreement is concluded.

Article 15

Accessibility for persons with disabilities and special needs

The provision of electronic identification means, trust services and end-user products that are used in the provision of 
those services shall be made available in plain and intelligible language, in accordance with the United Nations 
Convention on the Rights of Persons with Disabilities and with the accessibility requirements of Directive (EU) 
2019/882, thus also benefiting persons who experience functional limitations, such as elderly people, and persons 
with limited access to digital technologies.

Article 16

Penalties

1. Without prejudice to Article 31 of Directive (EU) 2022/2555 of the European Parliament and of the Council (*), 
Member States shall lay down the rules on penalties applicable to infringements of this Regulation. Those penalties 
shall be effective, proportionate and dissuasive.

2. Member States shall ensure that infringements of this Regulation by qualified and non-qualified trust service 
providers be subject to administrative fines of a maximum of at least:

(a) EUR 5 000 000 where the trust service provider is a natural person; or

(b) where the trust service provider is a legal person, EUR 5 000 000 or 1 % of the total worldwide annual turnover of 
the undertaking to which the trust service provider belonged in the financial year preceding the year in which the 
infringement occurred, whichever is higher.

OJ L, 30.4.2024 EN

ELI: http://data.europa.eu/eli/reg/2024/1183/oj 29/56

295



3. Depending on the legal system of the Member States, the rules on administrative fines may be applied in such 
a manner that the fine is initiated by the competent supervisory body and imposed by competent national courts. The 
application of such rules in those Member States shall ensure that those legal remedies are effective and have an 
equivalent effect to administrative fines imposed directly by supervisory authorities. 

(*) Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022on measures for 
a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive 
(EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).’;

(16) in Chapter III, Section 2, the title is replaced by the following:

‘Non-qualified trust services’;

(17) Articles 17 and 18 are deleted;

(18) the following article is inserted in Chapter III, Section 2:

‘Article 19a

Requirements for non-qualified trust service providers

1. A non-qualified trust service provider providing non-qualified trust services shall:

(a) have appropriate policies and take corresponding measures to manage legal, business, operational and other direct 
or indirect risks to the provision of the non-qualified trust service, which shall, notwithstanding Article 21 of 
Directive (EU) 2022/2555, include at least measures relating to:

(i) registration and onboarding procedures for a trust service;

(ii) procedural or administrative checks needed to provide trust services;

(iii) the management and implementation of trust services;

(b) notifying the supervisory body, the identifiable affected individuals, the public if it is of public interest and, where 
applicable, other relevant competent authorities, of any security breaches or disruptions in the provision of the 
service or the implementation of the measures referred to in point (a) (i), (ii) or (iii), that have a significant impact 
on the trust service provided or on the personal data maintained therein, without undue delay and in any case no 
later than 24 hours of having become aware of any security breaches or disruptions.

2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for paragraph 1, point (a), of this Article. Compliance 
with the requirements laid down in this Article shall be presumed where those standards, specifications and 
procedures are met. Those implementing acts shall be adopted in accordance with the examination procedure referred 
to in Article 48(2).’;

(19) Article 20 is amended as follows:

(a) paragraph 1 is replaced by the following:

‘1. Qualified trust service providers shall be audited at their own expense at least every 24 months by 
a conformity assessment body. The audit shall confirm that the qualified trust service providers and the qualified 
trust services provided by them fulfil the requirements laid down in this Regulation and in Article 21 of Directive 
(EU) 2022/2555. Qualified trust service providers shall submit the resulting conformity assessment report to the 
supervisory body within three working days of receipt.’

(b) the following paragraphs are inserted:

‘1a. Qualified trust service providers shall inform the supervisory body at the latest one month before any 
planned audits and shall allow the supervisory body to participate as an observer upon request.
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1b. Member States shall, without undue delay, notify to the Commission the names, addresses and accreditation 
details of the conformity assessment bodies referred to in paragraph 1 and any subsequent changes thereto. The 
Commission shall make that information available to all Member States.’;

(c) paragraphs 2, 3 and 4 are replaced by the following:

‘2. Without prejudice to paragraph 1, the supervisory body may at any time audit or request a conformity 
assessment body to perform a conformity assessment of the qualified trust service providers, at the expense of 
those trust service providers, to confirm that they and the qualified trust services provided by them fulfil the 
requirements laid down in this Regulation. Where personal data protection rules appear to have been breached, 
the supervisory body shall, without undue delay, inform the competent supervisory authorities established 
pursuant to Article 51 of Regulation (EU) 2016/679.

3. Where the qualified trust service provider fails to fulfil any of the requirements set out by this Regulation, the 
supervisory body shall require it to provide a remedy within a set time limit, if applicable.

Where that provider does not provide a remedy and, where applicable within the time limit set by the supervisory 
body, the supervisory body, where justified in particular by the extent, duration and consequences of that failure, 
shall withdraw the qualified status of that provider or of the affected service it provides.

3a. Where the competent authorities designated or established pursuant to Article 8(1) of Directive (EU) 
2022/2555 informs the supervisory body that the qualified trust service provider fails to fulfil any of the 
requirements set out in Article 21 of that Directive, the supervisory body, where justified in particular by the 
extent, duration and consequences of that failure, shall withdraw the qualified status of that provider or of the 
affected service that it provides.

3b. Where the supervisory authorities established pursuant to Article 51 of Regulation (EU) 2016/679 informs 
the supervisory body that the qualified trust service provider fails to fulfil any of the requirements set out in that 
Regulation, the supervisory body, where justified in particular by the extent, duration and consequences of that 
failure, shall withdraw the qualified status of that provider or of the affected service it provides.

3c. The supervisory body shall inform the qualified trust service provider of the withdrawal of its qualified 
status or of the qualified status of the service concerned. The supervisory body shall inform the body notified 
pursuant to Article 22(3) of this Regulation for the purposes of updating the trusted lists referred to in 
paragraph 1 of that Article and the competent authority designated or established pursuant to Article 8(1) of 
Directive (EU) 2022/2555.

4. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the following:

(a) the accreditation of the conformity assessment bodies and for the conformity assessment report referred to in 
paragraph 1;

(b) the auditing requirements for the conformity assessment bodies to carry out their conformity assessment, 
including composite assessment, of the qualified trust service providers as referred to in paragraph 1;

(c) the conformity assessment schemes for carrying out the conformity assessment of the qualified trust service 
providers by the conformity assessment bodies and for the provision of the report referred to in paragraph 1.

Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48 
(2).’;

(20) Article 21 is amended as follows:

(a) paragraphs 1 and 2 are replaced by the following:

‘1. Where trust service providers intend to start providing a qualified trust service, they shall notify the 
supervisory body of their intention together with a conformity assessment report issued by a conformity 
assessment body confirming the fulfilment of the requirements laid down in this Regulation and in Article 21 of 
Directive (EU) 2022/2555.
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2. The supervisory body shall verify whether the trust service provider and the trust services provided by it 
comply with the requirements laid down in this Regulation and, in particular, with the requirements for qualified 
trust service providers and for the qualified trust services they provide.

In order to verify the compliance of the trust service provider with the requirements laid down in Article 21 of 
Directive (EU) 2022/2555, the supervisory body shall request the competent authorities designated or established 
pursuant to Article 8(1) of that Directive to carry out supervisory actions in that regard and to provide 
information about the outcome without undue delay and in any event within two months of receipt of that 
request. If the verification is not concluded within two months of the notification, those competent authorities 
shall inform the supervisory body specifying the reasons for the delay and the period within which the verification 
is to be concluded.

Where the supervisory body concludes that the trust service provider and the trust services provided by it comply 
with the requirements laid down in this Regulation, the supervisory body shall grant qualified status to the trust 
service provider and the trust services it provides and inform the body referred to in Article 22(3) for the purposes 
of updating the trusted lists referred to in Article 22(1), not later than three months after notification in 
accordance with paragraph 1 of this Article.

Where the verification is not concluded within three months of notification, the supervisory body shall inform the 
trust service provider specifying the reasons for the delay and the period within which the verification is to be 
concluded.’;

(b) paragraph 4 is replaced by the following:

‘4. By 21 May 2025, the Commission shall, by means of implementing acts, establish the formats and 
procedures of the notification and verification for the purposes of paragraphs 1 and 2 of this Article. Those 
implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).’;

(21) Article 24 is amended as follows:

(a) paragraph 1 is replaced by the following:

‘1. When issuing a qualified certificate or a qualified electronic attestation of attributes, a qualified trust service 
provider shall verify the identity and, if applicable, any specific attributes of the natural or legal person to whom 
the qualified certificate or the qualified electronic attestation of attributes is to be issued.

1a. The verification of the identity referred to in paragraph 1 shall be performed, by appropriate means, by the 
qualified trust service provider, either directly or by means of a third party, on the basis of one of the following 
methods or, when needed, on a combination thereof in accordance with the implementing acts referred to in 
paragraph 1c:

(a) by means of the European Digital Identity Wallet or a notified electronic identification means which meets the 
requirements set out in Article 8 with regard to assurance level high;

(b) by means of a certificate of a qualified electronic signature or of a qualified electronic seal, issued in compliance 
with point (a), (c) or (d);

(c) by using other identification methods which ensure the identification of the person with a high level of 
confidence, the conformity of which shall be confirmed by a conformity assessment body;

(d) through the physical presence of the natural person or of an authorised representative of the legal person, by 
means of appropriate evidence and procedures, in accordance with national law.

1b. The verification of the attributes referred to in paragraph 1 shall be performed, by appropriate means, by 
the qualified trust service provider, either directly or by means of a third party, on the basis of one of the following 
methods or, where necessary, on a combination thereof, in accordance with the implementing acts referred to in 
paragraph 1c:

(a) by means of the European Digital Identity Wallet or a notified electronic identification means which meets the 
requirements set out in Article 8 with regard to assurance level high;
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(b) by means of a certificate of a qualified electronic signature or of a qualified electronic seal, issued in accordance 
with paragraph 1a, point (a), (c) or (d);

(c) by means of a qualified electronic attestation of attributes;

(d) by using other methods, which ensure the verification of the attributes with a high level of confidence, the 
conformity of which shall be confirmed by a conformity assessment body;

(e) by means of the physical presence of the natural person or of an authorised representative of the legal person, 
by means of appropriate evidence and procedures, in accordance with national law.

1c. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the verification of identity and 
attributes in accordance with paragraphs 1, 1a and 1b of this Article. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2).’;

(b) paragraph 2 is amended as follows:

(i) point (a) is replaced by the following:

‘(a) inform the supervisory body at least one month before implementing any change in the provision of its 
qualified trust services or at least three months in case of an intention to cease those activities;’;

(ii) points (d) and (e) are replaced by the following:

‘(d) before entering into a contractual relationship, inform, in a clear, comprehensive and easily accessible 
manner, in a publicly accessible space and individually any person seeking to use a qualified trust service 
of the precise terms and conditions regarding the use of that service, including any limitations on its use;

(e) use trustworthy systems and products that are protected against modification and ensure the technical 
security and reliability of the processes supported by them, including using suitable cryptographic 
techniques;’;

(iii) the following points are inserted:

‘(fa) notwithstanding Article 21 of Directive (EU) 2022/2555, have appropriate policies and take 
corresponding measures to manage legal, business, operational and other direct or indirect risks to 
the provision of the qualified trust service, including at least measures related to the following:

(i) registration and onboarding procedures for a service;

(ii) procedural or administrative checks;

(iii) the management and implementation of services;

(fb) notify the supervisory body, the identifiable affected individuals, other relevant competent bodies where 
applicable and, at the request of the supervisory body, the public if it is of public interest, of any security 
breaches or disruptions in the provision of the service or the implementation of the measures referred to 
in point (fa)(i), (ii) or (iii) that have a significant impact on the trust service provided or on the personal 
data maintained therein, without undue delay and in any event within 24 hours of the incident;’;

(iv) points (g), (h) and (i) are replaced by the following:

‘(g) take appropriate measures against forgery, theft or misappropriation of data or, without right, deleting, 
altering or rendering data inaccessible;

(h) record and keep accessible for as long as necessary after the activities of the qualified trust service provider 
have ceased, all relevant information concerning data issued and received by the qualified trust service 
provider, for the purpose of providing evidence in legal proceedings and for the purpose of ensuring 
continuity of the service. Such recording may be done electronically;
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(i) have an up-to-date termination plan to ensure the continuity of service in accordance with provisions that 
are verified by the supervisory body pursuant to Article 46b(4), point (i);’;

(v) point (j) is deleted;

(vi) the following subparagraph is added:

‘The supervisory body may request information in addition to the information notified pursuant to point (a) 
of the first subparagraph or the result of a conformity assessment and may condition the granting of the 
permission to implement the intended changes to the qualified trust services. If the verification is not 
concluded within three months of notification, the supervisory body shall inform the trust service provider, 
specifying the reasons for the delay and the period within which the verification is to be concluded.’;

(c) paragraph 5 is replaced by the following:

‘4a. Paragraphs 3 and 4 shall apply accordingly to the revocation of qualified electronic attestations of 
attributes.

4b. The Commission shall be empowered to adopt delegated acts in accordance with Article 47, establishing 
additional measures referred to in paragraph 2, point (fa), of this Article.

5. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the requirements referred to in 
paragraph 2 of this Article. Compliance with the requirements laid down in this paragraph shall be presumed 
where those standards, specifications and procedures are met. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2).’;

(22) the following article is inserted in Chapter III, Section 3:

‘Article 24a

Recognition of qualified trust services

1. Qualified electronic signatures based on a qualified certificate issued in one Member State and qualified 
electronic seals based on a qualified certificate issued in one Member State shall be recognised, respectively, as qualified 
electronic signatures and qualified electronic seals in all other Member States.

2. Qualified electronic signature creation devices and qualified electronic seal creation devices certified in one 
Member State shall be recognised, respectively, as qualified electronic signature creation devices and qualified 
electronic seal creation devices in all other Member States.

3. A qualified certificate for electronic signatures, a qualified certificate for electronic seals, a qualified trust service 
for the management of remote qualified electronic signature creation devices and a qualified trust service for the 
management of remote qualified electronic seal creation devices provided in one Member State shall be recognised, 
respectively, as a qualified certificate for electronic signatures, a qualified certificate for electronic seals, a qualified trust 
service for the management of remote qualified electronic signature creation devices and a qualified trust service for 
the management of remote qualified electronic seal creation devices in all other Member States.

4. A qualified validation service for qualified electronic signatures and a qualified validation service for qualified 
electronic seals provided in one Member State shall be recognised, respectively, as a qualified validation service for 
qualified electronic signatures and a qualified validation service for qualified electronic seals in all other Member States.

5. A qualified preservation service for qualified electronic signatures and a qualified preservation service for 
qualified electronic seals provided in one Member State shall be recognised, respectively, as a qualified preservation 
service for qualified electronic signatures and a qualified preservation service for qualified electronic seals in all other 
Member States.

6. A qualified electronic time stamp provided in one Member State shall be recognised as a qualified electronic time 
stamp in all other Member States.
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7. A qualified certificate for website authentication issued in one Member State shall be recognised as a qualified 
certificate for website authentication in all other Member States.

8. A qualified electronic registered delivery service provided in one Member State shall be recognised as a qualified 
electronic registered delivery service in all other Member States.

9. A qualified electronic attestation of attributes issued in one Member State shall be recognised as a qualified 
electronic attestation of attributes in all other Member States.

10. A qualified electronic archiving service provided in one Member State shall be recognised as a qualified 
electronic archiving service in all other Member States.

11. A qualified electronic ledger provided in one Member State shall be recognised as a qualified electronic ledger 
in all other Member States.’;

(23) in Article 25, paragraph 3 is deleted;

(24) Article 26 is amended as follows:

(a) the single paragraph becomes paragraph 1;

(b) the following paragraph is added:

‘2. By 21 May 2026, the Commission shall assess whether it is necessary to adopt implementing acts to 
establish a list of reference standards and, where necessary, establish specifications and procedures for advanced 
electronic signatures. On the basis of that assessment, the Commission may adopt such implementing acts. 
Compliance with the requirements for advanced electronic signatures shall be presumed where an advanced 
electronic signature complies with the standards, specifications and procedures. Those implementing acts shall be 
adopted in accordance with the examination procedure referred to in Article 48(2).’;

(25) in Article 27, paragraph 4 is deleted;

(26) in Article 28, paragraph 6 is replaced by the following:

‘6. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for qualified certificates for electronic signature. 
Compliance with the requirements laid down in Annex I shall be presumed where a qualified certificate for electronic 
signature complies with those standards, specifications and procedures. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2).’;

(27) in Article 29, the following paragraph is inserted:

‘1a. Generating or managing electronic signature creation data or duplicating such signature creation data for 
back-up purposes shall be carried out only on behalf of the signatory, at the request of the signatory, and by a qualified 
trust service provider providing a qualified trust service for the management of a remote qualified electronic signature 
creation device.’;

(28) the following article is inserted:

‘Article 29a

Requirements for a qualified service for the management of remote qualified electronic signature creation 
devices

1. The management of remote qualified electronic signature creation devices as a qualified service shall be carried 
out only by a qualified trust service provider that:

(a) generates or manages electronic signature creation data on behalf of the signatory;

(b) notwithstanding point (1)(d) of Annex II, duplicates the electronic signature creation data for back-up purposes 
only, provided that the following requirements are met:

(i) the security of the duplicated datasets must be at the same level as for the original datasets;

(ii) the number of duplicated datasets must not exceed the minimum needed to ensure continuity of the service;
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(c) complies with any requirements identified in the certification report of the specific remote qualified electronic 
signature creation device issued pursuant to Article 30.

2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, specifications and procedures for the purposes of paragraph 1 of this Article. Those 
implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).’;

(29) in Article 30, the following paragraph is inserted:

‘3a . The validity of a certification referred to in paragraph 1 shall not exceed five years, provided that vulnerabilities 
assessments are carried out every two years. Where vulnerabilities are identified and not remedied, the certification 
shall be cancelled.’;

(30) in Article 31, paragraph 3 is replaced by the following:

‘3. By 21 May 2025, the Commission shall, by means of implementing acts, establish the formats and procedures 
applicable for the purpose of paragraph 1 of this Article. Those implementing acts shall be adopted in accordance with 
the examination procedure referred to in Article 48(2).’;

(31) Article 32 is amended as follows:

(a) in paragraph 1, the following subparagraph is added:

‘Compliance with the requirements laid down in the first subparagraph of this paragraph shall be presumed where 
the validation of qualified electronic signatures complies with the standards, specifications and procedures referred 
to in paragraph 3.’;

(b) paragraph 3 is replaced by the following:

‘3. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the validation of qualified electronic 
signatures. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2).’;

(32) the following article is inserted:

‘Article 32a

Requirements for the validation of advanced electronic signatures based on qualified certificates

1. The process for the validation of an advanced electronic signature based on a qualified certificate shall confirm 
the validity of an advanced electronic signature based on a qualified certificate, provided that:

(a) the certificate that supports the signature was, at the time of signing, a qualified certificate for electronic signature 
complying with Annex I;

(b) the qualified certificate was issued by a qualified trust service provider and was valid at the time of signing;

(c) the signature validation data corresponds to the data provided to the relying party;

(d) the unique set of data representing the signatory in the certificate is correctly provided to the relying party;

(e) the use of any pseudonym is clearly indicated to the relying party if a pseudonym was used at the time of signing;

(f) the integrity of the signed data has not been compromised;

(g) the requirements provided for in Article 26 were met at the time of signing.
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2. The system used for validating the advanced electronic signature based on qualified certificate shall provide to 
the relying party the correct result of the validation process and shall allow the relying party to detect any security 
relevant issues.

3. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for the validation of advanced electronic signatures 
based on qualified certificates. Compliance with the requirements laid down in paragraph 1 of this Article shall be 
presumed where the validation of advanced electronic signature based on qualified certificates complies with those 
standards, specifications and procedures. Those implementing acts shall be adopted in accordance with the 
examination procedure referred to in Article 48(2).’;

(33) in Article 33, paragraph 2 is replaced with the following text:’

‘2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for qualified validation service referred to in paragraph 1 
of this Article. Compliance with the requirements laid down in paragraph 1 of this Article shall be presumed where 
the qualified validation service for qualified electronic signatures complies with those standards, specifications and 
procedures. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2).’;

(34) Article 34 is amended as follows:

(a) the following paragraph is inserted:

‘1a. Compliance with the requirements laid down in paragraph 1 shall be presumed where the arrangements for 
the qualified preservation service for qualified electronic signatures complies with the standards, specifications and 
procedures referred to in paragraph 2.’;

(b) paragraph 2 is replaced by the following:

‘2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the qualified preservation service for 
qualified electronic signatures. Those implementing acts shall be adopted in accordance with the examination 
procedure referred to in Article 48(2).’;

(35) in Article 35, paragraph 3 is deleted;

(36) Article 36 is amended as follows:

(a) the single paragraph becomes paragraph 1;

(b) the following paragraph is added:

‘2. By 21 May 2026, the Commission shall assess whether it is necessary to adopt implementing acts to 
establish a list of reference standards and, where necessary, establish specifications and procedures for advanced 
electronic seals. On the basis of that assessment, the Commission may adopt such implementing acts. Compliance 
with the requirements for advanced electronic seals shall be presumed where an advanced electronic seal complies 
with those standards, specifications and procedures. Those implementing acts shall be adopted in accordance with 
the examination procedure referred to in Article 48(2).’;

(37) in Article 37, paragraph 4 is deleted;

(38) in Article 38, paragraph 6 is replaced by the following:

‘6. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for qualified certificates for electronic seals. Compliance 
with the requirements laid down in Annex III shall be presumed where a qualified certificate for electronic seal 
complies with those standards, specifications and procedures. Those implementing acts shall be adopted in accordance 
with the examination procedure referred to in Article 48(2).’;
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(39) the following article is inserted:

‘Article 39a

Requirements for a qualified service for the management of remote qualified electronic seal creation devices

Article 29a shall apply mutatis mutandis to a qualified service for the management of remote qualified electronic seal 
creation devices.’;

(40) the following article is inserted in Chapter III, Section 5:

‘Article 40a

Requirements for the validation of advanced electronic seals based on qualified certificates

Article 32a shall apply mutatis mutandis to the validation of advanced electronic seals based on qualified certificates.’;

(41) in Article 41, paragraph 3 is deleted;

(42) Article 42 is amended as follows:

(a) the following paragraph is inserted:

‘1a. Compliance with the requirements laid down in paragraph 1 shall be presumed where the binding of date 
and time to data and the accuracy of the time source comply with the standards, specifications and procedures 
referred to in paragraph 2.’;

(b) paragraph 2 is replaced by the following

‘2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the binding of date and time to data 
and for establishing the accuracy of time sources. Those implementing acts shall be adopted in accordance with the 
examination procedure referred to in Article 48(2).’;

(43) Article 44 is amended as follows:

(a) the following paragraph is inserted:

‘1a. Compliance with the requirements laid down in paragraph 1 shall be presumed where the process for 
sending and receiving data complies with the standards, specifications and procedures referred to in paragraph 2.’;

(b) paragraph 2 is replaced by the following:

‘2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for processes for sending and receiving 
data. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2).’;

(c) the following paragraphs are inserted:

‘2a. Providers of qualified electronic registered delivery services may agree on interoperability between qualified 
electronic registered delivery services which they provide. Such interoperability framework shall comply with the 
requirements laid down in paragraph 1 and such compliance shall be confirmed by a conformity assessment body.

2b. The Commission may, by means of implementing acts, establish a list of reference standards and, where 
necessary, establish specifications and procedures for the interoperability framework referred to in paragraph 2a of 
this Article. The technical specifications and content of standards shall be cost-effective and proportionate. The 
implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).’;
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(44) Article 45 is replaced by the following:

‘Article 45

Requirements for qualified certificates for website authentication

1. Qualified certificates for website authentication shall meet the requirements laid down in Annex IV. The 
evaluation of compliance with those requirements shall be carried out in accordance with the standards, specifications 
and procedures referred to in paragraph 2 of this Article.

1a. Qualified certificates for website authentication issued in accordance with paragraph 1 of this Article shall be 
recognised by providers of web-browsers. Providers of web-browsers shall ensure that the identity data attested in the 
certificate and additional attested attributes are displayed in a user-friendly manner. Providers of web-browsers shall 
ensure support and interoperability with qualified certificates for website authentication referred to in paragraph 1 of 
this Article, with the exception of microenterprises or small enterprises as defined in Article 2 of the Annex to 
Recommendation 2003/361/EC during the first five years of operating as providers of web-browsing services.

1b. Qualified certificates for website authentication shall not be subject to any mandatory requirements other than 
the requirements laid down in paragraph 1.

2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for qualified certificates for website authentication, 
referred to in paragraph 1 of this Article. Those implementing acts shall be adopted in accordance with the 
examination procedure referred to in Article 48(2).’;

(45) the following article is inserted:

‘Article 45a

Cybersecurity precautionary measures

1. Providers of web-browsers shall not take any measures contrary to their obligations set out in Article 45, in 
particular the requirements to recognise qualified certificates for website authentication and to display the identity 
data provided in a user-friendly manner.

2. By way of derogation from paragraph 1 and only in the event of substantiated concerns related to security 
breaches or the loss of integrity of an identified certificate or set of certificates, providers of web-browsers may take 
precautionary measures in relation to that certificate or set of certificates.

3. Where a provider of a web-browser takes precautionary measures pursuant to paragraph 2, the provider of the 
web-browser shall notify its concerns in writing, without undue delay, together with a description of the measures 
taken to mitigate those concerns, to the Commission, the competent supervisory body, the entity to whom the 
certificate was issued and to the qualified trust service provider that issued that certificate or set of certificates. Upon 
receipt of such a notification, the competent supervisory body shall issue an acknowledgement of receipt to the 
provider of the web-browser in question.

4. The competent supervisory body shall investigate the issues raised in the notification in accordance with 
Article 46b(4), point (k). Where the outcome of that investigation does not result in the withdrawal of the qualified 
status of the certificate, the supervisory body shall inform the provider of the web-browser accordingly and shall 
request that provider to put an end to the precautionary measures referred to in paragraph 2 of this Article.’;

(46) the following sections are added in Chapter III:

‘SECTION 9

ELECTRONIC ATTESTATION OF ATTRIBUTES
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Article 45b

Legal effects of electronic attestation of attributes

1. An electronic attestation of attributes shall not be denied legal effect or admissibility as evidence in legal 
proceedings on the sole ground that it is in electronic form or that it does not meet the requirements for qualified 
electronic attestations of attributes.

2. A qualified electronic attestation of attributes and attestations of attributes issued by, or on behalf of, a public 
sector body responsible for an authentic source shall have the same legal effect as lawfully issued attestations in paper 
form.

3. An attestation of attributes issued by or on behalf of a public sector body responsible for an authentic source in 
one Member State shall be recognised as an attestation of attributes issued by or on behalf of a public sector body 
responsible for an authentic source in all Member States.

Article 45c

Electronic attestation of attributes in public services

Where an electronic identification using an electronic identification means and authentication is required under 
national law to access an online service provided by a public sector body, person identification data in the electronic 
attestation of attributes shall not substitute electronic identification using an electronic identification means and 
authentication for electronic identification unless specifically allowed by the Member State. In such a case, qualified 
electronic attestation of attributes from other Member States shall also be accepted.

Article 45d

Requirements for qualified electronic attestation of attributes

1. Qualified electronic attestation of attributes shall meet the requirements laid down in Annex V.

2. The evaluation of compliance with the requirements laid down in Annex V shall be carried out in accordance 
with the standards, specifications and procedures referred to in paragraph 5 of this Article.

3. Qualified electronic attestations of attributes shall not be subject to any mandatory requirement in addition to 
the requirements laid down in Annex V.

4. Where a qualified electronic attestation of attributes has been revoked after initial issuance, it shall lose its 
validity from the moment of its revocation and its status shall not in any circumstances be reverted.

5. By 21 November 2024, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for qualified electronic attestations of 
attributes. Those implementing acts shall be consistent with the implementing acts referred to in Article 5a(23) on the 
implementation of the European Digital Identity Wallet. They shall be adopted in accordance with the examination 
procedure referred to in Article 48(2).

Article 45e

Verification of attributes against authentic sources

1. Member States shall ensure, within 24 months of the date of entry into force of the implementing acts referred 
to in Articles 5a(23) and 5c(6), that, at least for the attributes listed in Annex VI, wherever those attributes rely on 
authentic sources within the public sector, measures are taken to allow qualified trust service providers of electronic 
attestations of attributes to verify those attributes by electronic means at the request of the user, in accordance with 
Union or national law.

2. By 21 November 2024, the Commission shall, taking into account relevant international standards, by means of 
implementing acts, establish a list of reference standards and, where necessary, establish specifications and procedures 
for the catalogue of attributes, as well as schemes for the attestation of attributes and verification procedures for 
qualified electronic attestations of attributes for the purposes of paragraph 1 of this Article. Those implementing acts 
shall be consistent with the implementing acts referred to in Article 5a(23) on the implementation of the European 
Digital Identity Wallet. They shall be adopted in accordance with the examination procedure referred to in Article 48 
(2).
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Article 45f

Requirements for electronic attestation of attributes issued by or on behalf of a public sector body 
responsible for an authentic source

1. An electronic attestation of attributes issued by or on behalf of a public sector body responsible for an authentic 
source shall meet the following requirements:

(a) those set out in Annex VII;

(b) the qualified certificate supporting the qualified electronic signature or qualified electronic seal of the public sector 
body referred to in Article 3, point (46), identified as the issuer referred to in point (b), of Annex VII, containing 
a specific set of certified attributes in a form suitable for automated processing and:

(i) indicating that the issuing body is established in accordance with Union or national law as the responsible for 
the authentic source on the basis of which the electronic attestation of attributes is issued or as the body 
designated to act on its behalf;

(ii) providing a set of data unambiguously representing the authentic source referred to in point (i); and

(iii) identifying the Union or national law referred to in point (i).

2. The Member State where public sector bodies referred to in Article 3, point (46), are established shall ensure that 
the public sector bodies that issue electronic attestations of attributes meet a level of reliability and trustworthiness 
equivalent to qualified trust service providers in accordance with Article 24.

3. Member States shall notify public sector bodies referred to in Article 3, point (46), to the Commission. That 
notification shall include a conformity assessment report issued by a conformity assessment body confirming that the 
requirements set out in paragraphs 1, 2 and 6 of this Article are met. The Commission shall make available to the 
public, through a secure channel, the list of public sector bodies referred to in Article 3, point (46), in electronically 
signed or sealed form suitable for automated processing.

4. Where an electronic attestation of attributes issued by or on behalf of a public sector body responsible for an 
authentic source has been revoked after initial issuance, it shall lose its validity from the moment of its revocation and 
its status shall not be reverted.

5. An electronic attestation of attributes issued by or on behalf of a public sector body responsible for an authentic 
source shall be deemed to be compliant with the requirements laid down in paragraph 1, where it complies with the 
standards, specifications and procedures referred to in paragraph 6.

6. By 21 November 2024, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for electronic attestation of attributes issued by 
or on behalf of a public sector body responsible for an authentic source. Those implementing acts shall be consistent 
with the implementing acts referred to in Article 5a(23) on the implementation of the European Digital Identity 
Wallet. They shall be adopted in accordance with the examination procedure referred to in Article 48(2).

7. By 21 November 2024, the Commission shall, by means of implementing acts, establish a list of reference 
standards and, where necessary, establish specifications and procedures for the purposes of paragraph 3 of this Article. 
Those implementing acts shall be consistent with the implementing acts referred to in Article 5a(23) on the 
implementation of the European Digital Identity Wallet. They shall be adopted in accordance with the examination 
procedure referred to in Article 48(2).

8. Public sector bodies referred to in Article 3, point (46), issuing electronic attestation of attributes shall provide an 
interface with European Digital Identity Wallets that are provided in accordance with Article 5a.

Article 45g

Issuing of electronic attestation of attributes to European Digital Identity Wallets

1. Providers of electronic attestations of attributes shall provide European Digital Identity Wallet users with the 
possibility to request, obtain, store and manage the electronic attestation of attributes irrespective of the Member State 
where the European Digital Identity Wallet is provided.
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2. Providers of qualified electronic attestations of attributes shall provide an interface with European Digital Identity 
Wallets that are provided in accordance in Article 5a.

Article 45h

Additional rules for the provision of electronic attestation of attributes services

1. Providers of qualified and non-qualified electronic attestation of attributes services shall not combine personal 
data relating to the provision of those services with personal data from any other services offered by them or their 
commercial partners.

2. Personal data relating to the provision of electronic attestation of attributes services shall be kept logically 
separate from other data held by the provider of electronic attestation of attributes.

3. Providers of qualified electronic attestation of attributes’ services shall implement the provision of such qualified 
trust services in a manner that is functionally separate from other services provided by them.

SECTION 10

ELECTRONIC ARCHIVING SERVICES

Article 45i

Legal effect of electronic archiving services

1. Electronic data and electronic documents preserved using an electronic archiving service shall not be denied 
legal effect or admissibility as evidence in legal proceedings on the sole ground that they are in electronic form or that 
they are not preserved using a qualified electronic archiving service.

2. Electronic data and electronic documents preserved using a qualified electronic archiving service shall enjoy the 
presumption of their integrity and of their origin for the duration of the preservation period by the qualified trust 
service provider.

Article 45j

Requirements for qualified electronic archiving services

1. Qualified electronic archive services shall meet the following requirements:

(a) they are provided by qualified trust service providers;

(b) they use procedures and technologies capable of ensuring the durability and legibility of electronic data and 
electronic documents beyond the technological validity period and at least throughout the legal or contractual 
preservation period, while maintaining their integrity and the accuracy of their origin;

(c) they ensure that those electronic data and those electronic documents are preserved in such a way that they are 
safeguarded against loss and alteration, except for changes concerning their medium or electronic format;

(d) they shall allow authorised relying parties to receive a report in an automated manner that confirms that electronic 
data and electronic documents retrieved from a qualified electronic archive enjoy the presumption of integrity of 
the data from the beginning of the preservation period to the moment of retrieval.

The report referred to in point (d) of the first subparagraph shall be provided in a reliable and efficient way and 
shall bear the qualified electronic signature or qualified electronic seal of the provider of the qualified electronic 
archiving service.

2. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for qualified electronic archiving services. Compliance 
with the requirements for qualified electronic archive services shall be presumed where a qualified electronic archive 
service complies with those standards, specifications and procedures. Those implementing acts shall be adopted in 
accordance with the examination procedure referred to in Article 48(2).
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SECTION 11

ELECTRONIC LEDGERS

Article 45k

Legal effects of electronic ledgers

1. An electronic ledger shall not be denied legal effect or admissibility as evidence in legal proceedings solely on the 
grounds that it is in an electronic form or that it does not meet the requirements for qualified electronic ledgers.

2. Data records contained in a qualified electronic ledger shall enjoy the presumption of their unique and accurate 
sequential chronological ordering and of their integrity.

Article 45l

Requirements for qualified electronic ledgers

1. Qualified electronic ledgers shall meet the following requirements:

(a) they are created and managed by one or more qualified trust service providers;

(b) they establish the origin of data records in the ledger;

(c) they ensure the unique sequential chronological ordering of data records in the ledger;

(d) they record data in such a way that any subsequent change to the data is immediately detectable, ensuring their 
integrity over time.

2. Compliance with the requirements laid down in paragraph 1 shall be presumed where an electronic ledger 
complies with the standards, specifications and procedures referred to in paragraph 3.

3. By 21 May 2025, the Commission shall, by means of implementing acts, establish a list of reference standards 
and, where necessary, establish specifications and procedures for the requirements laid down in paragraph 1 of this 
Article. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2).’;

(47) the following chapter is inserted:

‘CHAPTER IVa

GOVERNANCE FRAMEWORK

Article 46a

Supervision of the European Digital Identity Wallet Framework

1. Member States shall designate one or more supervisory bodies established in their territory.

The supervisory bodies designated pursuant to the first subparagraph shall be given the necessary powers and 
adequate resources for the exercise of their tasks in an effective, efficient and independent manner.

2. Member States shall notify to the Commission the names and the addresses of their supervisory bodies 
designated pursuant to paragraph 1 and any subsequent changes thereto. The Commission shall publish a list of the 
notified supervisory bodies.

3. The role of the supervisory bodies designated pursuant to paragraph 1 shall be:

(a) to supervise providers of European Digital Identity Wallets established in the designating Member State and to 
ensure, by means of ex ante and ex post supervisory activities, that those providers and European Digital Identity 
Wallets they provide meet the requirements laid down in this Regulation;

(b) to take action, if necessary, in relation to providers of European Digital Identity Wallets established in the territory 
of the designating Member State, by means of ex post supervisory activities, when informed that providers or 
European Digital Identity Wallets that they provide infringe this Regulation.
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4. The tasks of the supervisory bodies designated pursuant to paragraph 1 shall include, in particular, the following:

(a) to cooperate with other supervisory bodies and to provide them with assistance in accordance with Articles 46c 
and 46e;

(b) to request information necessary to monitor compliance with this Regulation;

(c) to inform the relevant competent authorities designated or established pursuant to Article 8(1) of Directive (EU) 
2022/2555 of the Member States concerned of any significant security breaches or loss of integrity of which they 
become aware in the performance of their tasks and, in the case of a significant security breach or loss of integrity 
which concerns other Member States, to inform the single point of contact designated or established pursuant to 
Article 8(3) of Directive (EU) 2022/2555 of the Member State concerned and the single points of contact 
designated pursuant to Article 46c(1) of this Regulation in the other Member States concerned, and to inform the 
public or require providers of European Digital Identity Wallet to do so where the supervisory body determines 
that disclosure of the security breach or of the loss of integrity would be in the public interest;

(d) to carry out on-site inspections and off-site supervision;

(e) to require that providers of European Digital Identity Wallets remedy any failure to fulfil the requirements laid 
down in this Regulation;

(f) to suspend or cancel the registration and inclusion of relying parties in the mechanism referred to in Article 5b(7) 
in the case of illegal or fraudulent use of the European Digital Identity Wallet;

(g) to cooperate with competent supervisory authorities established pursuant to Article 51 of Regulation (EU) 
2016/679, in particular, by informing them without undue delay, where personal data protection rules appear to 
have been infringed and about security breaches which appear to constitute personal data breaches.

5. Where the supervisory body designated pursuant to paragraph 1 requires the provider of a European Digital 
Identity Wallet to remedy any failure to fulfil requirements under this Regulation pursuant to paragraph 4, point (e), 
and that provider does not act accordingly and, if applicable, within a time limit set by that supervisory body, the 
supervisory body designated pursuant to paragraph 1 may, taking into account, in particular, the extent, duration and 
consequences of that failure, order the provider to suspend or to cease the provision of the European Digital Identity 
Wallet. The supervisory body shall inform the supervisory bodies of other Member States, the Commission, relying 
parties and users of the European Digital Identity Wallet without undue delay of the decision to require the suspension 
or cessation of the provision of the European Digital Identity Wallet.

6. By 31 March each year, each supervisory body designated pursuant to paragraph 1 shall submit to the 
Commission a report on its main activities in the previous calendar year. The Commission shall make those annual 
reports available to the European Parliament and the Council.

7. By 21 May 2025, the Commission shall, by means of implementing acts, establish the formats and procedures 
for the report referred to in paragraph 6 of this Article. Those implementing acts shall be adopted in accordance with 
the examination procedure referred to in Article 48(2).

Article 46b

Supervision of trust services

1. Member States shall designate a supervisory body established in their territory or designate, upon mutual 
agreement with another Member State, a supervisory body established in that other Member State. That supervisory 
body shall be responsible for supervisory tasks in the designating Member State as regards trust services.

The supervisory bodies designated pursuant to the first subparagraph shall be given the necessary powers and 
adequate resources for the exercise of their tasks.

2. Member States shall notify to the Commission the names and addresses of their supervisory bodies designated 
pursuant to paragraph 1 and any subsequent changes thereto. The Commission shall publish a list of the notified 
supervisory bodies.
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3. The role of the supervisory bodies designated pursuant to paragraph 1 shall be:

(a) to supervise qualified trust service providers established in the territory of the designating Member State and to 
ensure, by means of ex ante and ex post supervisory activities, that those qualified trust service providers and the 
qualified trust services that they provide meet the requirements laid down in this Regulation;

(b) to take action, if necessary, in relation to non-qualified trust service providers established in the territory of the 
designating Member State, by means of ex post supervisory activities, when informed that those non-qualified trust 
service providers or the trust services they provide allegedly do not meet the requirements laid down in this 
Regulation.

4. The tasks of the supervisory body designated pursuant to paragraph 1 shall include in particular the following:

(a) to inform the relevant competent authorities designated or established pursuant to Article 8(1) of Directive (EU) 
2022/2555 of the Member States concerned of any significant security breach or loss of integrity of which it 
becomes aware in the performance of its tasks and, in the case of a significant security breach or loss of integrity 
which concerns other Member States, to inform the single point of contact designated or established pursuant to 
Article 8(3) Directive (EU) 2022/2555 of the Member State concerned and the single points of contact designated 
pursuant to Article 46c(1) of this Regulation in the other Member States concerned, and to inform the public or 
require the trust service provider to do so where the supervisory body determines that disclosure of the breach of 
security or loss of integrity would be in the public interest;

(b) to cooperate with other supervisory bodies and to provide them with assistance in accordance with Articles 46c 
and 46e;

(c) to analyse the conformity assessment reports referred to in Article 20(1) and Article 21(1);

(d) to report to the Commission about its main activities in accordance with paragraph 6 of this Article;

(e) to carry out audits or request a conformity assessment body to perform a conformity assessment of the qualified 
trust service providers in accordance with Article 20(2);

(f) to cooperate with competent supervisory authorities established pursuant to Article 51 of Regulation (EU) 
2016/679, in particular, by informing them, without undue delay, where personal data protection rules appear to 
have been breached and about security breaches which appear to constitute personal data breaches;

(g) to grant qualified status to trust service providers and to the services they provide, and to withdraw that status in 
accordance with Articles 20 and 21;

(h) to inform the body responsible for the national trusted list referred to in Article 22(3) of its decisions to grant or 
withdraw qualified status, unless that body is also the supervisory body designated pursuant to paragraph 1 of this 
Article;

(i) to verify the existence and correct application of provisions on termination plans where the qualified trust service 
provider ceases its activities, including how information is kept accessible in accordance with Article 24(2), point 
(h);

(j) to require that trust service providers remedy any failure to fulfil the requirements laid down in this Regulation;

(k) to investigate claims made by providers of web-browsers pursuant to Article 45a and to take action if necessary.

5. Member States may require the supervisory body designated pursuant to paragraph 1 to establish, maintain and 
update a trust infrastructure in accordance with national law.

6. By 31 March each year, each supervisory body designated pursuant to paragraph 1 shall submit to the 
Commission a report on its main activities in the previous calendar year. The Commission shall make those annual 
reports available to the European Parliament and the Council.
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7. By 21 May 2025, the Commission shall adopt guidelines on the exercise by the supervisory bodies designated 
pursuant to paragraph 1 of this Article of the tasks referred to in paragraph 4 of this Article, and, by means of 
implementing acts, establish the formats and procedures for the report referred to in paragraph 6 of this Article. Those 
implementing acts shall be adopted in accordance with the examination procedure referred to in Article 48(2).

Article 46c

Single points of contact

1. Each Member State shall designate a single point of contact for trust services, European Digital Identity Wallets 
and notified electronic identification schemes.

2. Each single point of contact shall exercise a liaison function to facilitate cross-border cooperation between the 
supervisory bodies for trust service providers and between the supervisory bodies for the providers of European 
Digital Identity Wallets and, where appropriate, with the Commission and European Union Agency for Cybersecurity 
(ENISA) and with other competent authorities within its Member State.

3. Each Member State shall make public and, without undue delay, notify to the Commission the names and the 
addresses of the single point of contact designated pursuant to paragraph 1 and any subsequent change thereto.

4. The Commission shall publish a list of the single points of contact notified pursuant to paragraph 3.

Article 46d

Mutual assistance

1. In order to facilitate the supervision and enforcement of obligations under this Regulation, the supervisory 
bodies designated pursuant to Article 46a(1) and Article 46b(1) may seek, including through the Cooperation Group 
established pursuant to Article 46e(1), mutual assistance from the supervisory bodies of another Member State where 
the provider of the European Digital Identity Wallet or the trust service provider is established, or where its network 
and information systems are located or its services are provided.

2. The mutual assistance shall at least entail that:

(a) the supervisory body applying supervisory and enforcement measures in one Member State shall inform and 
consult the supervisory body from the other Member State concerned;

(b) a supervisory body may request the supervisory body of another Member State concerned to take supervisory or 
enforcement measures, including, for instance, requests to carry out inspections related to the conformity 
assessment reports as referred to in Articles 20 and 21 regarding the provision of trust services;

(c) where appropriate, supervisory bodies may carry out joint investigations with the supervisory bodies of other 
Member States.

The arrangements and procedures for joint actions under the first subparagraph shall be agreed upon and established 
by the Member States concerned in accordance with their national law.

3. A supervisory body to which a request for assistance is addressed may refuse that request on any of the following 
grounds:

(a) the assistance requested is not proportionate to the supervisory activities of the supervisory body carried out in 
accordance with Articles 46a and 46b;

(b) the supervisory body is not competent to provide the requested assistance;

(c) providing the requested assistance would be incompatible with this Regulation.

4. By 21 May 2025 and every two years thereafter, the Cooperation Group established pursuant to Article 46e(1) 
shall issue guidance on the organisational aspects and procedures for the mutual assistance referred to in paragraphs 1 
and 2 of this Article.
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Article 46e

The European Digital Identity Cooperation Group

1. In order to support and facilitate Member States’ cross-border cooperation and exchange of information on trust 
services, European Digital Identity Wallets and notified electronic identification schemes, the Commission shall 
establish a European Digital Identity Cooperation Group (the “Cooperation Group”).

2. The Cooperation Group shall be composed of representatives appointed by the Member States and of the 
Commission. The Cooperation Group shall be chaired by the Commission. The Commission shall provide the 
Cooperation Group’s Secretariat.

3. Representatives of relevant stakeholders may, on an ad hoc basis, be invited to attend meetings of the 
Cooperation Group and to participate in its work as observers.

4. ENISA shall be invited to participate as observer in the workings of the Cooperation Group when it exchanges 
views, best practices and information on relevant cybersecurity aspects such as notification of security breaches, and 
when the use of cybersecurity certificates or standards are addressed.

5. The Cooperation Group shall have the following tasks:

(a) exchange advice and cooperate with the Commission on emerging policy initiatives in the field of digital identity 
wallets, electronic identification means and trust services;

(b) advise the Commission, as appropriate, in the early preparation of draft implementing and delegated acts to be 
adopted pursuant to this Regulation;

(c) in order to support the supervisory bodies in the implementation of the provisions of this Regulation:

(i) exchange best practices and information regarding the implementation of the provisions of this Regulation;

(ii) assess the relevant developments in the digital identity wallet, electronic identification and trust services 
sectors;

(iii) organise joint meetings with relevant interested parties from across the Union to discuss activities carried out 
by the cooperation group and gather input on emerging policy challenges;

(iv) with the support of ENISA, exchange views, best practices and information on relevant cybersecurity aspects 
concerning European Digital Identity Wallets, electronic identification schemes and trust services;

(v) exchange best practices in relation to the development and implementation of policies on the notification of 
security breaches, and common measures as referred to in Articles 5e and 10;

(vi) organise joint meetings with the NIS Cooperation Group established pursuant to Article 14(1) of Directive 
(EU) 2022/2555 to exchange relevant information in relation to trust services and electronic identification 
related cyber threats, incidents, vulnerabilities, awareness raising initiatives, trainings, exercises and skills, 
capacity building, standards and technical specifications capacity as well as standards and technical 
specifications;

(vii) discuss, upon a request of a supervisory body, specific requests for mutual assistance as referred to in 
Article 46d;

(viii) facilitate the exchange of information between the supervisory bodies by providing guidance on the 
organisational aspects and procedures for the mutual assistance referred to in Article 46d;

(d) organise peer reviews of electronic identification schemes to be notified under this Regulation.

6. Member States shall ensure effective and efficient cooperation of their designated representatives in the 
Cooperation Group.

OJ L, 30.4.2024 EN

ELI: http://data.europa.eu/eli/reg/2024/1183/oj 47/56

313



7. By 21 May 2025, the Commission shall, by means of implementing acts, establish the necessary procedural 
arrangements to facilitate the cooperation between the Member States referred to in paragraph 5, point (d), of this 
Article. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 48(2).’;

(48) Article 47 is amended as follows:

(a) paragraphs 2 and 3 are replaced by the following:

‘2. The power to adopt delegated acts referred to in Article 5c(7), Article 24(4b) and Article 30(4) shall be 
conferred on the Commission for an indeterminate period of time from 17 September 2014.

3. The delegation of power referred to in Article 5c(7), Article 24(4b) and Article 30(4) may be revoked at any 
time by the European Parliament or by the Council. A decision to revoke shall put an end to the delegation of the 
power specified in that decision. It shall take effect the day following the publication of the decision in the Official 
Journal of the European Union or at a later date specified therein. It shall not affect the validity of any delegated acts 
already in force.’;

(b) paragraph 5 is replaced by the following:

‘5. A delegated act adopted pursuant to Article 5c(7), Article 24(4b) or Article 30(4) shall enter into force only 
if no objection has been expressed either by the European Parliament or the Council within a period of two 
months of notification of that act to the European Parliament and the Council or if, before the expiry of that 
period, the European Parliament and the Council have both informed the Commission that they will not object. 
That period shall be extended by two months at the initiative of the European Parliament or of the Council.’;

(49) the following article is inserted in Chapter VI:

‘Article 48a

Reporting requirements

1. Member States shall ensure the collection of statistics in relation to the functioning of European Digital Identity 
Wallets and the qualified trust services provided on their territory.

2. The statistics collected in accordance with paragraph 1 shall include the following:

(a) the number of natural and legal persons having a valid European Digital Identity Wallet;

(b) the type and number of services accepting the use of the European Digital Identity Wallet;

(c) the number of user complaints and consumer protection or data protection incidents relating to relying parties 
and qualified trust services;

(d) a summary report including data on incidents preventing the use of the European Digital Identity Wallet;

(e) a summary of significant security incidents, data breaches and affected users of European Digital Identity Wallets 
or of qualified trust services.

3. The statistics referred to in paragraph 2 shall be made available to the public in an open and commonly used, 
machine-readable format.

4. By 31 March each year, Member States shall submit to the Commission a report on the statistics collected in 
accordance with paragraph 2.’;
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(50) Article 49 is replaced by the following:

‘Article 49

Review

1. The Commission shall review the application of this Regulation and shall, by 21 May 2026, submit a report to 
the European Parliament and to the Council. In that report, the Commission shall, in particular, evaluate whether it is 
appropriate to modify the scope of this Regulation or its specific provisions including, in particular, the provisions 
included in Article 5c(5), taking into account the experience gained in the application of this Regulation, as well as 
technological, market and legal developments. Where necessary, that report shall be accompanied by a proposal to 
amend this Regulation.

2. The report referred to in paragraph 1 shall include an assessment of the availability, security and usability of the 
notified electronic identification means and European Digital Identity Wallets that fall within the scope of this 
Regulation and assess whether all online private service providers relying on third-party electronic identification 
services for users authentication, shall be required to accept the use of notified electronic identification means and 
European Digital Identity Wallet.

3. By 21 May 2030 and every four years thereafter, the Commission shall submit a report to the European 
Parliament and the Council on progress made towards achieving the objectives of this Regulation.’;

(51) Article 51 is replaced by the following:

‘Article 51

Transitional measures

1. Secure signature creation devices of which the conformity has been determined in accordance with Article 3(4) 
of Directive 1999/93/EC shall continue to be considered to be qualified electronic signature creation devices under 
this Regulation until 21 May 2027.

2. Qualified certificates issued to natural persons under Directive 1999/93/EC shall continue to be considered as 
qualified certificates for electronic signatures under this Regulation until 21 May 2026.

3. The management of remote qualified electronic signature and seal creation devices by qualified trust service 
providers other than qualified trust service providers providing qualified trust services for the management of remote 
qualified electronic signature and seal creation devices in accordance with Articles 29a and 39a may be carried out 
without the need to obtain the qualified status for the provision of these management services until 21 May 2026.

4. Qualified trust service providers that have been granted their qualified status under this Regulation before 
20 May 2024 shall submit a conformity assessment report to the supervisory body proving compliance with 
Article 24(1), (1a) and (1b) as soon as possible and in any event by 21 May 2026.’;

(52) Annexes I to IV are amended, respectively, in accordance with Annexes I to IV to this Regulation;

(53) new Annexes V, VI and VII are added as set out in Annexes V, VI and VII to this Regulation.

Article 2

Entry into force

This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of the 
European Union.

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at Brussels, 11 April 2024.

For the European Parliament

The President

R. METSOLA

For the Council

The President

H. LAHBIB
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ANNEX I

In Annex I to Regulation (EU) No 910/2014, point (i) is replaced by the following:

‘(i) the information or the location of the services that can be used to enquire about the validity status of the qualified 
certificate;’.
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ANNEX II

In Annex II to Regulation (EU) No 910/2014, points 3 and 4 are deleted. 
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ANNEX III

In Annex III to Regulation (EU) No 910/2014, point (i) is replaced by the following:

‘(i) the information or the location of the services that can be used to enquire about the validity status of the qualified 
certificate;’.
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ANNEX IV

Annex IV to Regulation (EU) No 910/2014 is amended as follows:

(1) point (c) is replaced by the following:

‘(c) for natural persons: at least the name of the person to whom the certificate has been issued, or a pseudonym; if 
a pseudonym is used, it shall be clearly indicated;

(ca) for legal persons: a unique set of data unambiguously representing the legal person to whom the certificate is 
issued, with at least the name of the legal person to whom the certificate is issued and, where applicable, the 
registration number as stated in the official records;’;

(2) point (j) is replaced by the following:

‘(j) the information or the location of the certificate validity status services that can be used to enquire about the validity 
status of the qualified certificate.’.
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ANNEX V

‘ANNEX V

REQUIREMENTS FOR QUALIFIED ELECTRONIC ATTESTATION OF ATTRIBUTES

Qualified electronic attestation of attributes shall contain:

(a) an indication, at least in a form suitable for automated processing, that the attestation has been issued as a qualified 
electronic attestation of attributes;

(b) a set of data unambiguously representing the qualified trust service provider issuing the qualified electronic attestation 
of attributes including at least, the Member State in which that provider is established and:

(i) for a legal person: the name and, where applicable, registration number as stated in the official records;

(ii) for a natural person: the person’s name;

(c) a set of data unambiguously representing the entity to which the attested attributes refer; if a pseudonym is used, it shall 
be clearly indicated;

(d) the attested attribute or attributes, including, where applicable, the information necessary to identify the scope of those 
attributes;

(e) details of the beginning and end of the attestation’s period of validity;

(f) the attestation identity code, which must be unique for the qualified trust service provider and, if applicable, the 
indication of the scheme of attestations that the attestation of attributes is part of;

(g) the qualified electronic signature or qualified electronic seal of the issuing qualified trust service provider;

(h) the location where the certificate supporting the qualified electronic signature or qualified electronic seal referred to in 
point (g) is available free of charge;

(i) the information or location of the services that can be used to enquire about the validity status of the qualified 
attestation.’.
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ANNEX VI

‘ANNEX VI

MINIMUM LIST OF ATTRIBUTES

Pursuant to Article 45e, Member States shall ensure that measures are taken to allow qualified trust service providers of 
electronic attestations of attributes to verify by electronic means at the request of the user, the authenticity of the following 
attributes against the relevant authentic source at national level or via designated intermediaries recognised at national level, 
in accordance with Union or national law and where these attributes rely on authentic sources within the public sector:

1. Address;

2. Age;

3. Gender;

4. Civil status;

5. Family composition;

6. Nationality or citizenship;

7. Educational qualifications, titles and licences;

8. Professional qualifications, titles and licences;

9. Powers and mandates to represent natural or legal persons;

10. Public permits and licences;

11. For legal persons, financial and company data.’.

OJ L, 30.4.2024 EN

ELI: http://data.europa.eu/eli/reg/2024/1183/oj 55/56

321



ANNEX VII

‘ANNEX VII

REQUIREMENTS FOR ELECTRONIC ATTESTATION OF ATTRIBUTES ISSUED BY OR ON BEHALF OF A PUBLIC BODY 
RESPONSIBLE FOR AN AUTHENTIC SOURCE

An electronic attestation of attributes issued by or on behalf of a public body responsible for an authentic source shall 
contain:

(a) an indication, at least in a form suitable for automated processing, that the attestation has been issued as an electronic 
attestation of attributes issued by or on behalf of a public body responsible for an authentic source;

(b) a set of data unambiguously representing the public body issuing the electronic attestation of attributes, including at 
least, the Member State in which that public body is established and its name and, where applicable, its registration 
number as stated in the official records;

(c) a set of data unambiguously representing the entity to which the attested attributes refer; if a pseudonym is used, it shall 
be clearly indicated;

(d) the attested attribute or attributes, including, where applicable, the information necessary to identify the scope of those 
attributes;

(e) details of the beginning and end of the attestation’s period of validity;

(f) the attestation identity code, which must be unique for the issuing public body and, if applicable, an indication of the 
scheme of attestations that the attestation of attributes is part of;

(g) the qualified electronic signature or qualified electronic seal of the issuing body;

(h) the location where the certificate supporting the qualified electronic signature or qualified electronic seal referred to in 
point (g) is available free of charge;

(i) the information or location of the services that can be used to enquire about the validity status of the attestation.’.
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ANNEXURE FT-19 
 

The following is the annexure marked FT-19 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains the joint statement of the Australian Cyber Security 
Centre (ACSC) and other agencies, published on 22 June 2026, entitled ‘Five Eyes cyber security 
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https://www.cyber.gov.au/sites/default/files/2026-06/Five%20eyes%20cyber%20security%20agencies
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Five Eyes cyber security agencies statement

The AI shift in cyber risk: why leaders must act now 
As the leaders of the Five Eyes cyber security agencies, we are united in our call to action: the 
evolving landscape of artificial intelligence (AI) is rapidly transforming cyber risk, and we must act 
swiftly to remain ahead.

A call to action

While Al will help us improve cyber defence over time, it also accelerates the speed, scale, and 
sophistication of cyber threats.

Frontier Al models are anticipated to exceed current industry expectations, fundamentally 
transforming both offensive and defensive cyber capabilities. The timeline is not years, it is 
months.

In this environment, cyber resilience is integral to advancing business continuity, market 
confidence, and long-term value. We urge leaders to:

•	 	understand and assess risk, readiness and accountability

•	 	prioritize foundational cyber security practices and controls

•	 	empower cyber leaders with authority and resources

•	 	stay actively engaged as threats and guidance evolve

Success will come from getting the basics right, acting quickly, and integrating cyber security into 
core business strategy. Those that do not will face growing operational and strategic disadvantage.

The urgency is clear

AI is not a future consideration – it is already here. 

It lowers barriers for malicious actors and increases the speed and complexity of attacks, shrinking 
the window between vulnerability discovery and exploitation ever more quickly. At the same time, 
AI offers powerful tools to strengthen defence. 

A whole-of-organization and whole-of-society response is required 

Cyber risk can no longer be treated as a purely technical issue.  This is a core business risk and 
leadership responsibility. Boards and executives should ensure cyber resilience is in place and 
works under pressure. It is not enough to have controls. Leaders must be confident those controls 
will perform during a real incident. This requires reassessing long-standing trade-offs and using AI 
deliberately to strengthen defence – not just improve efficiency. 
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Five Eyes cyber security agencies statement Page 2

Key Actions for Leaders 

Core principles:

•	 Secure-by-design and secure-by-default must become standard practice – not an aspiration. 

•	 Resilience cannot depend on a single solution or technology. Defence in depth remains 
essential. 

•	 As AI systems evolve, new and previously unknown vulnerabilities will emerge, including 
zero‑day vulnerabilities. 

Breaches will occur. Preparedness helps you contain them quickly and prevent escalation into 
major operational and financial crises.

Practical actions
These actions are not new, but are now urgent to reduce not only technical risk, but also 
operational, financial and reputational exposure:

1.	 	Reduce your attack surface: Limit unnecessary system access and external connectivity. 
Challenge whether systems need to be exposed at all and isolate those that do not.

2.	 	Accelerate patching processes: AI is shortening the time between vulnerability discovery and 
exploitation. Delays in patching increase risk, especially for operational systems with long 
update cycles. Prioritise security updates accordingly to manage risks. 

3.	 	Address legacy systems: Unsupported systems are easy targets. They are not just technical 
debt, they are strategic liabilities.

4.	 	Review and strengthen identity and access controls: Limit who can access critical systems. 
Enforce strong authentication and regularly review permissions.

5.	 	Prepare for incidents before they happen: Test response plans, train and prepare teams, and 
assume breaches will occur. Focus on fast containment and recovery.

Use AI to strengthen defence

Adversaries are already using AI to move faster and more effectively. Defenders must do the same.  

Organizations that integrate AI tools into their security operations can detect vulnerabilities earlier, 
improve software quality, monitor unusual behaviour, and respond faster to incidents – reducing 
both the cost and impact of incidents. 

Success will not come from having the most tools. It will come from getting the basics right, acting 
quickly, and integrating cyber security into core business strategy.
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We must act now

The rapid pace of frontier AI development means cyber risk assumptions can become outdated in 
months, not years. We must act before and be prepared to adapt and withstand evolving threats.

Cyber resilience is not an IT issue - it is central to operational continuity and market trust. Leaders 
who act now will reduce exposure, strengthen resilience, and build confidence with customers, 
partners, and investors. Those who delay will face growing and avoidable risk.

Stephanie Crowe – Head Australian Cyber Security Centre
Australian Signals Directorate

Rajiv Gupta – Head Canadian Centre for Cyber Security
Communications Security Establishment

Catriona Robinson – Head of the National Cyber Security Centre
Government Communications Security Bureau

Richard Horne – CEO, National Cyber Security Centre
Government Communications Headquarters

Nick Andersen – Acting Director
Cybersecurity and Infrastructure Security Agency

David Imbordino – Director Cyber Security Directorate
National Security Agency

Our Five Eyes cyber security partnership is deep and transparent. The way we share cyber threat 
information is critical to our collective security. In that spirit, we call on leaders across industry – 
including vendors – to act now and work together to protect our people and secure our future.
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The following is the annexure marked FT-20 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains screenshots of the 20 July 2026 OpenAI 
announcement entitled ‘OpenAI and Hugging Face partner to address security incident during model 
evaluation’ accessed on 27 June 2026 at 
https://openai.com/index/hugging-face-model-evaluation-security-incident/. 
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The following is the annexure marked FT-21 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains a screenshot of the landing page of the GitHub 
repository posted by user, ‘abrasive’, as at July 1 2026: https://github.com/abrasive/mygov-totp-enroll.  
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ANNEXURE FT-22 
 

The following is the annexure marked FT-22 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure includes screenshots of the two files containing the HTML 
source code in the ‘mygov-totp-enroll’ GitHub repository as at July 1 2026 and available at: 
https://github.com/abrasive/mygov-totp-enroll/blob/master/instructions.html and 
https://github.com/abrasive/mygov-totp-enroll/blob/master/ui.html.  
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ANNEXURE FT-23 
 

The following is the annexure marked FT-23 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure includes screenshots of the application code written in the 
JavaScript programming language published in the GitHub repository, ‘mygov-totp-enroll’, as at July 1 
2026: https://github.com/abrasive/mygov-totp-enroll/blob/master/main.js.   
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ANNEXURE FT-24 
 

The following is the annexure marked FT-24 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains screenshots of the ‘issues’ and ‘pull request’ 
entries on the GitHub repository, ‘mygov-totp-enroll’, in which users discuss how to use the repository 
to enable TOTP authentication in the App, as at 1 July 2026: 
https://github.com/abrasive/mygov-totp-enroll/issues/9; 
https://github.com/abrasive/mygov-totp-enroll/issues/11; 
https://github.com/abrasive/mygov-totp-enroll/pull/5; 
https://github.com/abrasive/mygov-totp-enroll/issues/1     
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The following is the annexure marked FT-25 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains screenshots of the GitHub gist posted by 
hacker1024, including comments from other users as at July 1 2026: 
https://gist.github.com/hacker1024/5d0845863e2dced27fd5eebc4ac95a39.    
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The following is the annexure marked FT-26 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains a screenshot of the initial Reddit post by user 
‘j_l-w’ in the r/Australia forum as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
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ANNEXURE FT-27 
 

The following is the annexure marked FT-27 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains screenshots of the comments made by user, 
‘Thingface’, on the Reddit post of ‘j_l-w’ as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
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ANNEXURE FT-28 
 

The following is the annexure marked FT-28 referred to in the affidavit of Fraser Tweedale, affirmed at 
Brisbane on 29 July 2026. This annexure contains a screenshot of the follow-up comment made by 
Reddit user, ‘j_l-w’, on his post as at 1 July 2026: 
https://www.reddit.com/r/australia/comments/bc6gmv/for_all_the_mygov_fake_2fa_haters/ 
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