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Expert Report 
Tweedale and CEO, Services Australia (ART 2025/4916) 
 
Prepared by Dr Peter Serwylo 

Introduction 
1. I have been a professional software developer for 20 years. This includes developing 

Android applications, websites, backend systems, and databases. I have a PhD in 
Computer Science from Monash University (awarded in 2016). I am active in the open 
source community, in particular contributing significantly to F-Droid, an open source 
alternative to the Google Play store on Android. My role with F-Droid is both a core 
developer and senior team member, and more recently by serving on the board of 
directors between 2024 and 2026. I have published many  mobile apps to the Google 
Play store and F-Droid. I currently work at ANZ Bank as an Android developer building 
facets of the ANZ Plus Android app and the ANZ New Zealand goMoney app. 

 
2. I have been asked by the applicant in these proceedings to provide an expert report 

on matters within my area of expertise. The letter of engagement is included as 
Annexure 1. 

 
3. I believe that this broad range of expertise in various aspects of software 

development, in particular Android app development and distribution, makes me 
qualified to provide expert advice on the matter for determination by the Tribunal. 

 
4. I acknowledge that I have an overriding duty to provide impartial assistance to the 

Tribunal. 
 

5. No matters of significance have been withheld from the Tribunal. 

Questions 

1. Is the source code of the App required for a malicious actor to create 
a counterfeit app that would enable them to steal a victim’s myGov 
login credentials? 

6. No. Based on my experience and knowledge of application development, source code 
is not required to create a counterfeit app that would enable stealing a victim’s myGov 
login credentials. 

 
7. Typically, when developers build applications, they refer to designs to know what the 

resulting application should look and behave like. By definition, developers generally 
do not have access to the source code of an app before building it, otherwise they 
would not need to develop the new application. 

 



 

2 

8. In my opinion, building a counterfeit app using the original legitimately installed 
application as a reference is almost identical in difficulty to building a legitimate app 
using reference designs. Indeed, using publicly available screenshots of an original 
application would allow a developer to build a counterfeit application with high levels 
of accuracy. 

 
9. In relation to the myGov Code Generator app, which may rely on a secret key, if a 

developer wanted to develop a counterfeit version including the secret key, the source 
code is not required to obtain the key. Android applications can be trivially decompiled 
and the secret key material extracted. Even in applications where the source code has 
been intentionally obfuscated prior to distribution, the security key will not be 
sufficiently hidden from a developer producing a counterfeit application. 

 
10. If a malicious actor wished to develop a counterfeit app that behaved differently to the 

original app in order to be particularly malicious - for example by asking the user to 
enter their myGov credentials - then access to the source code of the original app is 
not required and will not make developing this additional malicious behaviour any 
easier. Such a modification represents a new feature not present in the original app, 
and therefore requires new source code in order to implement it. 

2. Would access to the App’s source code give a malicious actor an 
advantage in creating a counterfeit app? If so, to what degree? 

11. It would in so much as it would reduce the time taken to produce a counterfeit app. 
However, as per my answer to Question 1, it is by no means necessary for a 
malicious actor to create a counterfeit app. 

 
12. In relation to the myGov Code Generator app, access to the source code is likely to 

provide only limited assistance to a malicious actor creating a counterfeit version. This 
is because code generator apps such as the myGov Code Generator app do not 
typically have a large set of features to implement. Furthermore, the features are quite 
similar among different code generator apps, many of which are open source and 
have their source code freely and legally available  (e.g. Aegis (Annexure 25), 
FreeOTP (Annexure 26)). 

 
13. Indeed, now that the myGov Code Generator app has been deprecated, one of the 

recommended authenticator apps to use is Google Authenticator (Annexures 3, 4). 
Google Authenticator, along with many other key Android applications such as the 
phone dialer, SMS app, and camera, was originally distributed as open source 
(Annexure 16) by Google, the developer of the Android system. The source code for 
a previous version of Google Authenticator is still available (Annexure 16) for people 
to use. As with the phone dialer, SMS app, and camera, newer versions of the Google 
Authenticator app are no longer open source, as Google has made business 
decisions to have more control over the Android ecosystem. This change was not 
made for security reasons. While the Authenticator app remained open source, it 
remained secure for users, as: 
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“In general, both FOSS and proprietary systems are roughly equivalent in terms of 
security and reliability. Neither is inherently more secure or reliable than the other.” 
(Annexure 32) 

 
14. Developers wishing to counterfeit larger, more complex applications (e.g. social 

networks, banking apps, or web browsers) are at a larger disadvantage if they don’t 
have access to the original app’s source code. Due to the limited feature set in the 
myGov Code Generator app, and the similarity to other open source code generator 
apps, access to the source code would only provide limited benefit. 

 
15. The benefit afforded by access to the source code has been significantly diminished 

with the advent of generative AI. Developers can create counterfeit applications from 
screenshots alone (Annexure 27), without access to original source code. 

3. What mechanisms currently exist for the distribution of counterfeit 
apps to users? 

16. The mechanisms to distribute counterfeit apps to users are the same as the 
mechanisms to distribute legitimate apps. The dominant distribution channel on 
Android devices is Google Play. This is because “the Play Store app comes pre-
installed on Android devices” (Annexure 19). There are other rarely used app stores 
available in Australia including the Amazon App Store, Samsung Galaxy Store, and F-
Droid. By any measure, none of these come close to the popularity of Google Play. 

 
17. Amazon App Store: This is the closest in terms of scale, but it discontinued support 

for Android in 2025 (Annexure 8) and so cannot be used to distribute counterfeit apps 
to Android users. 

 
18. Samsung Galaxy Store: This comes pre-installed on all Samsung Android phones. 

Given this store does not publish download figures, it is hard to measure with certainty 
how popular it is compared to Google Play. However, one can compare the number of 
reviews for popular apps between the two platforms to infer the popularity of the app 
store. One such example, Microsoft Excel, has over 1 Billion downloads in the Google 
Play Store, also has over 9 million reviews (Annexure 22). In the Samsung Galaxy 
Store, the same app only has 384 reviews at time of writing (Annexure 23). From this, 
it can be inferred that only a tiny fraction of people use the Samsung Galaxy Store to 
obtain apps, compared to the Google Play store. Therefore it is not a particularly 
viable distribution channel for counterfeit apps. 

 
19. Installing apps from “Unknown Sources”: Unlike Apple iOS devices, users of 

Android have the option of directly downloading and installing applications to their 
phone (Annexure 9). For this mechanism to be used to distribute counterfeit apps to 
users, the distributor of the counterfeit app must first distribute the malicious content 
to the user via a non-traditional mechanism, such as by encouraging them to 
download from a website or open from an email attachment. If this occurs, the user is 
warned that they are installing from an “Unknown Source” (Annexure 10). 
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20. F-Droid: F-Droid is a catalogue of open source software that is built and then 
distributed to Android users (Annexure 14). There are less than 20 apps in F-Droid 
that had over 1 million downloads over the past year (Annexure 28). Google Play has 
over 50,000 apps which have earned over 1 million downloads (Annexure 29). 
Furthermore, it is unlikely for a counterfeit government app to be included due to the 
nature of its inclusion policy (Annexure 15) and its open and transparent publication 
process (Annexure 30). The inclusion policy requires, among other things: 

 
“Applications must not infringe third party rights, including third party intellectual 
property rights such as copyright and trade marks. Applications need to obtain 
necessary trademark and copyright permissions. Any application with a duplicate 
Android application ID matching another domain name will receive automatic 
rejection.” (Annexure 15) 

 
21. Based on the popularity and prevalence of Google Play, the transparency around F-

Droid’s inclusion process, and the difficulty of a malicious developer distributing an 
app via websites/email and having users trust “Unknown Sources”, it is my opinion 
that the Google Play store is still the primary mechanism for distributing counterfeit 
applications. 

4. What mechanisms are in place in the official Google Play Store to 
prevent the admission of counterfeit or malicious apps, or to evict such 
apps if discovered? 

22. Whether an app is counterfeit or not is decided according to violation of relevant 
policies during app distribution. There are two primary mechanisms Google Play uses 
to prevent the admission of, or evict counterfeit or malicious apps. The first is based 
on Google Play policies around "Impersonation” (Annexure 6). The second is based 
on Google’s enforcement of intellectual property laws (Annexure 7). 

 
23. The impersonation policy explicitly states:  

 
“We don’t allow apps that mislead users by impersonating someone else (for 
example, another developer, company, entity) or another app. Don’t imply that 
your app is related to or authorized by someone that it isn’t. Be careful not to 
use app icons, descriptions, titles, or in-app elements that could mislead users 
about your app’s relationship to someone else or another app.” (Annexure 6) 

 
Including the explicit example of: 

 
“...using a national emblem and misleading users into believing it is affiliated 
with government.” (Annexure 6) 

 
24. When developers upload apps to the Google Play store with the intent of them being 

made available for Android users to download and install, they must declare that they 
are not in violation of any of these policies. 
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25. Once submitted, apps are reviewed by Google for violations of the policy, and if any 
are identified, then the publication of the app is blocked. Counterfeit apps fall foul of 
both the Impersonation policy, and also the Intellectual Property policy in that they 
would likely try to make use of the original app owner’s trademarks (i.e. the myGov or 
the Services Australia trademark) (Annexure 2) in order to deceive users. 

 
26. If a counterfeit app progresses past the review process and gets published to the 

Google Play store, there is still recourse for the legitimate author of the original app 
and also regular Android users to report any counterfeit apps identified. This results in 
the app being removed from the Google Play store, and the developer who uploaded 
the app potentially being banned from Google Play (e.g. if they are a repeat offender). 
In one publicly documented example, developers of a large community developed app 
noticed an app published to the Google Play store which was in violation of the 
Google Play policies. After reporting it to Google, it was subsequently removed from 
the Play Store (Annexure 24). 

 
27. The reporting procedure is outlined in more detail in the answer to question 6 (below). 

 
28. In the report “Keeping Google Play & Android app ecosystem safe in 2025” 

(Annexure 5), Google shared that they run over 10,000 checks on every app 
submitted to Google Play for publication, resulting in the prevention of over 1.75 
million policy violating apps from being published on Google Play. 

5. What protections are in place within established app distribution 
systems or the Android system itself to protect against the installation 
of counterfeit apps? 
 

29. As outlined above, Google Play is the dominant app distribution system on Android. 
Google Play has processes to protect against the installation of counterfeit apps. All 
Android devices come with a service called Google Play Protect (Annexure 21) 
preinstalled. This service checks apps before they are installed on users' devices, 
regardless of where the app is installed from (Google Play or any other source). If the 
app is found to be malware or otherwise violates Google’s “Unwanted software policy” 
(Annexure 18) the app is prevented from being installed. If a policy violating app 
bypasses distribution checks and gets installed on users’ devices, but is subsequently 
found to be policy violating, then everyone who has the app installed will receive a 
notification on their phone about the finding, requesting that they uninstall the app for 
their protection (Annexure 21). 
 

30. The  “Keeping Google Play & Android app ecosystem safe in 2025” (Annexure 5) 
report states that Google Play Protect’s real-time scanning identified more than 27 
million new malicious apps from outside Google Play. Any user who has any of these 
apps installed would be notified by Google Play Protect about the finding and 
prompted to remove the app (Annexure 21).  
 

31. Android has an additional layer of protection for users who, despite the protections 
above, do manage to find and attempt to install a counterfeit version of an app. Users 
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of legitimate apps, including the myGov Code Generator app, are prevented from 
being tricked into replacing it with a counterfeit version. This is enforced by a 
mechanism called signature verification, whereby: 

 
“Every app that is run on the Android platform must be signed by the developer. 
Apps that attempt to install without being signed are rejected by either Google Play 
or the package installer on the Android device. On Google Play, app signing 
bridges the trust Google has with the developer and the trust the developer has 
with their app. Developers know their app is provided, unmodified, to the Android 
device; and developers can be held accountable for behaviour of their app.” 
(Annexure 31) 

 
32. Apps signed by one developer cannot be upgraded to new versions signed by a 

different developer. The only way in which users with the legitimate app installed can 
also install a counterfeit version is by either: 

 
1. First manually uninstalling the existing legitimate application, then initiating an 

install of the counterfeit version, or 
 
2.  Installing a counterfeit version with a different identifier alongside the original 

version of the app. Installing a counterfeit app with a different identifier leaves 
the original app in place, resulting in two copies of the app appearing in the 
user’s application list alongside each other. 

6. What mechanisms exist within the Google Play Store to enable 
legitimate app publishers and/or users to notify or report to Google the 
existence of counterfeit or malicious apps? 

33. Legitimate app publishers and/or users can notify or report to Google the existence of 
counterfeit or malicious apps via multiple channels. Counterfeit apps fall under the 
“Impersonation Policy” for which Google suggests if you believe another app is 
impersonating yours, to flag the app for review (Annexure 20). This is done using the 
“Report an app or developer” form (Annexure 20) and filing a complaint of flagging an 
app for review. This serves the purpose to report an issue or policy violation directly to 
Google’s team for review and potential action. 
 

34. Counterfeit apps are typically also in violation of intellectual property rights, such as 
copyrights or trademark rights. The Google Play Impersonation FAQs (Annexure 17) 
state that: 

 
“If you believe an app on Google Play violates your intellectual property 
rights, such as copyrights or trademark rights, you can notify us using our 
reporting process for copyright, trademark, or other legal issues.” 

 
35. In my opinion, and based on my experience, these reporting mechanisms work as 

desired and in a timely fashion. Although the reports are normally private, I have been 
involved in open source projects which publicly discuss their intent to use these 
mechanisms to report policy violating apps (Annexure 24) and then confirm when 
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they were successful in having the violating app removed from the Google Play store. 
In one published discussion, Google removed the app in less than 2 weeks from the 
original report. (Annexure 24) 

 

7. What mechanisms exist in the Android operating system to protect 
against an app’s data from being accessed by or through other apps 
installed on a user’s Android device? 

36. Android applications are protected via the “Application Sandbox”: (Annexure 11) 
 

This “isolates apps from each other and protects apps and the system from 
malicious apps” and ensures that “by default, apps can’t interact with each 
other and have limited access to the [OS] (Operating System). If app A tries 
to do something malicious, such as read app B’s data […] without 
permission, it’s prevented from doing so because it doesn’t have the 
appropriate default user privileges”. 

 
37. When apps store data on a user's device, the Android documentation strongly 

suggests they do so using “Internal Storage” (Annexure 12, 13) which is private to the 
app, and automatically removed once the app is uninstalled. 
 

38. Therefore, unless the myGov Code Generator app explicitly decides to share secret 
key material or other private data with other apps, all data remains private and 
inaccessible to other apps installed on the user’s device. 
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Glossary 
❖ Source code: Humans typically write software in human readable computer 

languages. Then, in order for it to be understood and executed by a computer, it is 
compiled into machine code (1’s and 0’s). The human readable code is referred to 
as “source code”. 

❖ Decompiled: Whereas compiling is the process of transforming human readable 
source code into executable code, the act of decompiling is the reverse. It refers to 
converting executable code back into something resembling the original source 
code. Typically some information is lost in this process, but skilled “reverse 
engineers” are still able to learn a lot about how an application behaves through 
this process.  

❖ Obfuscation: To make the task of reverse engineering harder, the source code is 
often obfuscated prior to compiling. This refers to making the source code 
intentionally hard to understand. 

❖ Signature: In computer security, a signature is a way of mathematically proving the 
provenance of a digital file. An app author is required to “sign” their Android apps 
prior to distribution. This allows Google Play and the Android operating system to 
mathematically prove that the author of one version of an app is the same as the 
author of subsequent versions. More specifically, the private key used to sign one 
version of an app is the same as the private key used to sign another. 

❖ Application Sandbox: Sandboxing an application refers to isolating it from other 
applications, so that one application cannot access resources or otherwise impact 
the behaviour of another application. 

❖ Deprecated: When an application or software feature is no longer recommended 
for use and either will be removed in the future, or has already been removed. 
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Annexure 2 
Services Australia. Copyright. 
https://my.gov.au/en/about/copyright  
Obtained July 27th, 2026 
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Annexure 3 
Services Australia. Sign into mygov > use an authenticator. 
https://my.gov.au/en/about/help/mygov-website/sign-in-to-mygov/use-an-authenticator  
Obtained July 27th, 2026 
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Annexure 4 
Services Australia. Sign into mygov > use the mygov code generator app. 
https://my.gov.au/en/about/help/mygov-website/sign-in-to-mygov/use-the-mygov-code-
generator-app 
Obtained July 27th, 2026 
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Annexure 5 
Google Security Blog. Keeping google play & android app ecosystems safe in 2025. 
https://blog.google/security/keeping-google-play-android-app-ecosystem-safe-2025/ 
Obtained July 27th, 2026 
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Annexure 6 
Google Play Policy Centre. Impersonation.  
https://support.google.com/googleplay/android-developer/answer/9888374 
Obtained July 27th, 2026 
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Annexure 7 
Google Play Policy Centre. Intellectual property. 
https://support.google.com/googleplay/android-developer/answer/9888072  
Obtained July 27th, 2026 
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Annexure 8 
Amazon Developer Documentation. Upcoming changes to Amazon appstore for Android 
devices and other programs. 
https://developer.amazon.com/apps-and-games/blogs/2025/02/upcoming-changes-to-
amazon-appstore-for-android-devices-and-coins-program 
Obtained July 27th, 2026 
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Annexure 9 
Android Developer Documentation. Alternative distribution options. 
https://developer.android.com/distribute/marketing-tools/alternative-distribution 
Obtained July 27th, 2026 
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Annexure 10 
Android Developer Documentation. Alternative distribution options > User opt-in for 
installing unknown apps. 
https://developer.android.com/distribute/marketing-tools/alternative-distribution#unknown-
sources 
Obtained July 27th, 2026 
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Annexure 11 
Android Developer Documentation. Application sandbox. 
https://source.android.com/docs/security/app-sandbox 
Obtained July 27th, 2026 
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Annexure 12 
Android Developer Documentation. Improve your app's security. 
https://developer.android.com/privacy-and-security/security-best-practices#internal-storage 
Obtained July 27th, 2026  
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Annexure 13 
Android Developer Documentation. Security checklist. 
https://developer.android.com/privacy-and-security/security-tips#internal-storage 
Obtained July 27th, 2026 

 



 

32 

Annexure 14 
F-Droid. Homepage. 
https://f-droid.org  
Obtained July 28th, 2026 
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Annexure 15 
F-Droid. Inclusion policy. 
http://f-droid.org/docs/Inclusion_Policy 
Obtained July 28th, 2026 
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Annexure 16 
GitHub. Google Authenticator. 
https://github.com/google/google-authenticator  
Obtained July 28th, 2026 
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Annexure 17 
Google. Impersonation FAQs. 
https://support.google.com/googleplay/android-developer/answer/16341334?hl=en 
Obtained July 28th, 2026 
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Annexure 18 
Google. Unwanted software policy. 
https://www.google.com/about/unwanted-software-policy.html  
Obtained July 28th, 2026 
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Annexure 19 
Google Play Help. Find the google play store app. 
https://support.google.com/googleplay/answer/190860 
Obtained July 28th, 2026 
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Annexure 20 
Google Play Help. Flag an app or review on google play. 
https://support.google.com/googleplay/answer/2853570  
Obtained July 28th, 2026 
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Annexure 21 
Google Play Help. Use google play protect to help keep your apps safe & your data 
Private. 
https://support.google.com/googleplay/answer/2812853  
Obtained July 28th, 2026 
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Annexure 22 
Google Play Store Listing. Microsoft Excel. 
https://play.google.com/store/apps/details?id=com.microsoft.office.excel 
Obtained July 28th, 2026 
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Annexure 23 
Samsung Galaxy Store Listing. Microsoft Excel. 
https://galaxystore.samsung.com/detail/com.microsoft.office.excel  
Obtained July 28th, 2026 
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Annexure 24 
F-Droid Project. Reporting counterfeit app to Google Play. 
https://gitlab.com/fdroid/admin/-/work_items/21 
Obtained July 28th, 2026 
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Annexure 25 
GitHub. Aegis. 
https://github.com/beemdevelopment/Aegis 
Obtained July 28th, 2026 
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Annexure 26 
GitHub. FreeOTP. 
https://github.com/freeotp/freeotp-android 
Obtained July 28th, 2026 

 



 

47 

Annexure 27 
Android Developer Documentation. Generate UI with image attachments. 
https://developer.android.com/studio/gemini/generate-ui-with-images 
Obtained July 28th, 2026 
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Annexure 28 
F-Droid Top Downloads. 
https://grote.gitlab.io/fdroid-metrics-distilled/#total-downloads-per-app  
Obtained July 28th, 2026 
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Annexure 29 
Android Rank. All Applications. 
https://www.androidrank.org/categorystats?category=&price=all 
Obtained July 28th, 2026 

 
 



 

51 

Annexure 30 
F-Droid. Submitting to F-Droid Quick Start Guide. 
https://f-droid.org/docs/Submitting_to_F-Droid_Quick_Start_Guide/  
Obtained July 28th, 2026 
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Annexure 31 
Android Developer Documentation. App signing. 
https://source.android.com/docs/security/features/apksigning 
Obtained July 28th, 2026 
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Annexure 32 
‘Open-source versus proprietary software: Is one more reliable and secure than the other?’ 
A. Boulanger, IBM Systems Journal (Volume 44, Issue 2, 2005)   
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